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FFIEC Cybersecurity
Assessment Tool

November 16, 2015

» Risk Trends

* FFIEC Cybersecurity Efforts

« Cybersecurity Assessment Tool
— Objective
— Two Part Tool

* Inherent Risks
» Maturity Levels




Cyber Risk Trends

+ Existing vulnerabilities continue to be
exploited.

- New platforms create new ways to exploit
Financial Institutions and customers.

+ Lines between cyber actors are blurring
as tool are commercialized.
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« Use of social networking enables more
effective and targeted attacks

« Malware continues to evolve and now
includes data destruction and encryption

« Global unrest results in US symbols,
including financial institutions being
targeted

Potential Impacts

 Financial

« Operational
 Legal

* Reputational




FFIEC Cybersecurity Efforts

« Cybersecurity and Critical Infrastructure
Working Group

- Joint statements and alerts

« Cybersecurity awareness website and
CEO webinar

. Cybersecurity assessment of community
institutions

ik
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Issue a Cybersecurity Assessment Tool
Enhance incident analysis

Align, update and test crisis management protocols
Develop training programs for staff

Update and supplement the Information
Technology Examination Handbook

Enhance focus on Technology Service
Providers

Collaborate with law enforcement and intelligence
agencies

Overview
FFIEC Cybersecurity Assessment Tool




Objective

« To help institutions identify their risks and
determine their cybersecurity maturity.

« The Assessment provides institutions with a
repeatable and measureable process for
management of cyber threats.

Consistent with the principles in

« FFIEC Information Technology Examination
Handbook (IT Handbook)

« National Institute of Standards and Technology
(NIST) Cybersecurity Framework

« Industry accepted cybersecurity practices




Consists of two parts

Part One: Inherent Risk Profile
Part Two: Cybersecurity Maturity

Inherent Risk Profile Categories

1. Technologies and Connection Types
2. Delivery Channels

3. Online/Mobile Products and Technology
Services

4. Organizational Characteristics

5. External Threats




Type, volume, and complexity of operations and
threats directed at the institution

Activity, Service
or Product

Inherent Risk Profile Excerpt

Risk

Céteg'o.ry': Technologies
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/ Levels

and Connection Types | . ileast oL TMinimal L Moderate s Significant CoMost
Total number of internet | : No Minisnal | Moderate Significant i Substantial
service provider {(ISP) ¥ :connections complexity (1— :complexity (21— | complexity (101 | complexity
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{FTP}, Teinet, rlogin) 10} 25)

1(>25)

=



(‘/ﬂm&m{\

Cybersecurity Maturity Domains

1. Cyber Risk Management and Oversight
2. Threat Intelligence and Collaboration

3. Cybersecurity Controls

4. External Dependency Management

5

. Cyber Incident Management and Resilience

Cybersecurity Maturity

[ Domains
— Assessment Factors

Components

<

~* Declarative Statements




2 Threat Intelligence & Collaboration

3 Cybersecurity Controls

4 External Dependency Management

5 Cyber Incident Management &
Resilience

Risk Management
Resources
Training and Culture

Intelligence Sourcing
Monitoring and Analyzing
Information Sharing

Preventative Controls
Detective Controls
Corrective Controls

Connections
Relationships Management

incident Resilience Planning and
Strategy

Detection, Response and Mitigation
Escalation and Reporting

Maturity Levels




Cybersecurity Maturity Excerpt

Domai Declarative
“Stateme
Assessment
Factor = - -

A

aseine

Designatet mermbers of management are held accourniable by the board or
an approprate board cornmittee for implementing and managing the
information security and business continuily programs,

Maturity Level
Information securty risks are discussed i management meetings when
uromptad by highly visible cyber avents or reguiatory alerts.

Management provides a wrillen report on the overall stafus of the
+ infermation security and busingss continuity programs with Iha toard or an
appropriate commilies of the board at least annually

Budgeting pracess includes information securdy related expenses and looks.

¢ Management considers the risks posed by other critical nfrastructures {e g,
: telecom, energy) to Lhe nstitution,
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Component
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Innovative
: ;- Advanced .
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= Evolving =
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Supporting Materials

« User’'s Guide

Overview for CEOs and Boards of Directors

Appendix A: Mapping Baseline Statements to
FFIEC IT Handbook

Appendix B: Mapping Cybersecurity Assessment
Tool to the NIST Cybersecurity Framework

Appendix C: Glossary

Benefits to Institutions

+ |dentifying factors contributing to and determining the
institution's overall cyber risk.

+ Assessing the institution’s cybersecurity
preparedness.

« Evaluating whether the institution’s cybersecurity
preparedness is aligned with its risks.

« Determining changes that could be taken to achieve
the institution’s desired state of cyber preparedness.

« Informing risk management strategies.




Thank you
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Phillip Hinkle, Director - IT Security Examinations
Texas Department of Banking

Phillip oversees the Information Technology examination function of approximately 275 banks and
trust companies chartered by the state of Texas. He is known for addressing complex technical
issues in plain language. He has held a variety of IT certifications including Certified Information
System Security Professional (CISSP), Certified Information Systems Auditor (CISA), and
Certified Ethical Hacker and was trained by the National Security Agency in Information Security
Assessment Methodology. He has a broad background in the banking industry, including financial
analysis, loan work out, and both bank & trust company examination. Prior to coming to work for
the Texas Department of Banking, Phillip was the Manager of Correspondent Reviews for First
Interstate Bank of Denver, Denver, Colorado. He is a graduate of the American Banker’s
Association National Graduate Trust School and the Texas Governor’s Management Development
program. He has received the FBI’s Service Award from FBI Director Robert Mueller and has
served on the national governing board of the United States Public and Private Partnership, Inc.
(USP3), which he helped form for gathering and sharing information as a pilot program of the
Department of Homeland Security. The Homeland Security Advisory Council identified it as a
“trusted and proven model for effectively gathering and sharing information.” Most recently he led
the formation of the Texas Bankers Electronic Crimes Task with the US Secret Service. The task
force developed best practices for mitigating Corporate Account Takeover risk and in Dec 2014
launched the national Executive Leadership of Cybersecurity initiative called ELOC (pronounced
E-Lock). He currently serves on the FFIEC’s Cybersecurity and Critical Infrastructure Working
Group that is developing and shaping the FFIEC’s cybersecurity programs.









Managing a Cyber Incident:
What do you do when it
happens to you.

Bob Cotner
SVP of Operations and IT
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$500mil

+ HQ in Springfield Il with 9
branches serving central Hiinois

» ITstaffof2

+ Enterprise Level Antivirus,

Intrusion Detection, Patch

Management, Spam Filtering, and

Firewalk.

Weekly Cyber Security

Alerts/Articles on intranet.

Annual classes en Information

Security
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The Event

On July 9th Town and Country experienced a ransomware Cyber
event. Access to some files on our network in shared file folders
were denied. Access to some files in non-shared/ departmental
folders were also denied.

Yirgin
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Keys Preparations for dealing with
a Cyber Event

* Regular formal and informal cyber event tabletops/ discussions.
» Always approach it as if cyber event will happen and how would we deal with
it,
* Primary backup/redundant systems tested and proven to work,
* They are no good in emergency if they don’t work.
* Have as many logs and monitors in place as possible.
» Knowing the issue is/has happened and what the impact is/was is key.
+ Communication, Communication, Communication.
»  Who needs to know what and when.
* Management, Users, Regulators, Government Agencies, customer.
+ Vender list
» Know who you need to call for support.
* Event support and Forensics.
* Internal system segregation and security.
» Locks on the front door (firewall) not enough,
* Always analyze the event post resolution
*  What could we have done to prevent and how could we have resolved
more efficiently.

Our Post Evaluation
Opportunities for Improvement

* Documented specific checklist/plan for cyber
events,
» Timing on shadow copies needed to be
extended.
» File Access logs needed to be turned on.
» Antivirus client updates need to watched
more closely.
= Sometimes definitions are not enough.
* Folder security restricted access needed to be
even more restricted.
» IT administrators access to all folders and have
shared drives mapped.
* Forensic vendor?
+ Cyber Insurance
What does it really cover?

P




Questions?




About Robert Cotner:

Robert (Bob) F. Cotner III is the Senior Vice President of Bank Operations and Information Technology
at Town and Country Bank in Springfield Illinois. He is a proud veteran of the US Army Special
Operations with over 23 years of hands-on Information Technology Management experience. He has
worked in the banking and mortgage industry for nearly 10 years.

Cotner has led technology teams for well-known companies such as Nestle, Bissell, H.D. Smith, OSF
Healthcare and Town and Country Bank. He is known as a passionate leader with a proactive approach in
navigating the ever changing IT landscape. His technology experience includes; Application and Website
development, infrastructure architecture, business continuity planning, and systems security.

Cotner is a current member of the [BA’s Information Technology Committee.
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. Community Bonclnsurance Services

Cyber/Related Insurance

“IDENTIFICATION & INSURANCE RISK

TRANSFER ALTERNATIVES FOR CYBER &
RELATED EVENTS”

CYBER CRIME, FRAUDULENT BANK TRANSFERS
& ONLINE BANKING PROTECTICN

NOT A QUESTION OF IF, BUT WHEN..

Overview Risk Management Process

O

e Identify Exposures (Cyber/Related)

e Develop Strategies (Avoid, Retain, Minimize, or
Transfer)

e Implement
Programs

e Monitor Plans &
Adjustment

%%(ommuniiy Banclnsurance Services




A Problem for Every Business

&)
O—
“Got a Computer? You've Got Risk!”

» In 2013, there were 1,367 confirmed
breaches and 63,437 security incidents.

e The universe of threats may seem
limitless, but ?2% of the 100,000
incidents analyzed in the last 10 years can
be described in nine basic patterns.

» An incident need not result in data
exfiltration for it to have a significant
impact on the targeted business.

Kouree: Verdzon 2014 Data Breach Iavestipalions Repord
%Cummunﬁy Barclnsurance Services

Nine Basic Patterns
O
o Cyber-Espionage
o DOS Attacks
e Crimeware
o« WEB App Attacks
¢ Insider Misuse
e Miscellaneous Errors
e Physical Theft and Loss
e Payment Card Skimmers

. o Point-of-Sale Intrusions
%&lmmumw Bamclnsurance Services
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Losses in the News

O
@)

2007 T.J. Maxx Stores 100,000,000 Records Compromised

2000 Heartland Payments Sys 30,000,000

2010 Anthem Blue Cross 470,000

2011 Lincoln Financial 1,200,000

2013 Target Corp Breach of 40,000,000 Credit/Debit Cards
including stolen encrypted PINs

2014 Community Health Services 4.5 Million Patient Records
(08/18)

2014 The U.S. Department of Homeland Security warned
Retailers about a type of malicious software attacking
point-of-sales systems (07/31)

2014 JP Morgan probes possible cyber attack; other banks
reportedly hit {08/28)

% %{ommunﬂy Banchsurance Services

Risks

O

¢ Financial
» Reputational
¢ Regulatory/Legal

States have notice requirements to their Attorney General

HIPAA and HITECH Acts/GLBA/
Other Federal Acts in Future?

% _%Eommunéty Banclnsurance Sesvices




Can Proper Risk Management Eliminate Risk?
O
R

Even With Proper Internal Controls,
a Breach Can Still Occur ....

‘%%Cammunﬁy Banclnsarance Services

Consequences of a Breach
O
Costs Associated With:
 Coping with and recovering from the breach
» Minimizing lawsuit potential and severity
¢ Resolving the lawsuit ; e
¢ Costs and Risk Exposure
for a bank

%‘%{ummuaﬂy Banclasurance Services
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Coping With and Recovering from the Breach

%%[ummunﬂy Banclnsurance Services
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O

o Computer forensics to determine point of entry (if a
network breach) and fix it.

¢ Forensic team can also assist in assessing the universe of
lost data — whose information was compromised.

¢ Legal team to help determine what type of information was
compromised and whether notice needs to be sent to the
individuals.

Minimizing Lawsuit Potential and Severity

‘% %(ummunity Bunclnsurance Services
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O

¢ Notifying potentially affected individuals their personal
data was compromised

¢ Provide credit monitoring to affected persons

» Engaging public relations experts to minimize loss of
customer confidence

s Creating a call center to handle questions from affected
persons




Resolving the Resulting Lawsuits

O
N/
Potential third party claims stemming from a breach of

personal data include:
« Failure to protect sensitive and/or personal information;
« Failure to protect private health information;
« Failure to notify in a timely manner;
« Demand for extended credit monitoring or ID theft insurance;
» Cost to cancel, reissue cards, or open new accounts;
o Costs of fraudulent purchases;
» Defending against government regulator claims.

'%_%Eemmuaéty Banclusurance Services

What'’s this going to cost our bank?

O

International Risk Management Institute estimates $214 per data record:

%%Eommuniw Sunclnsurance Services
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Data Privacy Regulatory Environment

O
O

e Most states, including Illinois, require notice to customers
when there has been an unauthorized access to
unencrypted personally identifiable information.

» Many state laws, including Illinois, require notification of
state attorneys general, state consumer protection agencies
and credit monitoring agencies.

¢ Some Illinois state data privacy laws allow for state fines
(e.g. CA can fine up to $250,000 per violation).

e Illinois allows for private right of action for violations.

% %{ummuniiy Bundnsumntq Services

Data Privacy Regulatory Environment (cont’d)

O

e Many state laws, including Illinois, require businesses to
develop procedures to minimize the risk of a data breach or
mitigate the impact if a breach occurs.

¢ Several IL state laws require specific measures be taken,
including implementing passwords, firewalls, encryption,
limited data on laptops, etc.

Community Banchnsurance Services




Computer & Related Coverage:
Propert/y:gasualty

O
e Property Casualty Insurance = direct physical damage to
equipment, data, media from covered perils (e.g. fire); part
of Business Personal Property (contents) limit.
o EDP Rider and/or Policy = provides add’l protection with
separate limit from BPP; including equipment breakdown.
o General Liability contains absolute EXCLUSION from
computer-related events. Must purchase separate
protection!

'%%(ommunity Banclnsurance Services

Computer & Related Coverage:
FI Bond

O
Q
¢ Computer Systems Fraud = dishonest or fraudulent entry of data or

changes to data or software programs. Request option for e-mail
transfer fraud!

» Voice & Facsimile Funds Transfer Fraud = loss due to transfer of funds
from unauthorized & fraudulent voice or telefacsimile instructions.

» Hacker & Virus Coverage = duplication or restoration of computer
programs damaged by hackers or a computer virus. Request option for
employee sabotage of data or programs!

« Forgery = electronic or digital signatures included, if forged.
o ATM’s = on/off premises cash exposure (request lower deductible)!
« Common exclusion of confidential information.

% %, Community Banclnsurance Services
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Computer & Related Coverage:
Professional and/or Cyber Liability

\
O
Some D&O Policy(ies) integrate e-commerce

protection:

¢ Be mindful of the highest, single aggregate limit of liability of ANY
insuring agreement and/or policy aggregate; including defense!

» Public Relations Expense = to help protect and restore the bank’s
business reputation.

e Customer Privacy Expenses = as the result of unauthorized access to
company customer information.

= Investigative Expenses = incurred as a result of a claim for a
professional services wrongful electronic banking liability act.

* Common D&O Exclusion for claims from bedily injury, emotional

. Community Banchisurante Services

‘% distress, property damage, and specific types of personal injury.

Claim Sources:

O

» First Party = Crises Management Expenses; Security
Breach Remediation & Notification Expenses; Computer
Program & Electronic Data Restoration Expenses;
Computer Fraud; Funds Transfer Fraud; E-Commerce
Extortion; Business Interruption (Privacy Act Claims)

e Third Party = Network & Information Security Liability;
Communications and Media Liability; Regulatory Defense
Expenses

e Punitive Damages allowed by law in the State of Illinois

‘%%{t}mmunﬁy Banclnsurance Services
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% (ommarify Bunclnsurance Service

e Is there a current, centralized and documented IT
security policy which includes defining the
acceptable use of all company IT resources,
including email and access to the internet?




Can your bank monitor Data in Motion?
O
N/
e Are out-bound content monitors used to
protect against the leakage of confidential
information?

eYes or No?

Community Banclsurance Services

What about USB devices?
&)

e Are there policies r&]ﬁiring that removable
media containing sensitive information be
properly labeled and protected against
unauthorized access in effect?

e Yes or No?




Controlling employee data interaction.

O
Multiple areas at the endpoint(s):
= Storage Drives (CD, DVD, USB)

« Print Devices

« Websites

» Email

» Screen Capture
» Clipboard Monitoring
» Content Profiling i

» and more...

E-Commerce Claim Scenarios:

+ Bank employee laptop misplaced or stolen containing 100,000
customer records, including social security numbers.

« Cyber criminal hacks into bank’s internal processing system. Names,
addresses, and credit card info for 50,000 customers are captured out
of the system.

» A computer virus totally destroys the insured’s operating system
software and data.

+ Organized crime ring gains unauthorized access to bank’s accounts
payable in their computer system, and alters the bank routing info on
outgoing payments. Result = $1 Million transferred to crime ring’s
account.

%%(ummimiiy Banclnsurante Services
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E-Commerce Claim Scenarios (cont’d)
O
N4

s Loan Assistant takes screen-shot of overdrawn customer’s account
from the core system. Screen-shot is sent unencrypted to the wrong

client. As a result, the customer brings suit against the bank for
allowing acecess to their personal information.

¢ Bank with several offices suffers a major data breach involving
thousands of customers records from a lost USB device used for back-

up. As a result, Attorneys General in multiple states bring a regulatory
action against the bank.

« Bank employee joins rival bank and downloads customer data — loan,
deposit and investment information, from core systems onto USB
device, prior to quitting. Bank doesn’t know what data is lost, must
notify all customers per GLBA.

% %(ommunﬂy Banclnsurance Seryices

E-Commerce Claim Scenarios (cont’d)

O
» Bank employee receives an e-mail appearing to be from legitimate
source. From opening the e-mail, a computer virus “Trojan Horse” is
activated permitting key strokes to be read from computer. Perpetrator

uses info to obtain banking and password data to initiate a fraudulent
electronie wire transfer from a customer’s bank account.

» Bank receives a series of notes which threaten to hack into its customer
database and disclose to the public.

» Bank server is infected by severe virus resulting in their website not
being available to customers for extended time,

%%&Jmmunity Banclnsurance Services




E-Commerce Claim Scenarios (cont’d)

@)

N/

o Hacker obtains sensitive personal data from bank’s computer system.
As a result, a number of customers bring suit against the bank for
allowing access to their personal information.

» Lawsuit brought against the bank alleging their online marketing
content and product branding has been plagiarized and trademarks
infringed upon.

» Bank with several offices suffers a major data breach involving
thousands of customers. As a result, Attorneys General in multiple
states bring a regulatory action against the bank.

‘% %[ammun‘rty Banclnsurance Services L

Questions?

a)
O
What is your plan?

Internul Reporting
toxternal Reporting

What is your remediation plan?
Thanks for your support!
Patti Tobin, CIC, FI Specialist, CBIS/Nicoud, Springfield, IL

patti.tobin@mychis.com
Direct 217-414-4485 Fax 217-546-7034

This materjel does nol amend, or otherwise affect, the provisions or coverages of any insurance P"”"F' ltisnota
il

facts and circumstances involved in the claim o [ogs, afl applicable policy provisicns, and any applicable law. Availebiliny of
caverage referenced can depend upor underwriting qualificalions and slate regulations.

% ¢ Commurity Banclnsurance Services

representation that coverage does or does not exist for any particular clain or loss under any such policy. Coverage depends on




About Patricia Tobin:

Patti Tobin joined the Community Banclnsurance Services division of Nicoud Insurance September, 2011
as an Fl Specialist. Patti works with financial clients protecting their unique insurance, bond and
professional liability exposures. She comes to the agency with more than 30 years insurance experience;
14 years exclusively dedicated to Financial Institutions.

Patti's formal education includes Metropolitan College of St. Louis University and she holds a Certified

Insurance Counselor designation. Her personal pursuits include teaching, volunteering with the homeless,
and other charitable endeavors.
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About Darrin Kimes, Senior Special Agent, U.S. Secret Service

A criminal investigator with over 17 years of experience in computer crimes, computer forensics and
protective operations. Currently serving as a Senior Special Agent with the United States Secret Service,
Chicago Electronic Crimes Task Force. Experience includes criminal investigations into violations of
federal laws and regulations from the initial complaint through post-trial litigation. Experienced in
investigations involving network intrusions, financial crimes, protective intelligence and crimes against
children utilizing a specialization in computer and cell phone forensics. Additional duties include serving
as the group supervisor for the computer forensics squad within the Chicago Electronic Crimes Task
Force and as a USSS Firearms Instructor.
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2014 Information Security Incidents Up 48%

2014
42.8 millian

2013
20mz2 28.9 million

24.9 million
201
22.7 miliion

2010
9.4 million

2009
3.4 million

OCC’s Semi-annual Risk Perspective, Spring 2015

* [ncreasing Volume and Sophistication of Cyber Threats
and IT Vulnerabilities

= Cybersecurity is a Supervisory Priority
+ Heightened IT examinations
+ Potential impact on CAMELS ratings

+ Potential enforcement actions
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e External Threats

= Intenticnal Misappropriation by Rogue Empioyees
e Data Accidently Lost or Misplaced
» Vendor Negligence

2z np
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= Malware

+ e.9., key loggers, viruses, trojans, ransomware

Phishing/Spear Phishing
Distributed Denial of Service (DDoS)
Corporate Account Take Over (CATO)

2z Np
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Financial Reputational Harm

= Business Disruptions = Negative Publicity

= Response Costs = Customer Alienation
= Professional Fees

= Regulatory Fines

= Judgments or Settlements

Wz NP
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Fiduciary Duty of Care

= QOfficers and Directors Must Act with Good Faith and
Independent and Reasonable Judgment

» Must be Informed
v Must Participate
= Applies Equally to “Inside” and “Outside” Directors

a2 wp
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Business Judgment Rule (BJR)

= Presumaes Officer and Director Decisions are Informed and
Believed to be in Institution’s Best Interests

= Only Protecis Reasonable Decisions Made in Good Faith
= [|f Breach of Duty of Care, No BJR Protection

= Potential Consequence - Personal Liability

N

Gramm-Leach-Biley Act (GLBA)

= Title V of the Financial Services Modernization Act of 1999

» Protects Customer Financial Information
= GLBA Safeguards Rule

+ Requires financial institutions to develop and implement a
written information security plan

+ Must protect the security, confidentiality and integrity of
customer information

+ Must include administrative, technical and physical security

2z pp
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FDIC’s Interagency Guidelines Establishing Information
Security Standards, 12 CFR Part 364 Appendix B

» Codifies GLBA's Safeguards Rule

= Requires a Board of Directors to:

+ Approve the written information security program

+ Oversee program development, implementation and
maintenance

¢ Assign specific responsibility for program implementation to
management

+ Review reports from management

Wz Np
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Target Shareholder Derivative Litigation

In re: Target Corporation Customer Security Breach Litigation (D.
Minn.)

Consumer and financial institution lawsuits filed after large data
breach (110 million customers) in Nov. 2013

13 Target officers and directors named as defendants

Ciaims included breach of fiduciary duty and negligence

AT
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Target Sharehoider Litigation (cont’d)
» Alleged Misconduct Before and After Breach:

+ Failed to maintain adequate computer systems and data security
practices

+ Failed to disclose that computer systems and safeguards were
inadequate to protect customers’ Pli

+ Failed to provide timely and accurate notice to customers of the
breach

+ Continued to accept customer credit and debit card payments for
purchases after knowledge of breach and before hackers’
malware purged

» Consumer cases settled
» Financial institution cases pending — class certified

Wz Np
ME [E\\"' 13

Wyndham Hotel Shareholder Derivative Litigation
» Palkon v. Holmes (D. N.J.)

= | awsuit filed after three large data breaches (600,000
customers) between Apr. 2008 and Jan. 2010

= 10 Wyndham officers and directors named as defendants
= Claims included breach of fiduciary duty

= (Case dismissed because of Board’s timely response fo and
knowledge of the cyber-attacks

|
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How are Directors
and Senior Management

= [dentifying

= Assessing

= Addressing

Cyber Risk

Wz np
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FFIEC Cybersecurity Assessment Tool, Domain 1
(June 2015)

Cyber Risk Management and Oversight
Assessment Factors Include Governance
Governance Components

+ Oversight

+ Strategy/Policies

¢+ IT Asset Management

i
2 Np
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ELEMENTS OF EFFECTIVE OVERSIGHT

Board Composition — Expertise/Training
Regular Reports to Board on Breaches and IT Risk
Board Review/Approval of Cybersecurity Program

Ensure Appropriate Management and/or Qutside
Experlise

Consider Cyber Insurance

Wz Np
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ELLEMENTS OF EFFECTIVE STRATEGY/POLICIES

» Ensure Policies and Procedures Address Cybersecurity

+ Information security plan
+ Breach response plan

= Ensure Strategic Plan Includes Sufficient Resources for
Cybersecurity Tools and Staff

= Incorporate Cyber Risk into Risk-based Audit Plan

Wz np
A

ELEMENTS OF EFFECTIVE STRATEGY/POLICIES (cont’d)

« Ensure Appropriate Training

+ Enterprise-wide
+ Role-specific
+ Regular and Evelving
= Promote Culture of Cyber Risk Awareness
¢+ Discussion and awareness of risk

+ Employee accountability

Wz np
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ELEMENTS OF EFFECTIVE IT ASSET MANAGEMENT

Understand Potential Cyber Risks
Understand IT Strengths and Weaknesses
Ensure Effective Patch Management

Consider Membership in FS-ISACs (Financial Services —
Information Sharing and Analysis Centers)

Wz np
N
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FFEIC Business Continuity Planning Handbook, Appendix J
(February 6, 2015)—Strengthening the Resilience of
Outsourced Technology Services

Increased Outsourcing ——= Increased Risk

Board and Management Responsible for Oversight
Relationship Management

+ Due diligence

+ Contracts

+ Ongoing monitoring

Resiliency and Testing

Wz np




» Officers and Directors are Responsible for Cyber Risk

Cyber Risk is Business Risk

Continued and Evolving Vigilance Required
No “One Size Fits All" Solution
Develop/Obtain Requisite Expertise

Wz Np
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Contact

Susasanv &, Feilbus
Portner

Clricago

70 West Madison
Swuite 3500

- Chicage, IL 60602

Plhowne: 312-977-4877
" Fax 844-571-5871
Services

Litigation

Conmuele Commereiol,
Litlgation

Financial Services
Litigation

Class Actuons & Aggregate
L ifigation

Healifiv Care L iflgotion
Labor & Employmendt
Litigation

Electronic Digeovery &
Digifal Evidence
Arbitrafion

Appellate

Daijo. Privacy &
Cybersecrify

. Privacy Litigation &

Enforcemendt Actlong

Suson Feilpuy iy o seasoned triad and appellate lawyer witiv
sgnificont experience n all aspecty of comples civid and: criminal
Litigation L stode and. federal cowrt: Additional. backgrouno
neludes leading Hhe Litigation depoartment for Sam Zedlls now-
defrnet “captine’ low- firm, wihich: was associoded withe Hhe porent
company of Zell'y private bwestmenty and his publicly traded
REITy, personnel management and lawyer fraining.

wWhat do yow focuy on?

While I work: in many substontive legal areas, my focus s the
same—helping elienty analyze complew Lsmes and develop
creative, covt-effective plang fo- resolae them: Based o my
experience b the Zell organization and representing large
compandes n mony ndwistries, | recognize the tmportance of
aligning oufiioe couwnsely actiony with the clienfs brsiness

Trial and Appellote Adiocacy

Pve tried many cases, bneluding jury frialy, fo- verdict: | obinined
an aequittel for o holiday covrt balliff Un Hhe “Greylovol?
bwestigation Lntfo judicial corruption wn He Clrcuid Count of Cook
County. | represended e Clerk of Hhve Civewid Cowrt of Coole Covndty
v a fen—week federal fury frial erising from He public
corruption nvestigafion “Operafion lncubator.” | also parfleipated.
v o mudti—montiv Failr Howging Act/ eminent domain action Lin



Educalien

NovrHunesfern University
School of Lo J.D.
University of Pennsylvainia,
B.A., (wifiv digtincfion bv
Ameirican Civilization),
Ledripnigt cetin lavdle; Pl
Befow Kappar

Admissions

US. Cowrt of Appeals,
Senvtitiv Clrcarit

U.S. Swsreme Cowrt
Digtrict of Colvrmbias
Winois

Perwsylvania

Centrod District of IWineis
Supreme. Conat of IUinous
Dutriet of Colorado-
Middie Dighvrict of
Pennsglvonia

Unifed States Disfrict Cowirty
For Hre Novthern District of
IWinois (Friel bor)

Swpreme Cownrt of
Pernngylyania

favy

Hhe federal covurt wiheve | defended: the owner of a low-income
housing projectHhat a municipality sought fo- condern

M've writfen of east 85 civil and crivninal appeals Ln the state and
federal courts: These appeals, bwolving a wide range of Ussines,
tnclindle several cases of flrst Umpression. | snecessfudly argued o
case nwvolving lmporiontd Flrsth Amendment Usues before the

IWnoiy Supreme Cowrt:

Professional Liability

Cunrently, a large povrfion of my work bnwvolves representing federol
regulatory agencies n bnwvestigotions and prosecuwflons arising owt
of the failure of financiol institutions: This includes high-profile
el actions against officers and directors implicated tn the
foilire of Huest nstifutions: These coses, which fypically allege
elaims of gross negligence and breach of fldueiary duty, reguire
exdensive nvestigations and discovery, the ability fo- manage layge
amounty of electronicelly stored dodw and: competent and creative

Privacy and Dofor Protection

| assist cliendy bn entifying, evaluating and managing risks
adnise cliendy on U.S. state oand federol privacy and dotn security
requdirements and provide adwvice ow cyberseenrity risks, tneidents

Cowunerciol Litigations

| represent clienty acrosy a diverse range of industries un “high
dollar” contract; real estofe and conshrction disputes. These
nwolve defending classy actions, reprasentation ot frial and
commertiod mediation or arbitrafion proceedings: | ohtoined a
digmissol of muldi~million dollor consmwmer frawd: class action
coses brought against whlities for their charging and deposit
practices: | elso- obtoined a fovorable settlement for o broker-dealer
sued for earn—~owt claims against the company. | also defended an
Holion moanafachurer before fhe Infernational Cendre for Dispute
Resolution regarding novel guestionsy about the limifs of the
contractual duty of good. faith ands fair dealing.

Bounkrupfey Litigation



2%

| hawve spent a Lot of Hme v Hhe bonkruptey cowrty: 've represented
trusfees, receivers, debtory ands creditory bn oo wide arrey of
complew bankruptiy cases: ln one notable case, | represented the
receiner for a gronp of affiliated companies i one of the lavgest
felemarketing frawd cases in history. I've writfen many appeals

of appeal.

Employment Cownseling and Litigation

| represent clients U state ands federal administrative and judicial
proceedings tnwoliing claims under Title VI, ERISA, stote count
wrongful discharge claimy and defending ond enforcing resfrictive
covenands: | comnsel clients e a wide array of eomployment
matters, dioft employee hondboolks and. covrporote complionce
fraiming. My cevfification asy o Sendor Professional v Human
Resources (SPHR) gives me o wnigue insight nfo- emplogmend
Lpsanes:

Healtiv Care Litigation

Pve represented hospitals, federally qualified healtiv conders,
nrsing homes, tnsurers and plhuysiciany i regulatory and
compliance matttrs, commercial dispudes and employment mattery
[ represented oo major healflv care Lnsiresr Un ondifrust Litigation
against o lavge provider of hospifel and physiciamn services: | alsor
nclunding litigating the propriety of actions faken wnder hospitals
wmedical stoff by-laws.

Whad do o t2e on g hovrizond

Ive been bwolved: Ln cases where the vast amount of electronically
Effective advotacy now requives the apuity for guickly assess o
client'y datw, develop o sensibple protocol for collection and
production, as well as the ability to- Lfigate Hhe reasonableness of
the protocol, Uf necessary.

g - goese o, "
leaching Exveriencs



— Novthawestern University School of Laws, Adjunct Professor,
Clinical Triak Practice (1992-2012); Legal Writing Fellow
(1980-1981)

- Netlonal lngtitute for Trial Advotacy, Faculfy, Midwest Trial
Practice, Deposition and. Teather Trolning Progroms (1995 —
present)

- Loyola University of Civicagor School of Laws, Adjunct Frofessor,
Legal Researed and Writing (1984—1985)

- ITT-Chicago Kent College of Lo, Adpunct Frofessor, Legol
Reseortiv and Writing (1985 -1984)

Speoading Engagementsy Presendniions

- “Cyber Secwrify Best Practices, What Banks Execuntfives ond
Divectors Should Knows” Iinoly Cyber Risk and Secwrity for
Financial nstituntions Conference, Burr Ridge ano Springfield,
L, Novewber 2015
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. Who has been

_-paying attention to

the news???

™



What is the cost per record of a data breach?
A. 201 Dollars
B. 58 Cents
C. 9 Cents

All of the Above!

(could be anywhere from 9 cents to $254
depending on the number of records lost)

srasee

SHADED REGION REPRESENTS
e— HIZ ESTIMATED AVERAGELO3S
$254 Dollars WITHESLCONFIDENCE

9 Cents

Vi

Y

Source: 2015 Verizor: Data Breach Report




The overall average cost of data breach is
currently...

$3.8 million

The total average cost of a data breach is now $3.8 million, up
from $3.5 million a year ago, according to a 2015 study by data
security research organization Ponemon Institute

How Long does it take an attacker to
compromise your systems?

A. Seconds
B. Hours
C. Days




How long does it take an attacker to exfiltrate
data?

A. Minutes
B. Days
C. Weeks




peed of a breach?} .
How long does it take to find out that there’s
been a breach?
A. Minutes
B. Days
C. Weeks

s



B and C: Days, Weeks and sometimes months!

Pl
Fims 10 Compromise ';,:g;w”‘-‘”t“"‘w’
< o
b The detection deficit continues to
Grow @

Time to Discover b
6%

Faeatd 5 i fiat 01 Pty

Saurce; 2015 Verizon Data Breach Report

What was the most common age of
vulnerabilities seen last year?

A. Seven years old
B. Three years old
C. Less than a year old




A: In 2014, Verizon found more vulnerabilities
dating back to 2007 than from any year between
1999 and 2014

(Believe it or not, some hackers are still partying

like it’s 19991)

99.9%

GF THE EXPLCITED
VULNERABILITIES
WERE COMPROMISED
MORE THAN AYEAR
AFTERTHECVE
WAS PUBLISHED.

Source: 2015 Verizon Data Breack Report
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Targets — victims of opportunity:

Some will be a ta rgEt regardless of what they do, but most

recome gt DECAUSE Of What they

d O ﬂ ’ t d O related to security.

@Victim of Cpportunity
wTorgeted Attaek

Most common attack — social:

M OSt attacks hegan socially. E m p I Oyees

are your greatest asset, but often your weakest link to security.

Hackers kn OW this, and have

developed social scams by the thousands,

hoping bUt one will fa“ ViCtim

OF RECIPIENTS NOW
GPEN PHISHING
MESSAGES AND
11% CLICK ON
ATTACHMENTS.

&




Prevention — not rocket science:

M OSt victims weren’t overpowered by unknowable and

unstoppable attacks. We know them well enough and we

10 KNOW hOW tO w0 |13

Maoderate

StO p them.

Low

Breaches in 2014 — went unnoticed:

Prevention is crucial, but we must accept the fact that no bharrier is

mpenetrabie, DEtECtION/response
represents an EXtI’emEIV CrltiCEﬂ defense.

66% ?

anv =¥ OF MALWARE SAMPLES
41% ARE UNIOUE TO AN
ORGANIZATION.

2008 2000 2010 2011 2012










Respond " Recover

identify 2. Protect Detect ﬁ{

A
5% what you have 9::’ what you idently [ drectand accardingly (RP) £ apprapnately
X 3 £ (BCPIDRP)




Realize that Information Security is NOT an IT
issue: it is a Business issue.




e et

Pracess Technology

a Sehi

TorTntE SR Fand
Different organizations view information security differently. Some of the differences are related to varied risk and
threat profiles impacting an organization — based on factors such as industry, focation, products/services, etc.
Cther differences are related to management’s view of security based on their experience with prior security
incidents.

You don’t have to be a security
professional to think critically!




You don’t know a Nigerian Prince, you didn’t win the Malaysian Lottery,
and you don't have the investment opportunity of a lifetime:
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Don’t use a password!
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1
AND THERE WAS
SOE SIG0L..

FOUR RANDGHL
{OMMON WORDS

bt BATS OF ENTROPY

EAFAcUCY TO GLESS:

HARD

DHFFICOLTY TO REMEVZER:
WRIVE,

ARERLN
MEPODTED IT

THROUGH 2 YERRS OF EFFORT, WEVE SUCCRSEFULLY TRANED
EVERYCNE TO USE PRSEWIRDS THAT ARE HARD FIR HUrlRNS
Bur COMPUTERS Th GYESS.

To REMEMBER,

EATY FER
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Realize that Information Security does not
end. it can only be maintained through
constant vigilance, training, and
reassessment.







About Joseph Oleksak:

Joe is a leader with Plante Moran’s Information Technology (IT) Consulting team focusing on IT risks
and controls. Joe specializes in advising clients on IT security, audit, and technology so that they can stay
on the cutting edge of industry regulations, trends, and security best practices. His areas of focus include
IT strategic planning, IT risk assessments, network and web application security and penetration testing,

IT audits, business continuity and disaster recovery management, incident response planning, and
SSAE16/SOC reporting.

Joe is known for his I'T audit, security, risk, and controls experience in a number of industries, including
financial services (Banks, Credit Unions, Insurance and other financial services providers), family offices,
government and health care. Recently, his focus has been on assessing and advising organizations on
developing or enhancing a scalable I'T risk-based control structure to meet industry and regulatory
standards related to the confidentiality, availability, and integrity of their data and other information
assets.

Joe has presented at various Industry conferences on security-related topics and has written or been
quoted in various technology white papers, industry newsletters, and magazines. He has a Bachelor of
Science degree in finance and management information systems from Marian University.

About Patrick Flanigan:

Patrick has over four years of information security, control and 1T audit experience in a number of
industries, a number of industries, including financial services (Banks, Credit Unions, Insurance and other
financial services providers). Patrick's experience includes: penetration testing, vulnerability assessments
and social engineering assessments. Patrick’s education includes a BS degree in Finance from North
Central College and an MS in [nformation Security from Lewis University.
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National Level

» FS/ISAC—individual firm members
» FSSCC—associations & key firms
» FBlIIC—financial regulators

Grassroots Level

» Regional Coalitions (FIRSTs)

Coordinating Level

» Regional Partnership Council

Alabama Recovery Coalition for the
Financial Sector

Alaska Financial Services Coalition
for Business Continuity

ArizonaFIRST

Arkansas Bankers Coalition for
Disasters and Emergencies

BARCirst (Bay Area)
CenCalFIRST

ChicagoFIRST

DFWifirst (Dallas/Fort Worth}
FloridaFIRST (Miami & Tampa)
HawailFIRST

November 12, 2015 — FS-ISAC Confidential
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Louisiana Bankers Emergency
Preparedness Coalition

Minneapoiis (InfraGard Minnesota)
Missouri (ShowMeFIRST)
NCRfirst

Financial Recovery Coalition of North
Carolina

NorthEast FIRST

Northern Ohio FIRST
Philadelphia — Chester County &
Montgomery County

SoCalfirst

Virginia1st

WashingtonFIRST
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B : FS-ISAC Mlsswn _ S :
The Fmancual Serwces !nformatlon Sharmg and Ana[y31s Center (FS ISAC) is
a non-grof;t corporatmn itrat was estabhshed in 1999 and is funded by :ts
member fi rms. The FS |SAC isa member-driven orqamzatlon whose '
mlssmn is to help a assure the resmence and continuity of the gtoba!
financial servaces |nfrastructure FS- ESAC helps members defend agalnst acts
that could S!gmf cant]y lmpact the sector's abahty to prov;de serwces cnhcal to
the orderiy functlon of the globai economy '

Novernber 12, 2015 — FS-ISAC Confidential e

6500+ 50%

And growing weekly | Asetoptier international Fis

- i e e e

On the ground staffin 7

12 Million

in repository. Add 1000s/month

1999 | I

16 years of expertise
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information Sources

Member

Other Intel
:Agencies

GOVERNMENT SOURCES

FS-ISAC 24x7 Communications
Security Operations Center

.. Wapack Lz!_zs

alsiare

FS-1SAC Confidential

Cross Sector

(other ISACS)

Open Sources
{Hundreds)

CROSS SECTOR
SOURCES

S FINANCIAL 7
SERVICES =

Cleasing House and Exchange Forum {CHEF)
= Payments Risk Council (PRC)

*  Payments Pracessor nformation Sharing
Council {PPISC)

*  Business Resilience Committee (BRC)
= Threat Intelligence Committee {TIC}
«  Community Institution Council (CIC)
= Insurance Risk Council {1RC)

«  Compliance and Audit Council (CAC)
= Cyber intelligence Listserv

= Asset Manager Counci}

*  Broker-Deaier Council

Member Reports

Incident to Cyber

Intel list, or via anonymmous
submission through portal

an

Members respond in real
time with initial analysis

SOC completes analysis,
anonymizes the source, and
generates alert to general

d recommendations "
membership

10
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FS-ISAC's Sector Services group provides strategic
guidance, best practices and support services to other
information sharing groups

Agreements to support & share with: Retail Cyber
Intelligence Sharing Center {R-CISC), Legal Services
ISAQ {L.S-ISAQ) Oil & Natural Gas ISAC (ONG-ISAC)
and Retail Estate ISAC (RE-ISAC)

National Healthcare ISAC (NH-ISAC) Muiti-State ISAC
{MS-ISAC) and R-CISC have standardized on Soltra
Edge threat intelligence automation

Agreement to share with the New Jersey Cybersecurity
Communications & Integration Cell (NJ-CCIC)

Participation in the National Council of ISACs

1
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Annual Summits (2 US, i Europe)
“Who's who" of risk & security executives
participate and speak

Nearly 1000 Summit attendees {May 2015)
21 Workshops & trainings {2014)

26 bi-weekly threat ¢alls

in depth Cyber Threat Training courses

3 major advisory research pieces including
alerts with FBI/USSS

Mitigation strategies

Real-world playbooks

Mot topics include: Advanced cyber crime, new
techniques for detection/mitigation, new wave
destructive malware, cloud security, threat
intelligence automation, security analytics and
more...

12 Novemnber 12, 2015 — FS-ISAC Confidential

Semleg ihe Commartial e itiios Sestor

Legal Services Information Shazing
and Analysis Organization (LS-ISAQ)

MULTI-STATE

stermation Sharing & Analysis Cents

NJ Cybersecurity

RETAILCYBER INTELLIGENCE
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Malicious Sites

Threat Actors, Objectives
Threat Indicators

Tactics, Technigues, Procedures
Courses of Action

Exploit Targets

Denial of Service Attacks
Malicious Emails:
Phishing/Spearphishing
Software Vulnerabilities
Malicious Software
Analysis and risk mitigation
Incident response

13 November 12, 2015 — FSHSAC Confidential
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Physical Threats, Incidents

v Terrorism

v Active Shooter

¥" Hurricanes

v Earthquakes

¥" Other meteorological events

¥ Geopolitical impacts

v" Pandemic

v Type, location, severity

v Impact analysis and risk mitigation

¥ Business resilience preparation and
incident response

NANCIAL |7
SERVICES =

=, FINANCIAL I
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Resiliency Objectives:

Coordinate with government
and other sectors to obtain
member crisis resources

Facilitate close cooperation
and trusted relationships

Manage cascading, disruptive
impacts

Prioritize response and
recovery of critical
infrastructure and 3" parties

November 12, 2015 — FS-ISAC Confidential

= An All-Hazards Operational Tool

Guide cyber and physical Ihreat impac! assessment, develop
miligation strategies and coordinale sector response.

*  Public/Private Communication Tool

iflusirate and guide collaborative miligation and recavery
aclivities across seclors.

FS-ISAC Member Playbook Role

ERENMIYL T
% b

T FINANCIAL T
SERVICES =

STEADY STATE CRISIS STATE

ReFTIN A g1rang Fontrs] and vk
efvirerment

ta in indusiey eaeTtises
Bopan wUipious aitnty, threats
ard ST 1B FISACIAT

¢ & detthrate Rl reunRan
Frespienidy vpdite eotitat st
contastintormation oh FR-15aC
[atals i fepuITe e 214

e Popert ¢sE v BRI ED FEIRAC IAT
ersitezily
mimpah & mEtigatisn

« £pply sazzevied poltey & maiations
KEY DECISIOHS: share inferasathn;
toplemeat mHizaticn

Datgey
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«  Align to NIPP/NIST standards

Put into practice the U.S. National
Infrastructure Prolection Plan & the NIST
Cyber Securify Risk Framework.

3

FINANCIAL 7
SERVICES &

p
o



Central resource for
trusted crisis
information sharing

* Facilitate private &
government crisis
support for financial
sector

s e
Phpealy
Fatrer
e

*  Exercise to develop
trusted peer
relationships for crisis
preparedness

17 November 12, 2015 — FSHISAC Confidential
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+  Network of coalitions
provide first-hand
{ground truth) during
a crisis

v

» Guide collaborative
locat & regional

T P eSS M
aeas b e ey €0 Reg pep Srant
ey

response & recovery
activities

18

£ra7n prone tERER
e 3 e Wk
e e

138 o BagHL AL T

FANANCIAL
HLR\]CES;A




19

November 12, 2015 — FS-1SAC Confidential

20

Our Mission

Soitra’s migsion is 1o
advance the cybar

“gecunly capabilites and
the résiliense-of financial

ides proBnizal
slehwids] We want o

Our Solution

Soltra Edge conngcis and
streamiines the fow of
threat intelligence
batween sommunities,

November 12, 205 — FS.1SAC Confidential
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Taday, when threat intelligence is shared, it Standardized machine

usually moves at human speed. Soltra Edge readable data passed
s L automaticaily, instantly

collects, normalizes and prioritizes threat data S

so that sharing can occur at machine speed.

Praprietary data feeds
or APls from threat intel

providers
Email, list-server or portal-

based information passed
between ad-hoc or structurad
Confidential groups {e.g. ISACs)
conversations
between friends; "the
beer network”

Salira £Edge takes the role
"~ of "router” {or the threat
Intelligence world.

QI

SERMICES=
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Observe Alert Orient to threat and Decide Action Act on Tareat

Worst Case

Best Case

WP 7
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Strategic Initiatives Tactical Responses

— Enhance Cross-sector — Enhance Sector’s Crisis
Collaboration Playbook with Exercise
Lessons & to Address Public
— Develop 2016 Exercise Confidence Concerns
Plan — Continue to Educate Congress
— Enhance Information on Importance of Cyber
Sharing Legislation

. — Improve FFIEC Cybersecurit
— Promotie C-suiie P y y

Assessment Tool
Awareness — Establish Cyber Security
— Advance Operational Curriculum
Capabilities — Focus on Improving
Assessment of Critical
Vendors e lc;} N
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BRIAN TISHUK
Executive Director, Financial Services Sector Coordinating Council (FSSCC)
General Counsel, Financial Services Information Sharing & Analysis Center (FS-ISAC)

Brian Tishuk recently joined the FS-ISAC, a nonprofit formed in 1999 that shares
information about and fosters collaboration regarding cyber and physical threat
intelligence and incident response within the global financial services sector.

On behalf of the FS-ISAC, he serves as the Executive Director of FSSCC, supporting its
leaders in fostering collaboration among sector firm and association members and
between those members and the federal government on matters of policy concerning
homeland security and business resilience. Public sector collaboration occurs primarily
with the U.S. Treasury Department, the sector-specific agency, and with the federal
financial regulators. Like FSSCC, these agencies themselves collaborate within an
organization, the Financial & Banking Information Infrastructure Committee (FBIIC).

From 2004 through July 2015, Mr. Tishuk was the Executive Director of ChicagoFIRST,
a nonprofit coalition of financial and other institutions in the Chicago area that partners
with the City of Chicago, State of Illinois, Treasury, and FSSCC on business resilience.

Prior to ChicagoFIRST, Mr. Tishuk enjoyed a nearly 20-year career at Treasury, during
which he addressed a vast array of public policy issues affecting financial institutions,
from the savings and loan crisis of the mid-1980s to the attacks of September 11

Following September 11%, Mr. Tishuk led Treasury’s efforts to enhance the resilience of
the financial sector, establishing the Office of Critical Infrastructure Protection and
Compliance Policy, forming FBIIC in January 2002, and fostering the development of
FSSCC in June 2002. He also facilitated the formation of ChicagoFIRST, the original
regional coalition, which stood up in spring 2003.

Mr. Tishuk has an undergraduate degree from Lawrence University in Appleton,
Wisconsin; a master’s degree in public policy from the University of Michigan; and a law
degree from Georgetown University.
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FFIEC Cybersecurity Assessment Tool

Overview for Chief Executive Officers and Boards of Directors

In light of the increasing volume and sophistication of cyber threats, the Federal Financial
Institutions Examination Council' (FFIEC) developed the Cybersecurity Assessment Tool
(Assessment), on behalf of its members, to help institutions identify their risks and determine
their cybersecurity preparedness. The Assessment provides a repeatable and measurable process
for institutions to measure their cybersecurity preparedness over time. The Assessment
incorporates cybersecurity-related principles from the FFIEC Information Technology (IT)
Examination Handbook and regulatory guidance, and concepts from other industry standards,
including the National Institute of Standards and Technology (NIST) Cybersecurity Framework.”

Benefits to the Institution

For institutions using the Assessment, management will be able to enhance their oversight and
management of the institution’s cybersecurity by doing the following:

Identifying factors contributing to and determining the institution’s overall cyber risk.
Assessing the institution’s cybersecurity preparedness.

Evaluating whether the institution’s cybersecurity preparedness is aligned with its risks.
Determining risk management practices and controls that are needed or need enhancement
and actions to be taken to achieve the desired state.

e Informing risk management strategies.

CEQ and Board of Directors

The role of the chief executive officer (CEO), with management’s support, may include the
responsibility to do the following:

e Develop a plan to conduct the Assessment.

e Lead employee efforts during the Assessment to facilitate timely responses from across the
institution.

o Set the target state of cybersecurity preparedness that best aligns to the board of directors’
(board) stated (or approved) risk appetite.

e Review, approve, and support plans to address risk management and control weaknesses.

e Analyze and present results for executive oversight, including key stakeholders and the
board, or an appropriate board committee.

' The FFIEC comprises the principals of the following: The Board of Governors of the Federal Reserve System,
Federal Deposit Insurance Corporation, National Credit Union Administration, Office of the Comptrolier of the
Currency, Consumer Financial Protection Bureau, and State Liaison Committee.

ZA mapping is available in Appendix B: Mapping Cybersecurity Assessment Tool to the NIST Cybersecurity
Frameworl. NIST reviewed and provided input on the mapping to ensure consistency with Framework principles
and to highlight the complementary nature of the two resources,

June 2015 1
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o Oversee the performance of ongoing monitoring to remain nimble and agile in addressing
evolving areas of cybersecurity risk.
¢ Qversee changes to maintain or increase the desired cybersecurity preparedness.

The role of the board, or an appropriate board committee, may include the responsibility to do
the following:

o FEngage management in establishing the institution’s vision, risk appetite, and overall
strategic direction.

e Approve plans to use the Assessment.

¢ Review management’s analysis of the Assessment results, inclusive of any reviews or
opinjons on the results issued by independent risk management or internal audit functions
regarding those results.

o Review management’s determination of whether the institution’s cybersecurity preparedness
is aligned with its risks.

e Review and approve plans to address any risk management or control weaknesses.

e Review the results of management’s ongoing monitoring of the institution’s exposure to and
preparedness for cyber threats.

Assessment’s Parts and Process

The Assessment consists of two parts: Inherent Risk Profile and Cybersecurity Maturity. Upon
completion of both parts, management can evaluate whether the institution’s inherent risk and
preparedness are aligned.

[nherent Risk Profile
Cybersecurity inherent risk is the level of risk posed to the institution by the following:

Technologies and Connection Types

Delivery Channels

Online/Mobile Products and Technology Services
Organizational Characteristics

External Threats

e o & © ©

Inherent risk incorporates the type, volume, and complexity of the institution’s operations and

threats directed at the institution. Inherent risk does not include mitigating controls. The Inherent
Risk Profile includes descriptions of activities across risk categories with definitions for the least
to most levels of inherent risk. The profile helps management determine exposure to risk that the
institution’s activities, services, and products individuaily and collectively pose to the institution.

When each of the activities, services, and products are assessed, management can review the
results and determine the institution’s overall inherent risk profile.

June 2015 2
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Cybersecurity Maturity

The Assessment’s second part is Cybersecurity Maturity, designed to help management measure
the institution’s level of risk and corresponding controls. The levels range from baseline to
innovative. Cybersecurity Maturity includes
statements to determine whether an institution’s
behaviors, practices, and processes can support
cybersecurity preparedness within the following
five domains:

Cyber Risk Management and Oversight
Threat Intelligence and Collaboration
Cybersecurity Controls

External Dependency Management

Cyber Incident Management and Resilience

The domains include assessment factors and
contributing components. Within each
component, declarative statements describe
activities supporting the assessment factor at each
maturity level. Management determines which declarative statements best fit the current
practices of the institution. AH declarative statements in each maturity level, and previous
levels, must be attained and sustained to achieve that domain’s maturity level, While
management can determine the institution’s maturity level in each domain, the Assessment is not
designed to identify an overall cybersecurity maturity level. The figure below provides the five
domains and assessment factors.

Incident
Threat Preventative . Resilience
Governance =1 Intelligence Controls Connections 1 Planning and
Strategy
Risk Monitoring and Detective Relationship Relis)egenc;g)nén d
Management B Analyzing Controls Management = M?ti ga ton
Information Corrective Escalation and
Resources = Sharing Controls = Reporting
Training and
Culture
June 2015 3
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Management can review the institution’s Inherent Risk Profile in relation to its Cybersecurity ( )
Maturity results for each domain to understand whether they are aligned. The following table '
depicts the relationship between an institution’s Inherent Risk Profile and its domain Maturity
Levels, as there is no single expected level for an institution. In general, as inherent risk rises, an
institution’s maturity levels should increase. An institution’s inherent risk profile and maturity
levels will change over time as threats, vulnerabilities, and operational environments change.
Thus, management should consider reevaluating the institution’s inherent risk profile and
cybersecurity maturity periodically and when planned changes can affect its inherent risk profile
(e.g., launching new products or services, new connections).

Risk/Maturity Inherent Risk Levels
Relationship

Cybersecurity
Maturity Level for
Each Domain

Management can then decide what actions are needed either to affect the inherent risk profile or
to achieve a desired state of maturity. On an ongoing basis, management may use the
Assessment to identify changes to the institution’s inherent risk profile when new threats arise or
when considering changes to the business strategy, such as expanding operations, offering new
products and services, or entering into new third-party relationships that support critical
activities. Consequently, management can determine whether additional risk management
practices or controls are needed to maintain or augment the institution’s cybersecurity maturity.

Supporting Implementation

An essential part of implementing the
Assessment is to validate the institution’s
process and findings and the effectiveness and
sufficiency of the plans to address any
identified weaknesses. The next section
provides some questions to assist management
and the board when using the Assessment.

Cybersecurity Management &
Oversight

e What are the potential cyber threats to the
institution?

o Is the institution a direct target of attacks?

e Is the institution’s cybersecurity
preparedness receiving the appropriate level of time and attention from management and the @’\
board or an appropriate board committee? e

June 2015 4
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¢ Do the institution’s policies and procedures demonstrate management’s commitment to
sustaining appropriate cybersecurity maturity levels?

o What is the ongoing process for gathering, monitoring, analyzing, and reporting risks?

e Who is accountable for assessing and managing the risks posed by changes to the business
strategy or technology? -

e Are the accountable individuals empowered with the authority to carry out these
responsibilities?

e Do the inherent risk profile and cybersecurity maturity levels meet management’s business
and risk management expectations? If there is misalignment, what are the proposed plans to
bring them into alignment?

e How can management and the board, or an appropriate board committee, make this process
part of the institution’s enterprise-wide governance framework?

Inherent Risk Profile

e What is the process for gathering and validating the information for the inherent risk profile
and cybersecurity maturity?

¢ How can management and the board, or an appropriate board committee, support
improvements to the institution’s process for conducting the Assessment?

o  What do the results of the Assessment mean to the institution as it looks at its overall risk
profile?

e What are the institution’s areas of highest inherent risk?

o Is management updating the institution’s inherent risk profile to reflect changes in activities,
services, and products?

Cybersecurity Maturity

o How effective are the institution’s risk management activities and controls identified in the
Assessment?

e Are there more efficient or effective means for attaining or improving the institution’s risk
management and controls?

e What third parties does the institution rely on to support critical activities?

e What is the process to oversee third parties and understand their inherent risks and
cybersecurity maturity?

¢ How does management validate the type and volume of attacks?

e Is the institution sharing threat information with peers, law enforcement, and critical third
parties through information-sharing procedures?

Summary

FFIEC has developed the Assessment to assist management and the board, or an appropriate
board committee, in assessing their institution’s cybersecurity preparedness and risk. For more
information and additional questions to consider, refer to the FFIEC Cybersecurity Assessment
General Observations on the FFIEC’s Web site.

June 2015 5
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Inherent Risk Profile

Inherent Risk Profile

Total number of Internet service
provider (ISP) connections (including
branch connections)

No connections

Minimal complexity
(1-20 connections)

Unsecured external connections,
number of connections not users
. (e.g., file transfer protocol (FTP),
' Telnet, rlogin)

Wireless network access

None

No wireless access

Few instances of
unsecured
connections (1-5)

Several instances of

Moderate complexity |
{21—100 connections)

Significant

Significant
complexity (101-200
connections)

Most

Substantial complexity
(>200 connections)

unsecured
connections (610}

Significant instances
of unsecured
connections (11-25)

Separate access

points for guest
wireless and
corporate wireless

Guest and corporate
wireless network
access are logically
separated; limited
number of users and
access points (1-250
users; 1—25 access
points)

Wireless corporate
network access;
significant number of
users and access
points (251-1,000
users; 26—100
access points)

Substantial instances of
unsecured connections
(>25)

Wireless corporate
network access; all !
employees have access; |
substantial number of
access points (>1,000
users; >100 access
points)

Personal devices allowed to connect
to the corporate network

None

Only one device type
available; available
to <5% of employees
(staff, executives,
managers); e-mail
access only

Multiple device types
used; available to
<10% of employees
(staff, executives,
managers) and
board; e-mail access
only

Multiple device types
used; available to
<25% of authorized
employees (staff,
executives,
managers) and
board; e-mail and
some applications
accessed

Any device type used,
available to >25% of
employees (staff,
executives, managers)
and board; all
applications accessed

Third parties, including number of
organizafions and number of
individuals from vendors and
subcontractors, with access to
internal systems (e.g., virtual private
network, modem, intranet, direct
connection)

No third parties and
no individuals from
third parties with
access to systems

Limited number of
third parties (1-5)
and limited number
of individuals from
third parties (<50}
with access; low
complexity in how
they access systems

Moderate number of
third parties (6-10}
and moderate
number of individuals
from third parties
{50—500) with
access; some
complexity in how
they access systems

Significant number of
third parties {11-25)
and significant
number of individuals
from third parties
(501~1,500) with

i access; high level of

complexity in terms
of how they access
systems

Substantial number of
third parties (>25) and
substantial number of
individuals from third
parties (>1,500) with
access; high complexity
in how they access
systems

June 2015
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Inherent Risk Profile

Wholesale customers with dedicated
connections

None

Few dedicated
connections
(between 1-5}

Several dedicated
connections
(between 6-10)

Significant number of
dedicated
connections
(between 11-25)

Substantial number of
dedicated connections
(>25)

i Internally hosted and developed or
modified vendor applications

No applications

Few applications
(between 1-5)

Several applications
{between 6—10)

Significant number of
applications
(between 11-25})

Substantial number of
applications and
complexity (>25)

supporting critical activities

Internally hosted, vendor-developed
applications supporting critical
activities

Limited applications

(0-8})

Few applications (6—
30)

Several applications
(31-75)

Significant number of
applications (76—-200)

Substantial number of
applications and
complexity (>200)

| User-developed technologies and
user computing that support critical
activities {includes Microsoft Excel
spreadsheets and Access databases
or other user-developed tools)

No user-developed
technologies

1-100 technologies

101-500
technologies

501-2,500
technologies

>2,500 technologies

i End-of-life (EOL) systems
j

No systems
(hardware or
software) that are
past EOL or at risk of
nearing EOL within 2
years

Few systems that are
at risk of EOL and
none that support
critical operations

Several systems that
will reach EOL within
2 years and some
that support critical
operations

A large number of
systems that support
critical operations at
EOL or are at risk of
reaching EOL in 2
years

Majority of critical
operations dependent
on systems that have
reached EOL or will
reach EOL within the
next 2 years or an
unknown number of
systems that have
reached ECL

Open Source Software (O58)

No 055

Limited OSS and
none that support
critical operations

Several OSS that
support critical
operafions

Large number of
0SS that support
critical operations

Majority of operations
dependent on 0SS

' Network devices (e.g., servers,
routers, and firewalls; include

Limited or no network
devices (<250)

Few devices (250~
1,500)

Several devices
{1,501-25,000)

Significant number of
devices (25,001

Substantial number of
devices (=50,000)

. access to internal systems, but the
| institution relies on their services)

are foreign-based

physical and virtual) 50,000)

Third-party service providers storing | No third parties that | 1-25 third parties 26—-100 third parties | 101-200 third parties | >200 third parties that
and/or processing information that support critical that support critical that support critical that support critical support critical activities;
support critical activities (Do not have | activities activities activities activities; 1 ormore | 1 or more are foreign-

based

June 2015




Inherent Risk Profile

! Cloud computing services hosted
: externally to support critical activities

i No cloud providers

Few cloud providers;
private cloud only (1—
3)

Several cloud
providers (4-7}

Significant number of

cloud providers (8—
10); cloud-provider
locations used
include international;

i use of public cloud

Substantial number of
cloud providers (>10);
cloud-provider locations
used include
international; use of
public cloud

 Category: Delivery Channel;

Online presence (custorner)

Mobile presence

Automated Teller Machines (ATM)
(Operation)

June 2015

No Web-facing
applications or social
media presence

- None

- No ATM services

- Serves as an
informational Web

- page (e.g., provides

. locations and
- marketing materials)

- SMS text alerts or
. notices only;

. ACCESS

site or social media

branch and ATM

hrowser-based

‘ Serves as a delivery
. channel for retail

* online banking; may
- communicate to

customers through

- social media

- Mobile banking

- application for retail
" customers {(e.g., bill
- payment, mobile

. check capture,

internal transfers

f only)

ATM services offered

but no owned
machines

ATM services
managed by a third
party; ATMs at local
and regional
branches; cash
reload services

- outsourced

_Significant
Serves as a delivery
channel for
wholesale

customers; may

include retail account

origination

Mobhile banking

application includes
external transfers
(e.g., for corporate
clients, recurring
external fransactions)

- ATM services
managed internally;
"ATMs at U.S.

branches and retail
locations; cash

" reload services

outsourced

- Internet applications

serve as a channel to
wholesale customers to
manage large value
assets

Full functionality,
including originating new
transactions (e.q., ACH,
wire)

ATM services managed

internally; ATM services
provided to other
financial institutions;
ATMs at domestic and
international branches
and retail locations;
cash reload services
managed internally
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3:;.Catego

‘and Technology Services

Issue debit or credit cards

Prepaid cards

Emerging payments technologies
(e.q., digital wallets, mobile wallets)

. Person-to-person payments (P2P)

" Qriginating ACH payments

Originating wholesale payments (e.g., -

CHIPS)

June 2015

- Do not issue debit or : Issue debit and/or

" Do not issue prepaid

Do not accept or use
 emerging payments
- technologies

Do not originate
" wholesale payments

inimal

credit cards through
a third party; <10,000
cards outstanding

. Issue prepaid cards
- through a third party;
. <5,000 cards

~ outstanding

. Indirect acceptance
- or use of emerging

payments
technologies
(customer use may
affect deposit or

| credit account)

' Customers allowed
- to originate
: payments; used by

<1,000 customers or

" monthly transaction

volume is <50,000

Originate ACH
¢ credits; daily volume

<3% of total assets

" Daily originated

- wholesale payment
" volume <3% of total
- asselfs

Issue debit or credit

cards through a third
party; between

. 10,000-50,000 cards
- outstanding

" lssue prepaid cards
- through a third party;
- 5,000-10,000 cards
" outstanding

Direct acceptance or

use of emerging

| payments

technologies; partner
or co-brand with non-
bank providers;

~ limited transaction

volume

" Issue debit or credit

cards directly;

. between 50,000

100,000 cards
outstanding

Issue prepaid cards
through a third party;
10,001-20,000 cards
outstanding

Direct acceptance or

- use of emerging
- payments
- technologies; small

transaction volume;
no foreign payments

. Customers aflowed to

originate payments;

- used by 1,000-5,000
customers or monthly .
- customers or monthly

transaction volume is
between 50,000-

+ 100,000

Originate ACH debits
- and credits; daily
- volume is 3%—5% of
- total assets

Daily originated

wholesale payment
volume 3%-5% of

- total assets

Customers allowed
to originate
payments; used by
5,001-10,000

transaction volume is
between 100,001—

1 million

Sponsor third-party

payment processor;
originate ACH debits
and credits with daily
volume 6%—25% of

- total assets
Daily originated
- wholesale payment

- volume 6%-25% of
- total assets

Issue debit or credit

cards directly; >100,000
cards outstanding; issue
cards on behalf of other

financial institutions

Issue prepaid cards
internally, through a

- third party, or on behaif
~ of other financial
- institutions; =20,000

cards outstanding

- Direct acceptance of

emerging payments
technologies; moderate
transaction volume
and/or foreign payments

- Customers allowed to

- request payment or to

- originate payment; used
- by >10,000 customers

or monthly transaction
volume >1 million

Sponsor nested third-

party payment
processors; originate

- debits and credits with
- daily volume that is

>25% of total assets

. Daily originated

wholesale payment
volume >25% of total

assels
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Wire transfers

- Merchant remote deposit capture

(RDC)

Global remittances

Treasury services and clients

" Trust services

" Act as a correspondent bank
. {Interbank transfers)

June 2015

Not offered

" In person wire

requests only,

. domestic wires only;
- daily wire volume
- <3% of total assets

_ Do not offer Merchant
- RDC

- Do not offer global
- remittances

. No treasury
- mahagement
services are offered

Trust services are not -

offered

<100 merchant
clients; daily volume
of transactions is
<3% of total assets

Gross daily

transaction volume is
<3% of total assets

* Limited services

offered; number of

- clients is <1,000

Trust services are
offered through a
third-party provider;

. assets under
. management total

‘Donotactasa
' correspondent bank

<$500 mitlion

‘Actas a
- correspondent bank

- for <100 instituticns

In person, phone,

Gross daily

Services offered

institutions

and fax wire

' requests; domestic
" daily wire volume

3%—-5% of total

- assets; infernational

daily wire volume

. <3% of total assels

- 100-500 merchant

- clients; daily volume
- of transactions is

- 3%—5% of total

" assets

transaction volume is
3%—5% of total
assets

include lockbox, ACH |
origination, and
remote deposit

. capture; number of
+ clients is between

1,000-10,000

. Services offered

Multiple request

channels (e.g.,
online, text, e-mail,
fax, and phone}, daity
domestic wire
volume 6%—25% of
total assets; daily
international wire
volume 3%—10% of
total asseis

501-1,000 merchant
clients; daily volume
of transactions is
6%—25% of total
assets

Gross daily

fransaction volume is
6%—25% of total
assets

include accounts
receivable solutions

- and liquidity

management;
number of clients is
between 10,001-

20,000

Trust services

provided directly;
portfolio of assets
under management
total $500 million—

$999 million

Actas a
correspondent bank
for 100-250

Trust services

- provided directly;
. assets under

management total

~ $1 billion—$10 billion

cActasa

. correspondent bank
- for 251500
~institutions

- Muitiple request

channels (e.g., online,
text, e-mail, fax, and
phene); daily domestic
wire volume >25% of
total assets; daily
international wire
volume >10% of total
assets

daily volume of
transactions is »25% of
total assets

Gross daily transaction
volume is >25% of total
assets

" Multiple services offered

including currency

. services, online

investing, and
investment sweep
accounts; number of
clients is >20,000

- Trust services provided

directly; assets under

_ management total
- >$10 billion

Actasa correspondent
- bank for »500

institutions
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 Merchant acquirer (sponsor ‘Donotactasa Act as a merchant - Act as a merchant Act as a merchant Act as a merchant

merchants or card processor activity | merchant acquirer - acquirer; <1,000 " acquirer; outsource acquirer and card acquirer and card
into the payment system) : i merchants - card payment payment processor; payment processor;
: : - processing; 1,000- 10,001-100,000 >100,000 merchants
10,000 merchants merchants
Host IT services for other * Do not provide IT " Host or provide IT . Host or provide |T Host or provide IT Host or provide IT
" organizations (either through joint services for other - services for affiliated . services forup to 25  services for 26-50 services for >50
systems or administrative support) organizations . orgahizations unaffiliated unaffiliated - unaffiliated
: - organizations organizations - organizations

Mergers and acqguisitions (including None planned Open to initiating ' In discussions with Asale or acquisition . Multiple ongoing

divestitures and joint ventures) : discussions or " at least 1 party has been publicly integrations of
actively seeking a announced within the - acquisitions are in
. merger or acquisition - past year, in process
' negotiations with 1 or
more parties
- Direct employees (including - Number of Number of - Number of Number of employees = Number of employees is
_ information technology and employees totals <50 - employees totals 50— ' employees totals totals 10,001-50,000 - =50,000
cybersecurity contractors) 2,000 2,001-10,000
Changes in IT and information Key positions filled; - Staff vacancies exist = Some turnover in Frequent turnover in  © Vacancies in senior or
" security staffing low or no turnover of ~ for non-critical roles  * key or senior key staff or senior " key positions for long
i personnel . positions positions periods; high level of
: employee turnoverin IT -
or information security
Privileged access (Administrators— Limited numberof  : Level of turnover in Level of turnoverin - High reliance on " High employee turnover
network, database, applications, . administrators, administrators does ~ administrators . external in network
systems, etc.) “limited or no external * not affect operations ° affects operations; administrators; administrators; many or
" administrators or activities; may " number of number of most administrators are
utilize some external = administrators for administrators isnot  external (contractors or
administrators individual systems or  sufficient to support vendors); experience in
- applications exceeds - level or pace of network administration
" what is necessary change is limited
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Organizational

Changes in IT environment (e.g.,
network, infrastructure, critical

" applications, technologies supporting
new products or services)

Locations of branches/business
presence

Locations of operations/data centers

Stable IT
environment

. 1 state

1 state

1 region

" Infrequent or minimal
- changes in the IT
environment

1 region

-1 country

Frequent adeption of -

- new technologies

1 country

Volume of significant
changes is high

120 countries

" 1-10 countries

. Substantial change in
outsourced provider(s)
of critical IT services;
large and complex
changes to the
environment occur
frequently

>20 countries

>10 countries

' Attempted cyber aftacks

June 2015

" No attempted attacks

or reconnaissance

- monthly (<100); may
" have had generic

phishing campaigns

- received by
- employees and
customers

. Several attempts
: monthly (100- 500},
- phishing campaigns
: targeting employees

or customers at the

- institution or third

parties supporting

- critical activities; may

- have experienced an
- attempted Distributed
" Denial of Service

- (DDo8) attack within
: the last year

' Significant number of

. Substantial number of
attempts monthly
(>100,000); persistent
atternpts to attack senior
management and/or
network administrators;
frequently targeted for
DDoS attacks

attermpts monthly
(501-100,000); spear
phishing campaigns
targeting high net
worth customers and
employees at the
institution or third
parties supporting
critical activities;
Institution specifically

- is named in threat

reports; may have
experienced multiple
attempted DDoS
attacks within the last

. year
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Number of Statements Selected in
j. Each Risk Level

" Based on Individual Risk Levels : Least Minimal Mbderaté - VSigrhificantr o . Most o
. Selected, Assign an Inherent Risk :
- Profile
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{ Cybersecurity Maturity

Assessment Factor: Governance

Baseline Designated members of management are held accountable by the board
of an appropriate board committee for implementing and managing the
information security and business continuity programs. (FFIEC
Information Security Booklet, page 3)

Information security risks are discussed in management meetings when
prompted by highly visible cyber events or regulatory alerts. (FFIEC
- Information Security Bookiet, page 6)

Management provides a written report on the overall status of the
information security and business continuity programs to the board or an
appropriate board committee at least annually. (FFIEC Information

. Security Booklet, page 5)

The budgeting process includes information security related expenses
and tools. (FFIEC E-Banking Booklet, page 20)

Management considers the risks posed by other critical infrastructures
{(e.g., telecommunications, energy) to the institution. (FFIEC Business
Continuity Planning Booklel, page J-12)

Evolving At least annually, the board or an appropriate board committee reviews
and approves the institution’s cybersecurity program.

Management is responsible for ensuring compliance with legal and
; regulatory requirements related to cybersecurity.

Cybersecurity tools and staff are requesied through the budget process.

Thereis a process to formally discuss and estimate potential expenses
- associated with cybersecurity incidents as part of the budgeting process.

Intermediate . The board or an appropriate board committee has cybersecurity
expertise or engages experts to assist with oversight responsibilities.
The standard board meeting package includes reports and metrics that
go beyond events and incidents to address threat intelligence trends and

the institution’s security posture.

The institution has a cyber risk appetite statement approved by the board
or an appropriate board committee.

Cyber risks that exceed the risk appetite are escalated o management.

The board or an appropriate board committee ensures management's
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annual cybersecurity self-assessment evaluates the institution’s ability to
meet its cyber risk management standards.

The board or an appropriate board commitiee reviews and approves
management's prioritization and resource allocation decisions based on
the results of the cyber assessments.

The board or an appropriate board committee ensures management
takes appropriate actions to address changing cyber risks or significant
cybersecurity issues.

The budget process for requesting additional cybersecurity staff and
tools is integrated into business units’ budget processes.

Advanced - The board or board committee approved cyber risk appetite statement is
’ part of the enterprise-wide risk appetite statement.

- Management has a formal process to continuously improve cybersecurity
oversight.

The budget process for requesting additional cybersecurity staff and
tools maps current resources and tools to the cybersecurity strategy.

Management and the board or an appropriate board committee hold
business units accountable for effectively managing all cyber risks
associated with their activities.

Management identifies root cause(s) when cyber attacks result in
- material loss.

. The board or an appropriate board commitiee ensures that
management's actions consider the cyber risks that the institution poses
. to the financial sector.

Innovative The board or an appropriate board committee discusses ways for
management to develop cybersecurity improvements that may be
adopted sector-wide.

The board or an appropriate board committee verifies that management’s
* actions consider the cyber risks that the institution poses to other critical
¢ infrastructures (e.g., telecommunications, energy).

June 2015 20



ol .
S~ FFIEC Cybersecurity Assessment Tool

Cybersecurity Maturity: Domain 1

Baseline

Evolving

Intermediate

June 2015

The institution has an information security strategy that integrates

technology, poiicies, procedures, and training to mitigate risk. (FFIEC
[nformation Securify Booklef, page 3)

The institution has policies commensurate with its risk and complexity
that address the concepts of information technology risk management.

- (FFIEC Information Security Booklet, page, 16)

The institution has policies commensurate with its risk and complexity
that address the concepts of threat information sharing. (FEIEC E-
Banking Booklet, page 28)

The institution has board-approved policies commensurate with its risk
and complexity that address information security. (EEIEC [nformation
Security Booklet, page 16)

The institution has policies commensurate with its risk and complexity

" that address the concepts of external dependency or third-party

management. (EF/EC Outsourcing Booklet, page 2)

The institution has policies commensurate with its risk and complexity
that address the concepts of incident response and resilience. (FFIEC
Information Security Booklet, page 83)

. All elements of the information security program are coordinated
~ enterprise-wide. (FFIEC Information Security Bogklet, page 7)

The institution augmented its information security strategy to incorporate

cybersecurity and resilience.

The institution has a formal cybersecurity program that is based on

" technology and security industry standards or benchmarks.

A formal process is in place to update policies as the institution’s inherent
- Tisk profile changes.

The institution has a comprehensive set of policies commensurate with
its risk and complexity that address the concepts of threat intelligence.

~ Management periodically reviews the cybersecurity strategy to address

evolving cyber threats and changes to the institution’s inherent risk
profile.

The cybersecurity strategy is incorporated into, or conceptually fits within,
the institution’s enterprise-wide risk management strategy.

Management links strategic cybersecurity objectives to tactical goals.

A formal process is in place to cross-reference and simuitaneously
update all policies related to cyber risks across business lines.
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Innovative

Baseline

Evolving

June 2015

The cybersecurity strategy outlines the institution’s future state of
cybersecurity with short-term and long-term perspectives.

Industry-recognized cybersecurity standards are used as sources during
the analysis of cybersecurity program gaps.

The cybersecurity strategy identifies and communicates the institution’s
role as a component of critical infrastructure in the financial services

. industry.

The risk appetite is informed by the institution’s role in critical
infrastructure.

Management is continuously improving the existing cybersecurity

_ program to adapt as the desired cybersecurity target state changes.

The cybersecurity strategy identifies and communicates the institution’s

role as it relates to other critical infrastructures.

An inventory of organizational assets (e.g., hardware, software, data, and
systems hosted externally) is maintained. (FFIEC {nformation Security
Booklet, page 89)

. Organizational assets {e.g., hardware, systems, data, and applications)
| are prioritized for protection based on the data classification and
| business value. (EEIEC Information Security Booklet, page 12)

- Management assigns accountability for maintaining an inventory of

organizational assets. (FFIEC Information Security Booklef, page 9)

A change management process is in place to request and approve
changes to systems configurations, hardware, software, applications,

: and security tools. (FFIEC Information Security Booklet, page 56)

i The asset inventory, including identification of critical assets, is updated

at least annually to address new, relocated, re-purposed, and sunset
assets.

The institution has a documented asset life-cycle process that considers

- whether assets to be acquired have appropriate security safeguards.

The institution proactively manages system EOL (e.g., replacement) to
limit security risks.

Changes are formally approved by an individual or committee with

. appropriate authority and with separation of duties.
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Intermediate

Advanced

Innovative

Baseline

Evolving

June 2015

| Bookiet, page 68)

Baseline configurations cannot be altered without a formal change
request, documented approval, and an assessment of security
implications.

A formal IT change management process requires cybersecurity risk to
be evaluated during the analysis, approval, testing, and reporting of
changes.

Supply chain risk is reviewed before the acquisition of mission-critical
information systems including system components.

Automated tools enable tracking, updating, asset prioritizing, and custom
reporting of the asset inventory.

Automated processes are in place to detect and block unauthorized
changes to software and hardware.

The change management system uses thresholds to determine when a
risk assessment of the impact of the change is required.

- A formal change management function governs decentralized or highly
distributed change requests and identifies and measures security risks
_ that may cause increased exposure to cyber attack.

Comprehensive automated enterprise tools are implemented to detect
- and block unauthorized changes to software and hardware.
Assessment Factor: Risk Management

~ An information security and business continuity risk management
function(s) exists within the institution. (FFIEC Information Secutity

- The risk managemenit program incorporates cyber risk identification,
© measurement, mitigation, monitoring, and reporting.

- Management reviews and uses the results of audits to improve existing
. cybersecurity policies, procedures, and controls.

Management monitors moderate and high residual risk issues from the
cybersecurity risk assessment until items are addressed.

23



[
%f\f FFIEC Cybersecurity Assessment Tool Cybersecurity Maturity: Domain 1

Intermediate The cybersecurity function has a clear reporting line that does not (
' - present a conflict of interest. '

The risk management program specifically addresses cyber risks beyond
the boundaries of the technological impacts (e.g., financial, strategic,
. reguiatory, compliance).

Benchmarks or target performance metrics have been established for
showing improvements or regressions of the security posture over time.

Management uses the results of independent audits and reviews to
improve cybersecurity.

There is a process to analyze and assign potential losses and related
. expenses, by cost center, associated with cybersecurity incidents.

Advanced : Cybersecurity metrics are used to facilitate strategic decision-making and
- funding in areas of need.

Independent risk management sets and monitors cyber-related risk limits
. for business units.

Independent risk management staff escalates fo management and the
board or an appropriate board committee significant discrepancies from
business unit's assessments of cyber-related risk.

. A process is in place to analyze the financial impact cyber incidents have ( _
on the institution’s capital. |

The cyber risk data aggregation and real-time reporting capabilities
support the institution’s ongoing reporting needs, particularly during
cyber incidents.

Innovative . The risk management function identifies and analyzes commonalities in
: cyber events that occur both at the institution and across other sectors to
enable more predictive risk management.

A process is in place to analyze the financial impact that a cyber incident
_ at the institution may have across the financial sector.
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Baseline

Evolving

Innovative

June 2015

Intermediate

Advanced

- Arisk assessment focused on safeguarding customer information

identifies reasonable and foreseeable internal and external threats, the
likelihood and potential damage of threats, and the sufficiency of policies,
procedures, and customer information systems. (FFIEC Information
Security Booklet, page 8)

' The risk assessment identifies internet-based systems and high-risk
* transactions that warrant additional authentication controls. (FFIEC

Information Security Booklet, page 12)

The risk assessment is updated to address new technologies, products,

¢ services, and connections befare deployment. (FFIEC Information
- Security Booklet, page 13}

. Risk assessments are used to identify the cybersecurity risks stemming

from new products, services, or relationships.

7 The focus of the risk assessment has expanded beyond customer

information to address all information assets.

~ The risk assessment considers the risk of using EOL software and

hardware components.

The risk assessment is adjusted to consider widely known risks or risk

management practices.

An enterprise-wide risk management function incorporates cyber threat
analysis and specific risk exposure as part of the enterprise risk
assessment.

The risk assessment is updated in real time as changes to the risk profile
occur, new applicable standards are released or updated, and new
exposures are anticipated.

The institution uses information from risk assessments to predict threats
and drive real-time responses.

Advanced or automated analytics offer predictive information and real-
time risk metrics.
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Baseline

Evolving

Intermediate

June 2015

Independent audit or review evaluates policies, procedures, and controls
" across the institution for significant risks and control issues associated

with the institution’s operations, including risks in new products, emerging

" technologies, and information systems. (EFIEC Audit Booklet, page 4)

The independent audit function validates controls related to the storage or
transmission of confidential data. (FFIEC Audit Booklet, page 1)

Logging practices are independently reviewed periodically to ensure
appropriate log management (e.g., access controls, retention, and
maintenance). (EFIEC Operations Booklef, page 29)

- Issues and corrective actions from internal audits and independent
- testing/assessments are formally tracked fo ensure procedures and
- control lapses are resolved in a timely manner. (E£IEC Information
- Security Booklef, page 6)

" function is commensurate with the institution’s risk and complexity.

The independent audit function validates that the institution’s threat
. information sharing is commensurate with the institution’s risk and
. complexity.

The independent audit function validates that the institution’s
cybersecurity controls function is commensurate with the institution’s risk

and complexity.

The independent audit function validates that the institution’s third-party

relationship management is commensurate with the institution’s risk and
complexity.

- The independent audit function validates that the institution’s incident
- response program and resilience are commensurate with the institution’s
- risk and complexity.

- A formal process is in place for the independent audit function to update
" its procedures based on changes to the institution’s inherent risk profile.

The independent audit function validates that the institution’s threat
intelligence and collaboration are commensurate with the institution’s risk
and complexity.

The independent audit function regularly reviews management’s cyber

" risk appetite statement.

independent audits or reviews are used to identify gaps in existing

- security capabilities and expertise.

26



. .
=A EFIEC Cybersecurity Assessment Tool

Cybersecurity Maturity: Domain 1

Advanced

Innovative

Baseline

Evolving

Intermediate

Advanced

June 2015

. A formal process is in place for the independent audit function to update
¢ its procedures based on changes to the evolving threat landscape across
. the sector.

- The independent audit function regularly reviews the institution’s cyber
. risk appetite statement in comparison to assessment results and
. incorporates gaps into the audit strategy.

independent audits or reviews are used to identify cybersecurity
: weaknesses, root causes, and the potential impact to business units.

A formal process is in place for the independent audit function to update
. its procedures based on changes to the evolving threat landscape across

other sectors the institution depends upon.

The independent audit function uses sophisticated data mining tools to

- perform continuous monitoring of cybersecurity processes or controls.

Assessment Factor: Resources

information security roles and responsibilities have been identified.
(FEIEC Information Security Booklet, page 7)

Processes are in place to identify additional expertise needed to improve
information security defenses. (FFIEC information Security Work

- Program, Objective I: 2-8)

- A formal process is used to identify cybersecurity tools and expertise that
: may be needed.

" Management with appropriate knowledge and experience leads the

institution's cybersecurity efforts.

- Staff with cybersecurity responsibilities have the requisite qualifications to
- perform the necessary tasks of the position.

. Employment candidates, contractors, and third parties are subject to

- background verification proportional to the confidentiality of the data
: accessed, business requirements, and acceptable risk.

' The institution has a program for talent recruitment, retention, and

succession planning for the cybersecurity and resilience staffs.

The institution benchmarks its cybersecurity staffing against peers to
identify whether its recruitment, retention, and succession planning are

commensurate.

 Dedicated cybersecurity staff develops, or contributes to developing,
- integrated enterprise-level security and cyber defense strategies.
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i

Innovative The institution actively partners with industry associations and academia (
to inform curricula based on future cybersecurity staffing needs of the
industry.

Assessment Factor: Training and Culture

Annual information security training is provided. (FFIEC Information
¢ Security Booklet, page 66)

Baseline

Annual information security fraining includes incident response, current
_cyber threats (e.g., phishing, spear phishing, social engineering, and
~ mobile security), and emerging issues. (EFIEC Information Security
- Booklet, page 66)

Situational awareness materials are made available o employees when
- prompted by highly visible cyber events or by regulatory alerts. (FFIEC
* Information Security Booklet, page 7)

Customer awareness materials are readily available {e.g., DHS’
- Cybersecurity Awareness Month materials). (FFIEC E-Banking Work
. Program, Objective 6-3)

Evolving The institution has a program for continuing cybersecurity training and
: skill development for cybersecurity staff.

Management is provided cybersecurity fraining relevant to their job é\
: responsibilities. S

- Employees with privileged account permissions receive additional
. cybersecurity training commensurate with their levels of responsibifity.

Business units are provided cybersecurity training relevant to their
" particular business risks.

The institution validates the effectiveness of training (e.g., social
engineering or phishing tests).

Intermediate | Management incorporates lessons learned from social engineering and
phishing exercises to improve the employee awareness programs.

Cybersecurity awareness information is provided to retail customers and
. commercial clients at least annually.

Business units are provided cybersecurity training relevant to their
_ particular business risks, over and above what is required of the
* institution as a whole.

The institution routinely updates its training to security staff to adapt to
new threats.
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Advanced

Innovative

Baseline

Evolving

Intermediate

Advanced

Innovative

June 2015

Independent directors are provided with cybersecurity training that
- addresses how complex products, services, and lines of business affect
. the institution's cyber risk.

Key performance indicators are used to determine whether training and

. awareness programs positively influence behavior.

Management holds employees accountable for complying with the
information security program. (EFIEC Information Security Booklet, page
7)

. The institution has formal standards of conduct that held all employees

accountable for complying with cybersecurity policies and procedures.
Cyber risks are actively discussed at business unit meetings.

Employees have a clear understanding of how to identify and escalate

- potential cybersecurity issues.

Management ensures performance plans are tied to compliance with
. cybersecurity policies and standards in order to hold employees
© accountable.

- The risk culture requires formal consideration of cyber risks in all
- business decisions.

Cyber risk reporting is presented and discussed at the independent risk

¢ management meetings.

' Management ensures continuous improvement of cyber risk cultural
awareness.

The institution leads efforts to promote cybersecurity culture across the

sector and to other sectors that they depend upon.
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Assessment Factor: Threat Intelligence

- Y.N

' The institution belongs or subscribes to a threat and vulnerability
information sharing source(s) that provides information on threats (e.g.,
Financial Services Information Sharing and Analysis Center [FS-ISAC],
U.S. Computer Emergency Readiness Team [US-CERT]). (EFIEC £-
Banking Work Program, page 28)

Baseline

Threat information is used to monitor threats and vulinerabilities. (FFIEC
Information Securify Booklet, page 83)

| Threat information is used to enhance internal risk management and
controls. (FFIEC Information Security Booklet, page 4)

Evolving ' Threat information received by the institution includes analysis of tactics,
patterns, and risk mitigation recommendations.

* A formal threat intelligence program is implemented and includes
" subscription to threat feeds from external providers and internal sources.

Intermediate
Protocois are implemented for collecting information from industry peers
and government. Q‘

A read-only, centrai repository of cyber threat inteliigence is maintained.

Advanced A cyber intelligence model is used for gathering threat information.

. Threat intelligence is automatically received from muitiple sources in real
time.

" The institution’s threat intelligence includes information related to
geopolitical events that could increase cybersecurity threat levels.

Innovative A threat analysis system automatically correlates threat data to specific
_ risks and then takes risk-based automated actions while alerting
management.

The institution is investing in the development of new threat intelligence
and collaboration mechanisms (e.g., technologies, business processes)
that will fransform how information is gathered and shared.
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{ Assessment Factor: Monitoring and Analyzing

Baseline Audit log records and other security event logs are reviewed and retained
in a secure manner. (FFIEC Information Security Booklet, page 79)

Computer event logs are used for investigations once an event has
occurred. (FEIEC Information Security Booklet, page 83}

Evolving A process is implemented to monitor threat information to discover
emerging threats.

The threat information and analysis process is assigned to a specific group
or individual.

Security processes and technology are centralized and coordinated in a
. Security Operations Center (SOC) or equivalent.

Monitoring systems operate continuously with adequate support for
. efficient incident handling.

A threat intelligence team is in place that evaluates threat intelligence from
multiple sources for credibility, relevance, and exposure.

Intermediate

. A profile is created for each threat that identifies the likely intent, capability, -
and target of the threat.

- Threat information sources that address all components of the threat
" profile are prioritized and monitored.

Threat intelligence is analyzed to develop cyber threat summaries
- including risks to the institution and specific actions for the institution to
~ consider.

Advanced A dedicated cyber threat identification and analysis committee or team
exists to centralize and coordinate initiatives and communications.

Formal processes have been defined to resolve potential canflicts in
. information received from sharing and analysis centers or other sources.

- Emerging internal and external threat intelligence and correlated log
~ analysis are used to predict future attacks.

© Threat intelligence is viewed within the context of the institution's risk
- profile and risk appetite to prioritize mitigating actions in anticipation of
threats.

* Threat intelligence is used to update architecture and configuration
standards.

£
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The institution uses muitiple sources of inteligence, correlated log
analysis, alerts, internal traffic flows, and geopolitical events to predict
potential future attacks and attack trends.

Highest risk scenarios are used to predict threats against specific business -
fargets.

IT systems automatically detect configuration weaknesses based on threat
intelligence and alert management so actions can be prioritized.

Assessment Factor: Information Sharing

Information security threats are gathered and shared with applicable
internal employees. (FFIEC Information Security Booklet, page 83)

Contact information for law enforcement and the regulator(s) is maintained
and updated regularly. (FFIEC Business Continuity Planning Work

- Program, Objective I: 5-1)

Information about threats is shared with law enforcement and regulators
when required or prompted. (FFIEC Information Security Booklet, page 84)

A formal and secure process is in place to share threat and vulnerability
information with other entities.

A representative from the institution participates in law enforcement or

information-sharing organization meetings.

A formal protocol is in place for sharing threat, vulnerability, and incident

information to employees based on their specific job function.

Information-sharing agreements are used as needed or required to
facilitate sharing threat information with other financial sector organizations
or third parties.

- Information is shared proactively with the industry, law enforcement,
' regulators, and information-sharing forums.

A process is in place to communicate and collaborate with the public
sector regarding cyber threats.

Management communicates threat intelligence with business risk context
and specific risk management recommendations to the business units.

. Relationships exist with employees of peer institutions for sharing cyber
threat intelligence.

- A network of trust relationships (formal and/or informal} has been
established to evaluate information about cyber threats.
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- A mechanism is in place for sharing cyber threat intelligence with business
. units in real time including the potential financial and operational impact of
- inaction.

. A system automatically informs management of the level of business risk
- specific to the institution and the progress of recommended steps taken to
 mitigate the risks.

The institution is leading efforts to create new sector-wide information-
sharing channels o address gaps in external-facing information-sharing
mechanisms.
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Assessment Factor: Preventative Controls

i Y, N
Baseline Network perimeter defense fools (e.g., border router and firewall) are
used. (FFIEC Information Security Booklet, page 33)

Systems that are accessed from the Internet or by external parties are
protected by firewalls or other similar devices. (FFIEC Information
Securify Booklet, page 46)

All ports are monitored. (FFIEC Information Security Booklet, page 50)

Up fo date antivirus and anti-malware tools are used. (FFIEC Information
Securify Booklet, page 78)

Systems configurations (for servers, desktops, routers, etc.) follow
industry standards and are enforced. (EEIEC Information Security
Booklet, page 56)

Ports, functions, protocols and services are prohibited if no longer needed
for business purposes. (FFIEC Information Security Booklet, page 50)

Access to make changes to systems configurations (including virtual
machines and hypervisors) is controlled and monitored. (FEIEC
. Information Security Booklet, page 56)

: Programs that can override system, object, network, virtual machine, and
| application controls are restricted. (FFIEC Information Security Booklef,
' page 41)

System sessions are locked after a pre-defined period of inactivity and
are terminated after pre-defined conditions are met. (FFIEC Information

. Security Bogklet, page 23)

Wireless network environments require security settings with strong
encryption for authentication and transmission. {*N/A if there are no
wireless networks.) (FFIEC Information Security Booklet, page 40)

Evolving There is a firewall at each Internet connection and between any
Demilitarized Zone (DMZ) and internal network(s).

Antivirus and intrusion detection/prevention systems (IDS/IPS) detect and
- block actual and attempted attacks or intrusions.

Technical controls prevent unauthorized devices, including rogue wireless
access devices and removable media, from connecting to the internal
. network(s).

A risk-based solution is in place at the institution or Internet hosting
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~ provider to mitigate disruptive cyber attacks (e.g., DDoS attacks).

. Guest wireless networks are fully segregated from the internal network(s).
- ("N/A if there are no wireless networks. )

. Domain Name System Security Extensions (DNSSEC) is deployed
- across the enterprise.

- Critical systems supported by legacy technologies are regularly reviewed

to identify for potential vulnerabilities, upgrade opportunities, or new
defense layers.

- Controls for unsupported systems are implemented and tested.

| The enterprise network is segmented in multiple, separate trust/security
. zones with defense-in-depth strategies {e.g., logical network

segmentation, hard backups, air-gapping) to mitigate attacks.

: Security controls are used for remote access to all administrative

consoles, inciuding restricted virtual systems.

Wireless network environments have perimeter firewalls that are
implemented and configured to restrict unauthorized traffic. (*N/A if there

. are no wireless networks.)

Wireless networks use strong encryption with encryption keys that are

- changed frequently. (*N/A if there are no wireless networks.)

The broadcast range of the wireless network(s) is confined {o institution-
controlled boundaries. (*N/A if there are no wireless networks.)

- Technical measures are in place to prevent the execution of unauthorized
- code on institution owned or managed devices, network infrastructure,
- and systems components.

Network environments and virfual instances are designed and configured
to restrict and monitor traffic between trusted and untrusted zones.

Only one primary function is permitted per server to prevent functions that
require different security levels from co-existing on the same server.

Anti-spoofing measures are in place to detect and block forged source IP
addresses from entering the network.

- The institution risk scores all of its infrastructure assets and updates in

real fime based on threats, vulnerabilities, or operational changes.

- Autornated controls are put in place based on risk scores to infrastructure
" assets, including automatically disconnecting affected assets.

The institution proactively seeks to identify control gaps that may be used
as part of a zero-day attack.
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" Public-facing servers are routinely rotated and restored to a known clean
state to limit the window of time a system is exposed to potential threats.

Employee access is granted to systems and confidential data based on

job responsibilities and the principles of least privilege. (FFIEC

" Information Security Booklet, page 19)

Employee access to systems and confidential data provides for

_ separation of duties. (FF/EC Information Securify Booklet, page 19)

Elevated privileges (e.g., administrator privileges) are limited and tightly

- controlled (e.g., assigned to individuals, not shared, and require stronger

password controls). (FFIEC Information Security Booklet, page 19)

User access reviews are performed periodically for all systems and

- applications based on the risk to the application or system. (FFIEC

Information Security Booklet, page 18)

Changes to physical and logical user access, including those that resuit
from voluntary and involuntary terminations, are submitted to and
approved by appropriate personnel. (FFIEC Information Security Booklet,
page 18)

Identification and authentication are required and managed for access to
systems, applications, and hardware. (FFIEC Information Security
Booklet, page 21)

Access controls include password complexity and limits to password

- attempts and reuse. (FFIEC Information Security Booklet, page 66)

- All default passwords and unnecessary default accounts are changed
. before system implementation. (FFIEC Information Security Booklet, page
. 67)

! Customer access to Internet-based products or services requires

authentication controls (e.g., layered controls, multifactor) that are
commensurate with the risk. (FEIEC Information Security Booklet, page
21)

Production and non-production environments are segregated to prevent

- unauthorized access or changes to information assets. (*N/A if no

production environment exists at the institution or the institution’s third
party.) (FFIEC Information Security Booklet, page 64)

Physical security controls are used to prevent unauthorized access to
information systems and telecommunication systems. (FFIEC [nformation

Security Booklet, page 47)

~ All passwords are encrypted in storage and in transit. (EFIEC Information

Securify Booklet, page 21)
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Evolving

- Confidential data are encrypted when transmitted across public or

untrusted networks {e.g., Internet). (FFIEC Information Securify Booklet,
page 51)

- Mobile devices (e.g., laptops, tablets, and removable media) are
. encrypted if used to store confidential data. (*N/A if mobile devices are
. not used.) (FFIEC Information Security Booklet, page 51)

Remote access to critical systems by employees, contractors, and third

parties uses encrypted connections and multifactor authentication.

+ (FFIEC Information Security Booklet, page 495)

Administrative, physical, or technical contrels are in place to prevent
| users without administrative responsibilities from installing unauthorized
software. (FEIEC Information Security Booklet, page 25}

" Customer service {e.g., the call center) utilizes formal procedures to

authenticate customers commensurate with the risk of the transaction or

request. (FFIEC Information Security Booklet, page 19)

- Data is disposed of or destroyed according to documented requirements

and within expected time frames. (EEIEC Information Security Booklet,

' page 66)

. Changes to user access permissions trigger automated notices to
. appropriate personnel.

- Administrators have two accounts: one for administrative use and one for
" general purpose, non-administrative tasks.

. Use of customer data in non-production environments complies with
- legal, regulatory, and internal policy requirements for concealing or
: removing of sensitive data elements.

Physical access to high-risk or confidential systems is restricted, logged,
- and unauthorized access is blocked.

- Controls are in place to prevent unauthorized access to cryptographic
. keys.
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Intermediate The institution has implemented tools to prevent unauthorized access o
or exfiltration of confidential data.

Controls are in place to prevent unauthorized escalation of user
privileges.

Access controls are in place for database administrators fo prevent
unauthorized downleading or fransmission of confidential data.

. All physical and logical access is removed immediately upon notification
. of involuntary termination and within 24 hours of an employee’s voluntary
i depariure.

Multifactor authentication and/or layered controls have been implemented
. to secure all third-party access to the institution's network and/or systems
. and applications.

Multifactor authentication (e.g., tokens, digital certificates) technigues are
| used for employee access to high-risk systems as identified in the risk
i assessment(s). (*N/A if no high risk systems.)

. Confidential data are encrypted in transit across private connections (e.g.,
frame relay and T1) and within the institution’s trusted zones.

Controls are in place to prevent unauthorized access to collaborative
computing devices and applications (e.g., networked white boards,
cameras, microphones, online applications such as instant messaging
and document sharing). (* N/A if collaborative computing devices are not
used.)

Advanced | Encryption of select data at rest is determined by the institution’s data
classification and risk assessment.
: Customer authentication for high-risk transactions includes methods to

. prevent malware and man-in-the-middle attacks (e.g., using visual
| transacticn signing).
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. Adaptive access controls de-provision or isolate an employee, third-party,
; or customer credentials to minimize potential damage if malicious
' behavior is suspected.

Unstructured confidential data are tracked and secured through an
" identity-aware, cross-platform storage system that protects against
" internal threats, monitors user access, and tracks changes.

Tokenization is used to substitute unigque values for confidential
- information (e.g., virtual credit card).

' The institution is leading efforts to create new technologies and
. processes for managing customer, employee, and third-party
¢ authentication and access.

Real-time risk mitigation is taken based on automated risk scoring of user
. credentials.

Controls are in place to restrict the use of removable media to authorized
personnel. (FFIEC Information Security Work Program, Objective I: 4-1)

Tools automatically block attempted access from unpatched employee
and third-party devices.

Tools automatically block attempted access by unregistered devices to

| internal networks.

. The institution has controls to prevent the unautherized addition of new
' connections.

Controls are in place to prevent unauthorized individuals from copying

. confidential data to removable media.

Antivirus and anti-malware tools are deployed on end-point devices {(e.g.,

workstations, laptops, and mobile devices).

- Mobile devices with access to the institution’s data are centrally managed

for antivirus and patch deployment. (*N/A if mobile devices are not used.)

The institution wipes data remotely on mobile devices when a device is
missing or stolen. {*N/A if mobile devices are not used.)

Data loss prevention conirols or devices are implemented for inbound and

- outbound communications (e.g., e-mail, FTP, Telnet, prevention of large
| file transfers).

Mobile device management includes integrity scanning (e.g.,

jailbreak/rooted detection). (*N/A if mobile devices are not used.)

- Mobile devices connecting to the corporate network for storing and

accessing company information allow for remote software version/patch

- validation. (*N/A if mobile devices are not used.)
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Employees’ and third parties’ devices (including mobile) without the latest (
. security patches are quarantined and patched before the device is )
- granted access to the network.

' Confidential data and applications on mobile devices are only accessible
| via a secure, isolated sandbox or a secure container.

" A centralized end-point management tool provides fully integrated patch,
* configuration, and vulnerability management, while also being able to

detect malware upon arrival to prevent an exploit.

: Developers working for the institution follow secure program coding

practices, as part of a system development life cycle (SDLC), that meet
industry standards. (FFIEC Information Security Booklet, page 56)

The security controls of internally developed software are periodically

reviewed and tested. (*N/A if there is no software development.) (FFIEC
Information Security Booklet, page 59)

The security controls in internally developed software code are
independently reviewed before migrating the code to production. (*N/A if

- there is no software development.) (FFIEC Development and Acquisition

Boolklet, page 2)

~ Intellectual property and production code are held in escrow. ("N/A if
" there is no production code to hold in escrow.) (FFIEC Development and {
- Acquisition Booklet, page 39) '

P

Security testing occurs at all post-design phases of the SDLC for all

applications, including mobile applications. (*N/A if there is no software
development.)

Processes are in place to mitigate vulnerabilities identified as part of the
secure development of systems and appilications.

. The security of applications, including Web-based applications connected
. to the Internet, is tested against known types of cyber attacks (e.g., SQL

injection, cross-site scripting, buffer overflow) before implementation or
following significant changes.

Software code executables and scripts are digitally signed to confirm the
software author and guarantee that the code has not been altered or
corrupted.

- A risk-based, independent information assurance function evaluates the
- security of internal applications.

Vuinerabilities identified through a static code analysis are remediated
. before implementing newly developed or changed applications into
i production. {

~ All interdependencies between applications and services have been
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identified.

Independent code reviews are completed on internally developed or
vendor-provided custom applications to ensure there are no security

gaps.

Innovative ' Software code is actively scanned by automated tools in the development
environment so that security weaknesses can be resolved immediately
during the design phase.

- Assessment Factor: Detective Controls
Baseline Independent testing {(including penetration testing and vulnerability
scanning) is conducted according to the risk assessment for external-

facing systems and the internal network. (EFIEC Information Security
Booklet, page 61)

- Antivirus and anti-malware tocls are used to detect attacks. (FFIEC
| information Securify Booklet, page 55)

Firewall rules are audited or verified at least quarterly. (FFIEC Information
Security Booklet, page 82)

E-mail protection mechanisms are used fo filter for common cyber threats
| {e.g., attached malware or malicious links). (EFIEC Information Security
. Booklet, page 39)

Evolving Independent penetration testing of network boundary and critical Web-
' facing applications is performed routinely to identify security control gaps.

Independent penetration testing is performed on Internet-facing
applications or systems before they are launched or undergo significant
change.

Antivirus and anti-malware tools are updated automatically.

Firewall rules are updated routinely.

Vulnerability scanning is conducted and analyzed before
deployment/redeployment of new/existing devices.

Processes are in place to monitor potential insider activity that could lead
- to data theft or destruction.

Intermediate Audit or risk management resources review the penetration testing scope
- and results to help determine the need for rotating companies based on
the quality of the work.

E-mails and attachments are automatically scanned to detect malware
and are blocked when malware is present,

K
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Advanced

Weekly vulnerability scanning is rotated among environments to scan all
environments throughout the year.

" Penetration tests include cyber attack simulations and/or real-world

tactics and techniques such as red team testing to detect control gaps in
employee behavior, security defenses, policies, and resources.

- Automated tool(s) proactively identifies high-risk behavior signaling an
employee who may pose an insider threat.

User tasks and content (e.g., opening an e-mail attachment) are

automatically isolated in a secure container or virtual environment so that
malware can be analyzed but cannot access vital data, end-point
operating systems, or applications on the institution’s network.

Vulnerability scanning is performed on a weekly basis across all
environments,

. The institution is able to detect anomalous activities through monitoring
| across the environment. (EEIEC Information Securify Booklef, page 32)

Customer fransactions generating anomalous activity alerts are monitored

| and reviewed. (FFIEC Wholesale Payments Booklet, page 12)

Logs of physical and/or logical access are reviewed following events.
| (FFIEC Information Security Booklet, page 73)

| Access to critical systems by third parties is monitored for unauthorized or
- unusual activity. (FFIEC Quisourcing Booklet, page 26)

 Elevated privileges are monitored. (FFIEC [nformation Security Booklet,

page 19)

customer, employee, and third-party authentication.

Security logs are reviewed regularly.

. Logs provide traceability for all system access by individual users.

Thresholds have been established to determine activity within logs that

would warrant management response.
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" Online customer transactions are actively monitored for anomalous

behavior.

~ Tools to detect unauthorized data mining are used.

Tools actively monitor security logs for anomalous behavior and alert

. within established parameters.

- Audit logs are backed up to a centralized tog server or media that is
. difficult to alter.

Thresholds for security logging are evaluated periodically.
- Anomalous activity and other network and system alerts are correlated

. across business units to detect and prevent multifaceted attacks (e.g.,
- simultaneous account takeover and DDoS attack).

An automated tool friggers system and/or fraud alerts when customer

logins occur within a short period of time but from physically distant |P
locations.

External transfers from customer accounts generate alerts and require
review and authorization if anomalous behavior is detected.

A system is in place to monitor and analyze employee behavior (network
use patterns, work hours, and known devices) to alert on anomalous
activities.

An automated tool(s) is in place to detect and prevent data mining by
insider threats.

Tags on fictitious confidential data or files are used to provide advanced

. alerts of potential malicious activity when the data is accessed.

The institution has a mechanism for real-time automated risk scoring of
. threats.

: The institution is developing new technologies that will detect potential

insider threats and block activity in real time.
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- A process is in place to correlate event information from multiple sources

- A normal network activity baseline is established. (EFIEC Information

Security Booklel, page 77)

Mechanisms (e.g., antivirus alerts, log event aleris} are in place to alert
management to potential attacks. (FFIEC Information Security Booklet,
page 78)

Processes are in place to monitor for the presence of unauthorized users,
devices, connections, and software. (FFIEC Information Security Work
Program, Objective Il: M-9)

3. Responsibilities for monitoring and reporting suspicious systems activity

have been assigned. (FFIEC Information Security Booklet, page 83)

The physical environment is monitored to detect potential unauthorized

- access. (FFIEC Information Security Booklet, page 47)

{e.g., network, application, or firewall}.

Controls or tools (e.g., data loss prevention) are in place to detect

" potential unauthorized or unintentional transmissions of confidential data.

- Event detection processes are proven reliable.

Specialized security monitoring is used for critical assets throughout the
infrastructure.

Automated tools detect unauthorized changes to critical system files,
firewalls, IPS, IDS, or other security devices.

Real-time network monitoring and detection is implemented and
incorporates sector-wide event information.

Real-time alerts are automatically sent when unauthorized software,

~ hardware, or changes occur.

Tools are in place to actively correlate event information from muliiple

sources and send alerts based on established parameters.
The institution is leading efforts to develop event detection systems that
will correlate in real time when events are about to occur.

The institution is leading the development effort to design new
technologies that will detect potential insider threats and block activity in

real time.
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Assessment Factor: Corrective Confrols

A patch management program is implemented and ensures that software
and firmware patches are applied in a timely manner. (EFIEC {nformation

Securify Booklet, page 62)

: Patches are tested before being applied to systems and/or software.

(FFIEC Operations Booklet, page 22)

Patch management reports are reviewed and reflect missing security
patches. (FFIEC Development and Acquisition Booklet, page 50)

 Aformal process is in place to acquire, test, and deploy software paiches

based on criticality.
Systems are configured to refrieve patches automatically.

Operational impact is evaluated before deploying security patches.

An automated tool(s) is used to identify missing security patches as well

as the number of days since each patch became available.

| Missing patches across all environments are prioritized and tracked.

Patches for high-risk vulnerabilities are tested and applied when released
. or the risk is accepted and accountability assigned.

' Patch monitoring software is installed on all servers to identify any

missing patches for the operating system software, middieware,

; database, and other key software.

" The institution monitors patch management reports to ensure security
. patches are tested and implemented within aggressive time frames (e.g.,
- 0-30 days).

The institution develops security patches or bug fixes or contributes to

. open source code development for systems it uses.

Segregated or separate systems are in place that mirror production
systems allowing for rapid testing and implementation of patches and
provide for rapid fallback when needed.
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Issues identified in assessments are prioritized and resolved based on
criticality and within the time frames established in the response to the

" assessment report. (EFIEC Information Securify Booklet, page 87)

Data is destroyed or wiped on hardware and portable/mobile media when

a device is missing, stolen, or no longer needed.

Formal processes are in place to resolve weaknesses identified during

penetration festing.

. Remediation efforts are confirmed by conducting a follow-up vulnerability

scan.

Penetration testing is repeated to confirm that medium- and high-risk,
exploitable vulnerabilities have been resolved.

Security investigations, forensic analysis, and remediation are performed

. by qualified staff or third parties.

Generally accepted and appropriate forensic procedures, including chain
- of custody, are used to gather and present evidence to support potential
| legal action.

The maintenance and repair of organizational assets are performed by
| authorized individuals with approved and controlied tools.

¢ The maintenance and repair of crganizational assets are logged in a

timely manner.

All medium and high risk issues identified in penetration testing,
vulnerability scanning, and other independent testing are escalated to the

" board or an appropriate board committee for risk acceptance if not
resolved in a timely manner.

The institution is developing technologies that will remediate systems

damaged by zero-day attacks to maintain current recovery time
cbjectives.
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Baseline The critical business processes that are dependent on external
~ connectivity have been identified. (FEIEC Information Security Bookiet,
page 9)

The institution ensures that third-party connections are authorized.
(FFIEC Information Security Booklel, page 17)

A network diagram is in place and identifies all external connections.
(FEIEC Information Security Booklet, page 9)

Data flow diagrams are in place and document information flow to
~ external parties. (FFIEC Information Security Bookiet, page 10)

Evolving Critical business processes have been mapped to the supporting
external connections.

The network diagram is updated when connections with third parties
change or at least annually.

Network and systems diagrams are stored in a secure manner with
proper restrictions on access.

£

Contrals for primary and backup third-party connections are monitored
and tested on a regular basis.

Intermediate A validated asset inventory is used to create comprehensive diagrams
depicting data repositories, data flow, infrastructure, and connectivity.

Security confrols are designed and verified to detect and prevent
- intrusions from third-party connections.

- Monitoring controls cover all external connections {e.g., third-party
i service providers, business partners, customers).

Monitoring controls cover all internal network-to-network connections.

Advanced The security architecture is validated and documented before network
connection infrastructure changes.

* The institution works closely with third-party service providers to
maintain and improve the security of external connections.

June 2015 47



oz .
%4 FFIEC Cybersecurity Assessment Tool

Cybersecurity Maturity: Domain 4

innovative

Baseline

Evoliving

Intermediate

Advanced

Innovative

June 2015

Assessment Factor Relatlonshxp Management

- Diagram(s) of external connections is interactive, shows real-time
- changes to the network connection infrastructure, new connections,

and volume fluctuations, and aleris when risks arise.

The institution's connections can be segmented or severed

- instantaneously to prevent contagion from cyber attacks.

Risk-based due diligence is performed on prospectlve third partles

| before contracts are signed, including reviews of their background,

reputation, financial condition, stability, and security controls. (FFIEC

 Information Security Booklet, page 69)

- A list of third-party service providers is maintained. (FFIEC Outsourcing
Booklet, page 18)

" A risk assessment is conducted to identify criticality of service

providers. (FFIEC Outsourcing Booklet, page 6)

A formal process exists to analyze assessments of third-party
cybersecurity controls.

The board or an appropriate board commitiee reviews a summary of
due diligence results including management’s recommendations to use
third parties that will affect the institution’s inherent risk profile.

A process is in place to confirm that the institution’s thlrd party service
providers conduct due diligence of their third parties (e.g.,
subcontraciors).

Pre-contract, physical site visits of high-risk vendors are conducted by

the institution or by a qualified third party.

A continuous process improvement program is in place for third-party
| due diligence activity.

* Audits of high-risk vendors are conducted on an annual basis.

The institution promotes sector-wide efforts to build due dmgence

mechanisms that lead to in-depth and efficient security and resilience

: reviews.

The institution is leading efforts to develop new auditable processes

- and for conducting due diigence and cngoing monitoring of
_ cybersecurity risks posed by third parties.
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. Baseline - Formal confracts that address relevant security and privacy

' requirements are in place for ail third parties that process, store, or
transmit confidential data or provide critical services. (FFIEC

. Information Security Booklet, page 7)

. Contracts acknowledge that the third party is responsible for the
- security of the institution’s confidential data that it possesses, stores,
- processes, or transmits. (EEIEC Information Security Booklef, page 12)

: Contracts stipulate that the third-party security controls are regularly
reviewed and validated by an independent party. (FFIEC information
* Security Bookiet, page 12}

. Contracts identify the recourse available to the institution should the
. third party fail to meet defined security requirements. (EFIEC
. Quisourcing Booklet, page 12)

Contracts establish responsibilities for responding to security incidents.
" (FEIEC E-Banking Booklet, page 22)

- Contracts specify the security requirements for the return or destruction
. of data upon contract termination. (EFIEC Qufsourcing Booklet,
page 15)

Evolving Responsibilities for managing devices (e.g., firewalls, routers) that
secure connections with third parties are formally documented in the
. contract.

Responsibility for natification of direct and indirect security incidents
- and vulnerabilities is documented in contracts or service-level
- agreements (SLAs).

. Contracts stipulate geographic limits on where data can be stored or

© transmitted.

Intermediate Third-party St.As or similar means are in place that require timely
notification of security events.

Advanced Contracts require third-party service provider's security policies meet or
exceed those of the instifution.

A third-party termination/exit strategy has been established and
validated with management.

innovative - The institution promotes a sector-wide effort to influence contractual
- requirements for critical third parties to the industry.
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Baseline The third-party risk assessment is updated regularly. (FFIEC {
Qutsourcing Booklet, page 3)

Audits, assessments, and operational performance reports are
obtained and reviewed regularly validating security controls for critical
third parties. (EFIEC Information Security Booklet, page 86)

- Ongoing monitoring practices include reviewing critical third-parties’
- resilience plans. (FFIEC Outsourcing Bookiet, page 18)

Evolving A process to identify new third-party relationships is in place, including
identifying new relationships that were established without formal
approval.

- A formal program assigns responsibility for ongoing oversight of third-
party access.

~ Monitoring of third parties is scaled, in terms of depth and frequency,
according to the risk of the third parties.

Automated reminders or ticklers are in place to identify when required
third-party information needs to be obtained or analyzed.

Intermediate Third-party employee access to the institution’s confidential data are
tracked actively based on the principles of least privilege.

Periodic on-site assessments of high-risk vendors are conducted to
ensure appropriate security controls are in place.

Advanced . Third-party employee access to confidential data on third-party hosted

. systems is tracked actively via automated reports and alerts.
Innovative ' The institution is leading efforts to develop new auditable processes for
ongoing monitoring of cybersecurity risks posed by third parties.

o
s
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(/ Ll omain 5 I |den Management nd Res_iiience
Assessment Factor Incident Res:ilence Planmng and Strategy
YN

The institution has documented how it will react and respond to cyber
- incidents. (FFIEC Business Continuity Planning Booklet, page 4)

Communication channels exist to provide employees a means for
reporting information security events in a timely manner. (FFIEC
. Information Security Booklet, page 83)

Roles and responsibilities for incident response team members are
defined. (FFIEC Information Security Booklet, page 84)

The response team includes individuals with a wide range of
¢ backgrounds and expertise, from many different areas within the
- institution (e.g., management, legal, public relations, as well as
information technology). (FEIEC Information Security Booklet, page
: 84)

A formal backup and recovery plan exists for all critical business lines.
(FFIEC Business Continuity Planning Booklet, page 4)

The institution plans to use business continuity, disaster recovery, and
| data backup programs to recover operations following an incident.
- (EEIEC Information Security Booklet, page 71)

The remediaticn plan and process outlines the mitigating actions,
| Tesources, and time parameters.

| The corporate disaster recovery, business continuity, and crisis
management plans have integrated consideration of cyber incidents.

' Alternative processes have been established to continue critical
activity within a reasonable time period.

Business impact analyses have been updated to include
cybersecurity.

Due diligence has been performed on technical sources, consultants,
or forensic service firms that could be called to assist the institution
during or following an incident.

T,
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Advanced

Innovative

Baseline

Evolving
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Intermediate

A strategy is in place to coordinate and communicate with internal and
external stakeholders during or following a cyber attack.

Plans are in place to re-route or substitute critical functions and/or
services that may be affected by a successful attack on Internet-facing
systems.

A direct cooperative or contractual agreement(s) is in place with an
incident response organization{s) or provider(s) to assist rapidly with

- mitigation efforts.

" Lessons learned from real-life cyber incidents and attacks on the

institution and other organizations are used to improve the institution’s

~ risk mitigation capabilities and response plan.

' Methods for responding to and recovering from cyber incidents are
. tightly woven throughout the business units’ disaster recovery,
- business continuity, and crisis management plans.

. Multiple systems, programs, or processes are implemented into a
1 comprehensive cyber resilience program to sustain, minimize, and
[ recover operations from an array of potentially disruptive and

destructive cyber incidents.

| A process is in place to continuously improve the resilience plan.

The incident response plan is designed o ensure recovery from
- disruption of services, assurance of data integrity, and recovery of lost
- or corrupted data following a cybersecurity incident.

The incident response process includes detailed actions and rule-
hased triggers for automaied response.

' Scenarios are used to improve incident detection and response.
i (EFIEC Information Security Booklet, page 71)

Business continuity testing involves collaboration with critical third

- parties. (FFIEC Business Continuity Planning Booklef, page J-6)

Systems, applications, and data recovery is tested at least annually.
(FFIEC Business Continuity Planning Booklet, page J-7})

Recovery scenarios include plans to recover from data destruction
and impacts to data integrity, data loss, and system and data

- availability.

" Widely reported events are used to evaluate and improve the

institution's response.

. Information backups are tested periodically to verify they are
. accessible and readable.
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Cyber-attack scenarios are analyzed to determine potential impact to
critical business processes.

The institution participates in sector-specific cyber exercises or
scenarios {e.g., FS-ISAC Cyber Attack (against) Payment Processors
(CAPP}).

| Resilience testing is based on analysis and identification of realistic
and highly likely threats as well as new and emerging threats facing
* the institution.

. The critical online systems and processes are tested to withstand
 stresses for extended periods {e.g., DDoS).

. The results of cyber event exercises are used to improve the incident
| response plan and automated triggers.

Resilience testing is comprehensive and coordinated across all critical
business functions,

The institution validates that it is able to recover from cyber events
- similar fo by known sopbhisticated attacks at other organizations.

* Incident response testing evaluates the institution from an attacker's
. perspective to determine how the institution or its assets at critical
third parties may be targeted.

~ The institution corrects root causes for problems discovered during
cybersecurity resilience testing.

Cybersecurity incident scenarios involving significant financial loss are
used to stress test the institution's risk management.

The institution tests the ability to shift business processes or functions
. between different processing centers or technology systems for cyber

incidents without interruption to business or loss of productivity or
data.

The institution has validated that it is able to remediate systems
damaged by zero-day aftacks fo maintain current recovery fime
objectives.

The institution is leading the development of more realistic test
. environments,

Cyber incident scenarios are used 1o stress test potential financial
losses across the sector,
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Innovative
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Assessment Factor: Detection, Response, and Mitigafion

Alert parameters are set for detecting information security incidents that
prompt mitigating actions. (FFIEC Information Securily Bookiet, page 43)

- System performance reports contain information that can be used as a

risk indicator to detect information security incidents. (FFIEC Information
Security Bogklet, page 86)

Tools and processes are in place to detect, alert, and trigger the incident
response program. (FFIEC [nformation Security Booklet, page 84)

The institution has processes to detect and alert the incident response
team when potential insider activity manifests that could lead to data theft

' or destruction.

The incident response program is triggered when anomalous behaviors
and attack patterns or signatures are detected.
The institution has the ability to discover infiltration, before the attacker

fraverses across systems, establishes a foothold, steals information, or
causes damage to data and systems.

Incidents are detected in real time through autorated processes that
" include instant alerts to appropriate personnel who can respond.

Network and system alerts are correlated across business units to better
detect and prevent multifaceted attacks (e.g., simultaneous DDo$S attack

and account takeover).

" Incident detection processes are capable of correlating events across the

enterprise.

Sophisticated and adaptive technologies are deployed that can detect and
alert the incident response team of specific tasks when threat indicators

" across the enterprise indicate potential external and internal threats.

* Automated tools are implemented to provide specialized security

monitoring based on the risk of the assets to detect and alert incident

| response teams in real time.

The instifution is able to detect and block zero-day attempts and inform
management and the incident response team in real time.
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Baseline Appropriate steps are taken to contain and conirol an incident to prevent
further unauthorized access to or use of customer information. (FEIEC
information Security Booklet, page 84)

Evolving . The incident response plan is designed to prioritize incidents, enabling a
- rapid response for significant cybersecurity incidents or vulnerabilities.

A process is in place fo help contain incidents and restore operations with
i minimal service disruption.

Containment and mitigation strategies are developed for multiple incident
- types {e.g., DDoS, malware).

Procedures include containment strategies and notifying potentially
- impacted third parties.

- Processes are in place to frigger the incident response program when an
incident occurs at a third party.

" Records are generated to support incident investigation and mitigation.

The institution calls upon third parties, as needed, to provide mitigation
- services.

- Analysis of events is used to improve the institution's security measures
- and policies.

Intermediate . Analysis of security incidents is performed in the early stages of an
i intrusion to minimize the impact of the incident.

Any changes to systems/applications or to access entitlements necessary
- for incident management are reviewed by management for formal
¢ approval before implementation.

Processes are in place to ensure assets affected by a security incident
that cannot be returned to operational status are quarantined, removed,
disposed of, and/or replaced.

Processes are in place fo ensure that restored assets are appropriately
. reconfigured and thoroughly tested before being placed back into
operation,

Advanced The incident management function collaborates effectively with the cyber
threat intelligence function during an incident.

Links between threat intelligence, network operations, and incident
response allow for proactive response to potential incidents.

Technical measures apply defense-in-depth technigues such as deep-
packet inspection and black holing for detection and timely response to
network-based attacks assoclated with anomalous ingress or egress
traffic patterns and/or DDoS attacks.
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Intermediate

The institution’s risk management of significant cyber incidents results in
limited to no disruptions to critical services.

The technology infrastructure has been engineered to limit the effects of a
cyber attack on the production environment from migrating to the backup
-~ environment (e.g., air-gapped environment and processes).

Assessment Factor Escalatlon and Reportmg

- A process exists to contact personnel who are responSIbIe for analyzmg
and responding to an incident. (FFIEC information Security Booklet,
page 83)

Procedures exist to notify customers, regulators, and taw enforcement as
required or necessary when the institution becomes aware of an incident
involving the unauthorized access to or use of sensitive customer
information. (FFIEC Information Security Bookiet, page 84)

The institution prepares an annual report of security incidents or violations -

for the board or an appropriate board committee. (FFIEC Information
- Security Booklet, page 5)

- Incidents are classified, logged, and tracked. (FFIEC Operations Booklet,
page 28)

Criteria have been established for escalating cyber incidents or
vulnerabilities to the board and senior management based on the
potential impact and criticality of the risk.

Regulators, law enforcement, and service providers, as appropriate, are
notified when the institution is aware of any unauthorized access to

. systems or a cyber incident occurs that could result in degradation of

I services.

Tracked cyber incidents are correlated for trend analysis and reporting.

Employees that are essential to mitigate the risk (e.g., fraud, business
resilience) know their role in incident escalation.

. A communication plan is used to notify other organizations, including third
' parties, of incidents that may affect them or their customers.

An external communication plan is used for notifying media regarding
incidents when applicable.

The institution has established quantitative and qualitative metrics for the
cybersecurity incident response process.

Detailed metrics, dashboards, and/or scorecards outlining cyber incidents

- and events are provided to management and are part of the board
meeting package.
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Innovative
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A mechanism is in place to provide instantaneous notification of incidents
to management and essential employees through multiple communication
channels with tracking and verification of receipt.
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Appendix A: Mapping Baseline Statements to FFIEC IT
Examination Handbook

The purpose of this appendix is to demonstrate how the FFIEC Cybersecurity Assessment Tool
declarative statements at the baseline maturity level correspond with the risk management and
control expectations outlined in the FFIEC Information Technology (IT) Examination Handbook.

The mapping is by Domain, then by Assessment Factor and Category. Each statement is then
sourced to its origin in an applicable FFIEC IT Examination Handbook. Refer to the last page of
this appendix for the Source reference key.

Domain 1 ~ Cyber Risk Management and Oversight

GovernancefOversight: Designated members of management are held accountable by the board or
_ an appropriate board committee for implementing and managing the information security and business
continuity programs.

Source: 15.B.3: Financial institutions should implement an ongoing security process and institute
appropriate governance for the security function, assigning clear and appropriate roles and
responsibilities to the board of directors, management, and employees.

Additional reference:” Information Security and Management Booklets.

Governance/Oversight: Information security risks are discussed in management meetings when
prompted by highly visible cyber events or regulatory alerts. 7
Source: 15.B.6: Senior management should clearly support all aspects of the information security

program... participate in assessing the effect of security issues on the financial institution and its
business lines and processes.

: Governance/Oversight: Management provides a written report on the overall status of the information
| security and business continuity programs to the board or an appropriate board committee at least
: annually.

Source: 15.8.5: The board should approve written information security policies and the written
report on the effectiveness of the information security program at least annually,

* Information Security, Management

Governance/Oversight: The budgeting process includes information security related expenses and
tools.
Source: £B.B.20: Financial institutions should base any decision to implement e-banking products
and services on a thorough analysis of the costs and benefits associated with such action. The

individuals conducting the cost-benefit analysis should clearly understand the risks associated with
e-banking so that cost considerations fully incorporate appropriate risk mitigation controls.

EB.WP.2.2: Determine the adequacy of board and management oversight of e-banking activities
with respect to strategy, planning, management reporting, and audit. Determine whether e-banking
guidance and risk considerations have been incorporated into the institution's operating policies to
an extent appropriate for the size of the financial institution and the nature and scope of its e-
banking activities.

! Other IT Examination Handbook booklets serve as additional reference — this is noted with an asterisk.
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‘ GovernanceIStrategy -Policies: The institution has pollmes commensurate with its risk and compiexny

____FFIEC Cybersecurlty Assessment T.:._°

Governance!Overmght Management considers the risks posed by other critical infrastructures (e.q.,
telecommunications, energy) to the institution.

Source: BCP.B.J-12: Cyber attacks may alsa be executed in conjunction with disruptive physical
events and may affect multiple critical infrastructure sectors (e.g., the telecommunications and

energy sectors). Financial institutions and TSPs should consider their susceptibility to simultaneous

attacks in their business resilience planning, recovery, and testing strategies.

BCP.WP.10: Determine whether the financial institution's and TSP's risk management strategies
are designed to achieve resilience, such as the ability to effectively respond to wide-scale
dlsruptlons inciudeng cyber attacks and attacks on multlple critical infrastructure sectors.

GovernanceIStrategy -Policies: The insfitution has an information security strategy that mtegrates

technology, policies, procedures, and training to mitigate risk.

Source: 15.B.3: The Information Security Strategy {plan to mitigate risk that integrates technology,
policies, procedures, and training) should be reviewed and approved by the board of directors.

1S.WP.1.3.2: Determine whether the risk assessment provides adequate support for the security
strategy, controls, and monitoring that the financial institution has implemented.

IS.WP.ILL.1: Obtain an understanding of the data security strategy (approach to protecting data,
risk assessment, policies and procedures, and review data sensitivity/update assessments).

* Management

' that address the concepts of information technology risk management.

June 2015

Source: 15.B.16: institutions generally should establish defenses that address the neiwork and
application layers at external connections, whether from the Internet or service providers.

1S.WP.1.3: Determine the adequacy of the risk assessment process.

1S.WP.1.6: Determine the adequacy of securlty monltonng

GovemancelStrategy-Pohc:es The institution has policies commensurate W|th its risk and complemty
that address the concepts of threat information sharing.

Source: EB.B.28 Each financial institution with external connectivity should ensure the following
controls exist internally or at their TSP. Financial institutions should maintain an ongoing
awareness of attack threats through membership in information-sharing entities such as the
Financial Services - Information Sharing and Analysis Center {FS-ISAC), Infragard, the CERT
Coordination Center, private mailing lists, and other security information sources.

EB.WP.4.2: Discuss the institution's e-banking environment with management as applicable.

Governance/Strategy-Policies: The institution has board-approved policies commensurate with its
risk and complexity that address information security.

Source: I8.8.16: Financial institutions are required to establish an information security program that
meets the requirements of the 501(b) guidelines. Information security policies and procedures are
some of the institution’s measures and means by which the objectives of the information security
program are achieved.

IS.WP.I.4: Evaluate the adeguacy of security policies and standards relative to the risk to the
institution.

* Operations, Wholesale Payments, Retail Payments
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GovemanceiStrategy-PoIncnes The institution has pohmes commensurate with its risk and complexity
that address the concepts of external dependency or third-party management.

Source: OT.B.2: Financial institutions should have a comprehensive outsourcing risk management
process o govern their TSP relationships.

* E-Banking

Governance/Strategy-Policies: The institution has policies commensurate with its risk and complexity
that address the concepts of incident response and resilience.

Source: 15.B.83: The security response center should be governed by policies and procedures that
address security incidents.

IS.WP.II.M.15: Evaluate the appropriateness of the security policy in addressing the review of
compromised systems.

* E-Banklng, Operat.lons

GovernancelStrategy Policies: All elements of the information secunty program are coordinated
enterprise-wide.

Source: 18.8.7: 12 CFR 30 11.A. "Information Security Program. Each bank shall implement a
comprehensive written information security program that includes administrative, technical, and
physical safeguards appropriate to the size and complexity of the bank and the nature and scope
of its activities. While all parts of the bank are not required to implement a uniform set of policies,
all elements of the information security program must be coordinated."

IS.WP.1.7.3: Evaluate the effectiveness of enterprise-wide security administration. Review security
guidance and training provided to ensure awareness among employees and contractors, including
annual certification that personnel understand their responsibilities.

* E-Banking, Management Operatrons Wholesale Payments

Governance/IT Asset Management An mventory of urganlzatlonal assels (e g., hardware, software,
data, and systems hosted externally) is maintained.

Source: 1S.B.9: A risk assessment should include an identification of information and the
information systems to be protected, including electronic systems and physical components used
to access, store, transmit, protect, and eventually dispose of information. Information and
information systems can be both paper-based and electronic-based.

IS.WP.1.3.1: Consider whether the institution has identified and ranked information assets (e.g.,
data, systems, physical locations}) according to a rigorous and consistent methodology that
considers the risks to customer non-public information as well as the risks to the institution.

*E- Bankmg, Management Operat.'ons

. Governance/IT Asset Management Orgamzatlonal assets (e g., hardware, systems data, and
applications) are prioritized for protection based on the data classification and business value.

Source: 15.8B.12: Prioritizes the risks present due to threats and vulnerabilities to determine the
appropriate level of training, controls, and assurance necessary for effective mitigation.

1S.WP.ILM.22: Determine whether an effective process exists to respond in an appropriate and
timely manner to newly discoverad vulnerabilities.

GovernancelIT Asset Management: Management assigns accountablllty for mamtalnlng an inventory
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of organizational assets.

Source: 1S.B.9: A risk assessment should include an identification of information and the
information systems to be protected, including electronic systems and physical components used
to access, store, transmit, protect, and eventually dispose of information. Information and
information systems can be both paper-based and electronic-based.

: 1S.WP.1.3.1: Consider whether the institution has identified and ranked information assets (e.g.,
data, systems, physical locations) according to a rigorous and consistent methodology that
! considers the risks to customer non-public information as well as the risks to the institution.

: Governance/IT Asset Management A change management process is in piace to request and
3 approve changes to systems configurations, hardware, software, applications, and security tools.

Source: 1S.8.56; Financial institutions should ensure that systems are developed, acquired, and
maintained with appropriate security contrals.

18.WP.1.4.1: Review and evaluate security policies and standards to ensure that they sufficiently
address the following area when considering the risks identified by the institution: software

; development and acquisition, including processes that evaluate the security features and software
i trustworthiness of code being developed or acquired, as well as change control and configuration
management.

* Operations Wholesale Payments

Risk Managementhlsk Management Program An information security and business contanIty risk
management function(s) exists within the insfitution.

Source: 15.B.68: Palicies regarding media handling, disposal, and transit should be implemented to <
enable the use of protection profiles and otherwise mitigate risks to data. e

I1S.WP.1.4: Evaluate the adequacy of security policies and standards relative to the risk to the
institution. Physical controls over access to hardware, software, storage media, paper records, and
facilities. Media handling procedures and restrictions, including procedures for securing,
transm;ttmg and dlsposmg of paper and electronic information.

Risk Managemen’dR:sk Assessment: A risk assessment focused on safeguardang customer
information identifies reasonable and foreseeabie internal and external threats, the likelihood and
potential damage of threats and the sufficiency of policies, procedures, and customer information
systems.

Source: 18.8.8: Risk managers should incorporate security issues into their risk assessment
process for each risk category. Financial institutions should ensure that security risk assessments
adequately consider potential risk in all business lines and risk categories. An adequate risk
assessment identifies the value and sensitivity of information and system components and then
balances that knowledge with the exposure from threats and vulnerabilifies.

IS.WP.1.3.1: Determine the adequacy of the risk assessment process. Review the risk assessment
to determine whether the institution has characterized its systems properly and assessed the risks
to information assets.

* Information Security, E-Banking, Operations, Wholesale Payments, Outsourcing, Retail
Payments

Risk ManagemenURlsk Assessment: The risk assessment |dent|f ies internet- based systems and
high-risk transactions that warrant additional authentication controls.

Source: 1S.8.12; Prioritizes the risks present due to threals and vulnerabilities to determine the (\
appropnate leve! of training, controls, and assurance necessary for effective mitigation. ;
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1S.WP.II.M.22: Determine whether an effective. process exists to respond in an appropriate and
timely manner to newly discovered vulnerabilities.

* E—Bankfng, Management Wholesale Payments Outsourcmg, Retaif Paymem‘s

Risk ManagemenﬂRtsk Assessment: The risk assessment is updated to address new technologles
preducts, services, and connections before deployment.

Source: 18.B.13: Risk assessments should be updated as new information affecting information
security risks is identified {e.g., a new threat, vulnerability, adverse test result, hardware change,
software change, or configuration change).

IS.WP.1.3.3: Defermine the adequacy of the risk assessment process.

* Information Secunty, E- Bankmg, Management Wholesale Payments

Risk ManagementlAudlt Independent audit or review evaluates policies, procedures, and controls
across the institution for significant risks and control issues associated with the institution’s operations,
including risks in new products, emerging technologies, and information systems.

Source: AUD.B.4: The internal audit manager should be responsible for internal control risk
assessments, audit plans, audit programs, and audit reports associated with IT.

*E- Bankmg, Management Operations, Retail Payments

Risk ManagementlAudlt The independent audit function validates confrols related to the storage or
transmission of confidential data.

Source: AUD.B.1: An effective IT audit program should... promote the confidentiality, integrity, and
availability of information systems.
Risk ManagemenﬂAudtt Leggzng practices are mdependently reviewed penod:caliy to ensure
appropriate log management (e.g., access controls, retention, and maintenance).

Source: OPS.B.29: Operations management should periodically review all logs for completeness
and ensure they have not been deleted, modified, overwritten, or compromased

Risk ManagemenﬂAudit Issues and corrective actions from internal audits and mdependent
- testing/assessments are formally tracked to ensure procedures and control lapses are resolved in a
timely manner.

Source: 1S.8.6: The annual approval should consider the results of management assessments and
reviews, internal and external audit activity related to information security, third-party reviews of the
information security program and information security measures, and other internal or external
reviews designed to assess the adequacy of information security controls.

1S.WP.IL.L.2: Review audit and security review reporis that summarize if data is protected
consistent with the risk assessment.

AUD.B.8: A risk assessment process to describe and analyze the risks inherent in a given line of
business.

AUD.WP.17.1: Determine the adequacy of the overall audit plan in providing appropriate coverage
of IT risks.

Resourceslstaffmg information secunty roles and responsmliitles have been identified.

Source: I15.B.7: Employees should know, understand, and be held accountable for fulfilling their
security responsibilities. Financial institutions should define these responsibilities in their security
policy.
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E- Bankmg, Management '

Information Secunty,

ResourcesIStaffmg Processes are in piace to :dentn‘y addlt[onal expemse needed fo improve
information security defenses.

Source: I1S.WP.1.2.8: Determine the size and quality of the institution's security staff. Consider ...
adequacy of staffing levels and lmpact of any turnover.

Trammg and Cuiturel'l'ramlng Annual information securlty tramlng is prowded
Source: 1S.B.66: Providing training to support awareness and policy compliance.

IS.WP.1.7.3: Review security guidance and training provided to ensure awareness among
employees and contractors, including annual certification that personnel understand their
responsibilities.

* E-Banking, Operations

- Training and Culture/Training: Annual information security training includes incident response,
current cyber threats (e.g., phishing, spear phishing, social engineering, and mobile security), and
emerging issues.

Source: 1S.B.66: Providing training to support awareness and policy compliance... Training should
also address social engineering and the policies and procedures that protect against social
engineering attacks.

IS.WP.1.7.3: Review security guidance and training provided to ensure awareness among
employees and contractors, including annual certification that personnel understand their
responsibilities.

* Operations

Training and Culture/Training: Situational awareness materials are made available o employees
when prompted by highly visible cyber events or by reguiatory alerts.

Source: IS.B.7: Ensure an effective information security awareness program has been
implemented throughout the organization.

1S.WP.1.7.3: Review security guidance and training provided to ensure awareness among
employees and contractors, including annual certification that personnel understand their
respon5|b|ltt1es
Trammg and Culture/Training: Customer awareness materials are read|ly available (e g.. DHS'
Cybersecurity Awareness Month materials).

Source: EB.WP.6.3: Review the Web site content for inclusion of the following information which
institutions should consider to aveid customer confusion and communicate customer
responsibilities ... Security policies and customer usage responsibilities (including security
disclosures and Internet bankmg agreements)

Trammg and Culture/Culture: Management holds employees accountable for complymg with the
- informaation security program.

Source: 1S.B.7: Employees should know, understand, and be held accountable for fulfilling their
security responsibilities. Financial institutions should define these responsibilities in their security

policy.
* Information Security, Management
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- Domain 2 - Threat Intelligence and Collaboration

Threat Intelligence/Threat Intelligence and Information: The institution belongs or subscribes to a
threat and vulnerability information-sharing source(s) that provides information on threats {e.g., FS-
ISAC, US-CERT).

Source: EB.B.28: Financial institutions should maintain an ongoing awareness of aftack threats
through membership in information-sharing entities such as the Financial Services - Information
Sharing and Analysis Center (FS-ISAC}, Infragard, the CERT Coordination Center, private mailing
lists, and other security information sources.

15.B.83: Sources of external threat information include industry information sharing and analysis
centers (ISACs), Infragard, mailing lists, and commercial reporting services.

I8.WP.1.6.3: Information should include external information on threats and vulnerabilities (ISAC
and other reporis) and internal information related to controls and activities.

Threat Intelligence/Threat Intelligence and Information: Threat information is used to monitor
threats and vulnerabilities.

Source: 15.8.83: The security response center should consider, evaluate, and respond to both
external threats and internal vulnerabilities. Sources of external threat information include industry
information sharing and analysis centers (ISACs), Infragard, mailing lists, and commercial reporting
services.

IS.WP.1.6.1: Evaluate the adequacy of information used by the security response center.
Information should include external information on threats and vulnerabilities (ISAC and other
reports) and internal information related to controls and activities.

Threat Intelligence/Threat Intelligence and Information: Threat information is used to enhance
+ internal risk management and controis.

Source: 1S.B.4: Security Process Monitoring and Updating .... This information is used to update
the risk assessment, strategy, and controls.

18.WP.1.3.3: Evaluate the risk assessment process for the effectiveness of the following key
practices: multidisciplinary and knowledge-based approach; systematic and centrally controfled;
integrated process; accountable activities; documented; knowledge enhancing; and regularly
updated.

Monitoring and Analyzing/Monitoring and Analyzing: Audit log records and other security event
logs are reviewed and retained in a secure manner.

Source: 15.8.79: Institutions should strictly control and monitor access to log files whether on the
host or in a centralized logging facility.

IS.WP.11.B.13: Determine whether logs of security-related events are appropriately secured against
unauthorized access, change, and deletion for an adequate time period and that reporting to those
logs is adequately protected.

* E-Banking, Operations, Retail Payments

Monitoring and Analyzing/Monitoring and Analyzing: Computer event logs are used for
investigations once an event has occurred.

Source: IS.B.83: Because the identification of incidents requires monitoring and management,
response centers frequently use SIM (security information management) tools to assist in the data
collection, analysis, classification, and reporting of activities related to security incidents.
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iS.WP.i1.G.7: Determine whether appropriate Iogs are maintained and avaliable to'support lnCIdent
detection and response efforts.

Information Sharmgltnformat:on Sharlng Information security threats are gathered and shared with
: applicable internal employees.

Source: 1S.B.83: Reporting policies should address internal and external reporting.

1S.WP.1.6.4: Obtain and evaluate the policies governing security response center functions,
including monitoring, classification, escalation, and reporting.

Information Sharmg]lnformat:on Sharmg Contact information for law enfarcement and the
regulator(s) is maintained and updated regularly.

Source: BCRP.WP.1.5.1: Include(s) emergency preparedness and crisis management plans
that...Include an accurate contact tree, as well as primary and emergency contact information, for
communicating with employees, service providers, vendors, regulators, municipal authorities, and
emergency response personnel

Information Sharmgl!nformatlon Sharmg Information about threats is shared with law enforcement
and regulators when required or prompied.

Source: 15.8.84: Preparation ... involves defining the policies and procedures that guide the
response, assigning responsibilities to individuals, providing appropriate training, formalizing
information flows, and selecting, installing, and understanding the fools used in the response effort.
Key considerations ...include... When and under what circumstances to notify and involve
regulators, customers, and law enforcement. This consideration drives certain monitoring
decisions, decisions regarding evidence gathering and preservation, and communications
considerations.

Domain 3 - Cybersecurlty Controls

Preventive Contro!sllnfrastructure Management Network penmeter defense tools (e g., border
router and firewall) are used.

Source: 1S.B.33: Typical perimeter controls include firewalls that operate at different network
fayers, malicious code prevention, outbound filtering, intrusion detection and prevention devices,
and controls over infrastructure services such as domain name service (DNS). Institutions
internally hosting Internet-accessible services should consider implementing additional firewall
components that include application-level screening.

IS.WP.1.4.1: Evaluate the appropriateness of technical controls mediating access between security
domains.

* Information Secunty, E- Bankrng, Operatrons Wholesale Payments

Preventive Controls/Infrastructure Management Systems that are accessed from the Internet or by
external parties are protected by firewalls or other similar devices.

Source: 15.8.46: Management should establish policies restricting remote access and be aware of
ali remoie-access devices attached to their systems.

OPS.B.23: Transmission controls should address both physical and logical risks. In large, complex
insfitutions, management should consider segregating wide area networks (WAN) and iocal area
networks (LAN) segments with firewalls that restrict access as well as the content of inbound and
outbound traffic.

1S.WP.I.4: Review security policies and standards to ensure that they sufficiently address the |
foliowing areas when considering the risks identified by the institution. ... Network Access - Remote
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Preventive Controls/Infrastructure Management Up—to -date anti-virus and anti-malware tools are
. used.

. fFFIEC Cybersecunty Assessment Tool .
Access Controls (mcludlng w;reEess virtual prwate network [\/PN] modems and Internet-based)

OPS.WP.8.1: Determine whether management has implemented appropriate daily operational
controls and processes including... alignment of telecommunication architecture and process with
the strategic plan.

* E-Bankmg, Whoiesale Pa yments

Preventive Controls/Infrastructure Management All poris are monitored.

Source: 15.8.50: Institutions should consider securing PCs to workstations, locking or removing
disk drives and unnecessary physical ports, and using screensaver passwords or automatic
timeouts.

Source: 15.B.78: Host-based intrusion detection systems are recommended by the NIST for all
mission-critical systems, even those that should not allow external access.

IS WP.ILM.8: Determine whether appropriate detection capabilities exist related to... anti-virus,
anti-spyware, and other malware identification alerts.

* Quisourcing

Preventive Controls/infrastructure Management: Systems configurations (for servers, deskiops,

routers, etc.} follow industry standards and are enforced.

Source: 1S.B.56: Financial institutions should ensure that systems are developed, acquired, and
maintained with appropriate security controls.

IS.WP.Ii.H: Determine whether management explicitly follows a recognized security standard
development process, or adheres to widely recognized industry standards.

* E- Bankmg, Operations, Wholesale Payments, Outsourc.'ng

' Preventive Controls/Infrastructure Management: Ports, functions, protoc:ols and services are

prohibited if no longer needed for business purposes.

Source: 1S.B.50: Institutions should consider securing PCs to workstations, locking or removing
disk drives and unnecessary physical ports, and using screensaver passwords or automatic
timeouts.

IS.WF.11.C. 1: Determine whether hosts are hardened through the removal of unnecessary software
and services, consistent with the needs identified in the risk assessment, that configuration takes
advantage of available object, device, and file access controls, and that necessary software
updates are applied.

Preventive Controls/Infrastructure Management: Access to make changes to systems
configurations, (including virtual machines and hypervisors) is controlled and monitored.

Source: 15.B.56: Financial institutions should ensure that systems are developed, acquired, and
maintained with appropriate security controls. The steps include... Maintaining appropriately robust
configuration management and change conirol processes.

IS.WP.IL.H: Determine whether management explicitly follows a recognized security standard
development process, or adheres to widely recognized industry standards.

* E-Banking, Operations, Wholesale Payments, Qutsourcing
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Preventive Controls/Iinfrastructure Management: Programs that can oveiride system, ob;ect
network, virtual machine, and application controls are restricted.

Source: 1S.B.41: Financial institutions should secure access to the operating systems of all system
components by...Securing access to system utilities.

IS.WP.11.B.4: Determine whether effective pracedures and practices are in place to secure network
services, utilities, and d!agnostrc ports consistent with the overall risk assessment.

Preventive Controls/Infrastructure Management Systern sessions are locked after a pre-defined
period of inactivity and are terminated after pre-defined conditions are met.

Source: 1S.8.23: Controls against these attacks are account lockout mechanisms, which commonly

lock out access to the account after a risk-based number of failed login attempts.

IS.WP.II.A.4: Evaluate the effectiveness of password and shared-secret administration for
employees and customers considering the complexity of the processing environment and type of
information accessed.

* E- Bankmg, Wholesale Payments

Preventive Controls/Iinfrastructure Management Wireless network environments reguire security

settings with sfrong encryption for authentication and transmission. {*N/A if there are no wireless
networks.)

Source: 1S.B.40; If a financial institution uses a wireless network, it should carefully evaluate the
risk and implement appropriate additional controls.

IS.WP.1.4.1: Determine whether appropriate device and session authentication takes place,
parncularly for remote and wireless machines.

Preventive Controls/Access and Data Management: Employee access is granted to systems and
confidential data based on job responsibilities and the principles of least privilege.

Source: 1S.B.19: Access rights should be based upon the needs of the applicable user to carry out
legitimate and approved activities on the financial institution's information systems.

1S.WP.1.4.1: Review security policies and standards to ensure that they sufficiently address
administration of access nghts at enroliment, when duties change and at emp!oyee separatlon

Preventive Controls/Access and Data Management Empioyee access to systems and confidential
data provides for separation of duties.

Source: 18.B.19: Access rights should be based upon the needs of the applicable user to carry out
legitimate and approved activities on the financial institution’s information systems.

IS.WP.1.4.1: Review security policies and standards to ensure that they sufficiently address
administration of access rights at enroliment, when duties change, and at employee separation.

Preventive Controls/Access and Data Management: Elevated privileges (e.g., administrator
privileges) are limited and tightly contralled {e.g., assigned to individuals, not shared, and require
stronger password controls).

Source: 18.B.19: Autharization far privileged access should be tightly controlled.

IS-WP-1i-A.1: Determine whether access to system administrator level is adequately controlled and
monitored.

* E-Banking, Operations, Wholesale Payments, Quisourcing
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Preventive Controls/Access and Data Management: User access reviews are performed periodically
for all systemns and applications based on the risk to the application or system. '

Source: 1S.B.18: Reviewing periodically users' access rights at an appropriate frequency based on
the risk to the application or system.

IS.WP.1.7.6: Evaluate the process used to monitor and enforce policy compliance {(e.g., granting
and revocation of user rights).

* Wholesale Payments

Preventive Confrols/Access and Data Management: Changes to physical and logical user access,
including those that result from voluntary and involuntary terminations, are submitted to and approved
by appropriate personnel.

Source: 1S.B.18: Financial institutions should have an effective process to administer access rights
including: assigning users and devices only the access required to perform their required functions .
and updating access rights based on personnel or system changes. :

IS.WP.1.4.1: Review security policies and standards to ensure that they sufficiently address
administration of access rights at enrollment, when duties change, and at employee separation.

* Information Secunty, Wholesale Payments

Preventive Controls/Access and Data Management Identification and authentication are requnred
and managed for access to systems, applications, and hardware.

. Source: 1S.B.21: Financial institutions should use effective authentication methods appropriate to
( ; the level of risk by...selecting authentication mechanisms based on the risk associated with the
' particular application or services.

1S-WP-1I-A.3: Authentication - Evaluate whether the authentication method selected and
implemented is appropriately supported by a risk assessment.

* Information Secunty, E—Bank:ng, Operanons Wholesale Payments Retail Payments

Preventwe ControlsfAccess and Data Management Access cantrols include password complexny
and limits to password attempts and reuse.

i | Source: 18.8.66: Financial institutions should control and protect access to paper, film and
computer-based media to avoid loss or damage.

1S-WP-II-A.4; Evaluate the effectiveness of password and shared-secret administration. ..
Password composition in terms of length and type of characters (new or changed passwords
should result in a password whose strength and reuse agrees with the security policy).

* Wholesale Payn‘rents

Preventive Controls/Access and Data Management All default passwords and unnecessary default
accounts are changed before system implementation.

Source: 15.8.61: When deploying off-the-shelf software, management should harden the resulting
system. Hardening includes the foliowing actions... Changing all default passwords.

IS.WP.II.A.1: Determine whether the financial institution has removed or reset default profiles and
passwords from new systemns and eguipment.

* Wholesale Payments

Preventive Confroils/Access and Data Management Customer access to Internet-based products or
services requires authentication controls (e.g., layered controls, multifactor) that are commensurate

P
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" with the risk.

Source: 1S.B.21: Considering whether multi-factor authentication is appropriate for each
application, taking into account that multi-factor authentication is increasingly necessary for many
forms of electronic banking and electronic payment activities,

1S.WP.il.A.3: Evaluate whether the authentication method selected and implemented is
appropriately supported by a risk assessment.

* Information Secum‘y, E-Banking, Wholesale Payments, Retail Payments

Preventive Controls/Access and Data Management Production and non-production environments
are segregated to prevent unauthorized access or changes to information assets. (*N/A if no production
environment exists at the insfitution or the institution’s third party.)

i Source: 1S.B.64: Isolated software libraries should be used for the creation and maintenance of
| ! software. Typically, separate libraries exist for development, test, and production.

IS.WP.II.H.6: Evaluate the adequacy of the change control process.
Preventrve Controls/Access and Data Nianagement Physical secunty controls are used to prevent
unauthorized access to information systems and telecommunication systems.

Source: 18.B.47: Financial institutions should define physical security zones and implement
appropriate preventative and detective controls in each zone to protect against risks.

IS.WP.I1.4.1: Evaluate the adequacy of security policies and standards relative to...physical controls
over access to hardware, software, storage media, paper records, and facilities.

*E- Banking, Operatrons Wholesale Payments Retail Payments

Preventive Controls/Access and Data Management All passwords are encrypted in storage and in
fransit.

Source: 15.8.21: Encrypting the transmission and storage of authenticators (e.g., passwords,
persona! identification numbers (PINS) digital certificates, and blometnctempta’ses)

Preventive Controls/Access and Data Management: Confidential data are encrypted when
transmitted across public or untrusted networks (e.g., Internet).

Source: IS.B.51; Encryption is used to secure communications and data storage, particularly
authentication credentials and the transmission of sensitive information.

IS.WP.I1.B.15: Determine whether appropriate controls exist over the confidentiality and integrity of
data transmitted over the network (e.g., encryption, parity checks, message authentication).

* E-Banking, Operations, Wholesale Payments, Outsourcing, Retail Payments

Preventive Controls/Access and Data Management: Mobile devices (e.g., laptops, tableis, and
removable media) are encrypted if used to store confidential data. (*N/A if mobile devices are not
used).

Source: IS.B.51: Financial institutions should employ encryption to mitigate the risk of disclosure or
alteration of sensitive information in storage and transit.

1S.WP.ILK.1: Review the information security risk assessment and identify those items and areas
classified as requtrlng encryptlon

Preventive Controls/Access and Data Management Remote access to critical systems by
employees contractors, and third part:es uses encrypted connections and multifactor authentication. (\
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Source: 1S.B.45: Financial institutions should secure remote access to and from their systems...
securing remote access devices, and using strong authentication and encryption to secure
communications.

IS.WP.i1.B.17: Determine whether remote access devices and network access points for remote
equipment are appropriately controlted. For example, authentication is of appropriate strength {e.g.,
two-factor for sensitive components); and remote access devices are appropriately secured and
controlled by the institution.

* information Secunty, Operatrons

Preventive Controls!Access and Data Management Administrative, physmal or technical controls
are in place to prevent users without administrative responsibiliies from installing unauthorized
software.

Source: 15.8.25: Examples of Acceptable Use Policy (AUP) elements for internal network and
stand-alone users include... hardware and software changes the user can make to their access
device.

IS.WP.I1.D.3: Determine whether adequate inspection for, and removal of, unauthorized hardware
and software takes place

Preventive Controls/Access and Data Management Customer service (e g., the call center) utilizes
- formal procedures to authenticate customers commensurate with the risk of the transaction or request.

Source: 18.B.19: Customers may be granted access based on their relationship with the institution.

IS.WP.ILA.3: Evaluate whether the authentication method selected and implemented is
approprlately suppor&ed by a risk assessment.

Preventive Controls/Access and Data Management Data are dzsposed of or destroyed accordlng to
. documented requirements and within expected time frames.

Source: 1S5.B.66: Financial institutions should control and protect access to paper, film and
computer-based media to avoid loss or damage. Institutions should ... ensure safe and secure
disposal of sensitive media.

IS.WP.1.4: Evaluate the adequacy of security policies and standards relative {o the risk to the
institution. Physical controls over access to hardware, software, storage media, paper records, and
facilities. Media handling procedures and restrictions, including procedures for securing,
transmitting and disposing of paper and electronic information.

* Information Secunty, Operatfons

Preventive Controls/Device-End Point Security: Controls are in place to restrict the use of
removable media to authorized personnel.

Source: 1IS.WP.I.4.1: Review security policies and standards to ensure that they sufficiently
address the following areas when considering the risks identified by the institution... Media
handling procedures and restrictions.

Preventive Controls/Secure Coding: Developers working for the institution follow secure program
coding practices, as part of a system development life cycle (SDLC), that meet industry standards.

Source: 15.8.56: Financial institutions should ensure that systems are developed, acquired, and
maintained with appropriate security controls.

IS.WP.ILH.2: Determine whether management explicitly follows a recognized security standard

development process or adheres to wndely recogruzed mdustry standards.
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Preventive Controls/Secure Coding: The security controls of internally developed sofiware are
periodically reviewed and tested. (*N/A if there is no software development.).

Source: 1S.8B.53: Ongoing risk assessments should consider the adequacy of application level
controls in light of changing threat, network, and host environments.

1S.WP.i1.H.8: Inquire about the method used to test the newly developed or acquired software for
vulnerabilities.

Preventive Controls/Secure Codmg The secunty controls in lnternally developed software code are
independently reviewed before migrating the code to production. (*N/A if there is no software
development.)

Source: D&A.B.2: Finangial institutions shouid consider information security requirements and
incorporate automated controls into internally developed programs, or ensure the controls are
incorporated into acquired software, before the software is implemented.

D&A.B.9: Independence — Audit and quality assurance personnel should be independent of the
project they are reviewing.

D&A.WP.13.1: Evaluate the security and integrity of system and application software by reviewing:
the adequacy of quality assurance and testing programs: the adequacy of security and internal-
control design standards; the adequacy of involvement by audit and security personne! in software
development and acquisition projects; and the adequacy of internal and external security and
control audits.

Preventive Controls/Secure Coding: Intellectual property and production code are held in escrow. ‘
{*N/A if there is no production code to hold in escrow.} (
' Source: D&A.B.39: In addition to ensuring access to current documentation, arganizations should

consider protecting their escrow rights by contractually requiring software vendors to inform the
organization if the sofiware vendor pledges the software as loan collateral.

D&A.WP.6.1: Assess the adequacy of ecquisition activities by evaluating... The adequacy of
contract and Ilcensmg prowssons that address... Source-code acceSSIbmty/escrow assertions.

Detective Controls/Threat and Vulnerability Detection: independent testing (including penetration
testing and vulnerability scanning) is conducted according to the risk assessment for external-facing
- systems and the internal network.

Source: I1S.B.61; Hardening includes the following actions... Testing the system to ensure a secure
configuration... [and] Testing the resulting systems.

IS.WP.ILM.12: Evaluate sndependent tests, |nclud|ng penetratlon tests, audits, and assessments.

Detective Controls/Threat and Vulnerablhty Detection: Anti-virus and anti-malware tools are used to
detect attacks.

Source: 1S.B.55: Typical controls to protect against malicious code use technology, policies and
procedures, and training, all applied in a layered manner from perimeters inward to hosts and data.
The controls are of the preventative and detective/corrective variety.

1S.WP.1.4.1: Review security policies and standards to ensure that they sufficiently address
[Maiicious Code Prevention] when considering the risks identified by the institution.

* E-Bankmg

Detective Controls/Threat and Vulnerablllty Betection: Firewall rules are audited or verified at ieast {
quarterly.
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Source is. B 82! Firewall pohmes and other policies addressmg access control between the
financial insfitution’s network and other networks should be audited and verified at least quarterly.

IS.WP.11.B.10: Confirm that routing tables are regularly reviewed for appropriateness on a schedute
commensurate with risk.

Detective Controls/Threat and Vulnerability Detection: E-mail protection mechanisms are used to
filter for common cyber threats {e.g., attached malware or malicious links).

Source: 13.B.39: Enforcement of malicious code filtering is through anti-virus, anti-spyware, and
anti-spam filtering, the blocking of downloading of executable files, and other actions.

1S.WP.11.B.10: Confirm that malicious code is effectwely filtered.
Detective Controls/Anomalous Actwnty Detection: The institution is able fo detect anomalous
activities through monitoring across the environment.

Source: 1S.B.32: Financial institutions should secure access to their computer networks through
multipte layers of access controls to protect against unauthorized access. Institutions
should...monitor cross-domain access for security pollcy violations and anomalous actwaty

Detectwe Controis/Anomalous Actmty Detection: Customer fransactions generatlng anomalous
| activity alerts are monitored and reviewed.

Source: WPS.B.12: Moniter and log access to funds transfer systems, maintaining an audit trail of
all sequential transactions.

WPS.WPF.11.1.3: Requires its senior management receive and review activity and quality control
reports which disclose unusual or unauthorized activities and access attempts

Detectwe Controls/Anomalous Actlwty Detection: Logs of physscal and/or Ioglcal access are
. reviewed following events.

Seurce: 1S.B.73: Financial institutions should gain assurance of the adequacy of their risk
mitigation strategy and implementation by... Monitoring network and host activity to identify policy
violations and anomaious behavior.

IS.WP.HL.M. 1: Review security procedures for report monitoring to identify unauthorized or unusual
activities.
Detective Controls/Ancmalous Activity Detection: Access to critical systems by third parties is
moenitored for unauthorized or unusual activity.
Source: OT.B.26: Appropriate access controls and monitering should be in place between service
provider's systems and the institution.
Detective Controls/Anomalous Activity Detection: Elevated privileges are monitored.
Source: 15.8.19: Authorization for privileged access should be fightly controlied.

1S-WP-1I-A. 1. Determine whether access to system administrator level is adequately controlled and
monitored.

*E- Bankmg, Operatlons Wholesale Payments Outsourcmg

Detectwe Controls/Event Detection: A normal network activity baseline is established.

Seurce: IS.B.77: The behavior-based anomaly detection method creates a statistical profile of
normal activity on the host or network. Normal activity generally is measured based on the volume
of traffic, protocols in use, and connection patterns between various devices.
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IS-WP-II-M: Determine whether appropriate detection capablhties exist related to network-relate
anomalies.

* E—Bank.lng

" Detective Controls/Event Detection: Mechanisms (e g., anti-virus alerts, Iog event alerts) are in place
* to alert management to poiential attacks.

Source: 1S.8B.78: Host intrusion detection systems (hIDSs) include anti-virus and anti-spyware
programs... Host-based intrusion detection systems are recommended by the NIST for all mission-
critical systerns, even those that should not allow external access

Detective Controls/Event Detection: Processes are in place to monitor for the presence of
~ unauthorized users, devices, connections, and sofiware.

Source: IS.WP.I.M.9: Determine whether appropnate detection capabmties exist.

: Detective Controls/Event Detection: Responsubllstles for mon:tonng and reporting suspicious systems
activity have been assigned.

Source: 15.8.83: The responsibility and authority of security personnel and system administrators
for monitoring should be established, and the tools used should be reviewed and approved by
appropriate management with appropriate conditions for use.

IS.WP.il.M. 15; Evaluate the appropriateness of the security policy in addressing the review of
compromised systems. Consider documentation of the roles, respensibilities and authaority of
employees and contractors.

’ - Detective Controls/Event Detection: The physu:al environment is monitored to detect potential
unauthorized access.

Source: 1S.B.47: Implement appropriate preventative and detective controts to protect against
physical penetration by malicious or unauthorized people, damage from environmental
contaminants, and electronic penetratlon through active or passnve elecironic emissions.

Corrective Contro[sIPatch Management A patch management program is [mp!emented and ensures
that software and firmware patches are applied in a timely manner.

; Source; 15.B.62: Software support should incorporate a process to update and patch operaling
i system and application software for new vulnerabiiities.

OFS.8.22: Management should establish procedures to stay abreast of patches, to test them in a
segregated environment, and to install them when appropriate.

1S.WP.I1.C.3: Determine whether adequate processes exist to apply host security updates, such as
patches and anti-virus signatures, and that such updating takes place.

OPS.WP.5.1; Determine whether management has implemented and effectively utilizes
operational control programs, processes, and tools such as... Project, change, and patch
management.

Corrective Controls/Patch Management: Patches are tested before being applied to systems and/or
software.

Source: OPS.B.22: Management should establish procedures to stay abreast of patches, to iest
them in a segregated environment, and to install them when appropriate.

OPS.WP.5.1: Determine whether management has implemented and effectively utilizes
operational control programs, processes, and tools such as... Project, change, and patch
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nda:nagement.
Corrective Controls/Patch Management Patch management reports are reviewed and reﬂect
" missing security patches,

Source: D&A.B.50: Patch management standards should include procedures for identifying,
evaluating, approving, testing, installing, and documenting patches...Organizations should have
procedures in place to |dent|fy available patches and to acquire them from trusted sources.

Corrective Controls/Remediation: Issues identified in assessments are prlontlzed and resolved
based on criticality and within the time frames established in the response to the assessment report.

Source: 18.B.87: Senior management should require periodic self-assessments to provide an
ongoing assessment of policy adequacy and compliance and ensure prompt corrective action of
significant deficiencies.

IS.WP.1.6.9: Determine the timeliness of identification of vulnerabilities and anomalies, and
evaluate the adequacy and tlmmg of corrective action.

Domaln 4 — External Dependency Management

Connect:onsIConnectlons The critical business processes that are dependent an external
~ connectivity have been identified.

Source: 18.B.9: The institution's system architecture diagram should include a system
characterization and data flow analysis of networks (where feasible), compuier systems,
connections to business partners and the Internet, and the interconnections between internal and
external systems.

1S.WP.1.2.3: Determine the extent of network connectivity internally and externally, and the
boundaries and functions of security domains.

* Operations

Connections/Connections: The institution ensures that third-party connections are authorized.

Source: 1S5.B.17: The selection of where to put which control is a function of the risk assessment.
Institutions generally should establish defenses that address the network and application layers at
external connections, whether from the Internet or service providers.

a IS.WP.H.B.2: Evaluate controls that are in place to install new or change existing network

infrastructure and to prevent unauthorized connections to the financial institution's network.

- Connections/Connections: A network diagram is in place and identifies all external connections.

Source: 15.B.9: The institution's system architecture diagram and related documentation should
identify service provider relationships, where and how dala is passed between systemns, and the
relevant conirols that are in place.

1S.WP.1.2.3: Determine the extent of network connectivity internally and externally, and the
houndaries and functions of security domains.

* Operations
Connections/Connections: Data flow diagrams are in place and document information flow to
. external parties.

Sourece: IS.B.10: Financial institutions outsourcing strategy also should be considered in identifying
relevant data flows and infermation processing activities. The financial institution's system
architecture diagram and related documentation should identify setvice provider relationships,
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FIEC Cybersecunty Assessmen 00! _
where and how data is passed between systems ‘and the relevant controls that are in p]ace

[5.B.1.3: Identify changes to the technology infrastructure or new products and services that might
increase the institutions risk from information security issues. Consider...network topology
including changes to configuration or components.

= Bankmg

Relataonsh:p ManagemenﬂDue Dll:gence Rlsk-based due d[llgence is performed on prospective

third parties before contracts are signed, including reviews of their background, reputation, financial
condition, stability, and security controls.

Source: 1S.8.69; Financial institutions should exercise their security responsibilities for outsourced
operations through appropriate due diligence in service provider research and selection.

1S.WPE.1.5: Evaluate the sufficiency of security-related due diligence in service provider research
and selection.

* Operat.'ons Outsouromg, E- Bankrng, Retail F’ayments

Relat:onshlp ManagemenUDue Dlligence A list of third- party service providers is maintained.

Source: OT.B.19: To increase monitoring effectiveness, management should periodically rank
service provider relationships according to risk to determine which service providers require closer
monitoring.

OT.WP.1.1.3: Interview management and review institution information to identify...current
outsourcing relationships, including cloud computing relationships, and changes to those
relationships since the last examination. Identify any material service provider subcontractors;
affiliated service providers; foreign-based third-party providers; current transaction volume in each
function outsourced; any material problems experienced with the service provided; and service
prowders with 5|gmf icant financial- or control-related weaknesses.

Relationshlp Management!Due Dllrgence A risk assessment is conducted to |dentlfy cnticallty of

June 2015

service providers.

Source: OT.B.6: Management should consider the following factors in evaluating the quantity of
risk at the inception of an outsourcing decision, [including]...Risks pertaining to the function
outsourced include... [and] Risks pertaining to the technology used.

OT.B.23: Financial institutions must also consider which of their critical financial services rely on
TSP services, mcludlng key telecommunication and network service prov:ders

Relatmnsh:p Managementhontracts Formal contracts that address relevant security and privacy

requirements are in place for all third parties that process, store, or transmit confidential data or provide
critical services.

Source: 1S.B.7: Management also should consider and monitor the roles and responsibilities of
external parties. The security responsibilities of technology service providers {TSPs), contractors,
customers, and others who have access to the institution's systems and data should be clearly
delineated and documented in contracts.

1S.WP.1.5.2: Evaluate the security-related controls embedded in vendor management. Evaluate the
adequacy of contractual assurances regarding security responsibilities, controls, and reporting.

* Outsourcmg, E- Bankfng, Retail Payments

Relatnonshlp Managementhontracts Contracts acknowledge that the third party is responsnbie for
the security of the institution’s confidential data that it possesses stores, processes, or transmits.

18
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FF__[_E ‘Cybersecurity Assessment Tool |
Source: IS B.12- An institution's contract with the service prov:der should contain language that
establishes standards the service provider should meet and provide for periodic reporting against
those standards.

* E-Banking, Retail Payments

Relationship Management/Contracts: Contracts stipulate that the third-party security controls are
regularly reviewed and validated by an independent party.

Source: 1S5.B.12: The contract should include a provision for the independent review of internal
controls at service providers and vendors, require that timely action be taken to address identified
vulnerabilities, and require a reporting to the institution of the review, its findings, and the actions
taken in response to the findings.

IS.WP.1.5.4: Determine that the scope, completeness, frequency, and timeliness of third-party
audits and tests of the service provider's security are supported by the financial institution’s risk
assessment.

* Audit, Outsourcmg
Re[atlonshlp Management!Contracts Contracts |dent1fy the recourse available to the institution
' should the third party fail to meet defined security requirements.

Source: OT.B.12: Institutions should include performance standards that define minimum service
level requirements and remedies for failure to meet standards in the contract.

OT.WP.1.3.4: Evaluate the process for entering into a coniract with a service provider. Consider
whether the contract contains adequate and measurable service level agreements.

{ ) ' * Retail Payments

Re!atlonshlp ManagemenﬂContracts Contracts establish respon3|bllzt|es for responding to security
" incidents.

Source: EB.B.22: The board and senior management must provide effective oversight of third-party
vendors providing e-banking services and support. Effective oversight requires that institutions
ensure the following practices are in place...Menitoring reports and expectations including
incidence response and notification.

* Retail Payments

Relationshlp Managementl(:ontracts Contracts spec!fy the secunty requxrements for the return or
destruction of data upon contract termination.

Source: OT.B.15: The confract should establish notification and time frame requirements and
provide for the timely return of the institution's data and resources in a machine-readable format
upon termination. Any costs associated with conversion assistance should also be clearly stated.

Relationship Management/Ongoing Monitoring: The third-party risk assessment is updated
regularly.

Source: OT.B.3: Factors institutions should consider include.. .tailoring the enterprise-wide, service |
provider monitoring program based on initial and ongoing risk assessments of outsourced services.

* Information Securrty Audit, E- Bankmg

Relationship Managementhngomg Monitoring: Audits, assessments, and operational performance
reports are obtained and reviewed regularly validating securily controls for critical third parties.

el : Source: 15.8.86: Where indicated by the institution's risk assessment, management is responsible
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“for monitoring the sew[ce'prowder S.aCtIVItIES through review of tlmeEy audits and test results or
other equivalent evaluations.

1S.WP.I1.J.2-4: Determine whether the institution has assessed the service provider's ability fo meet
contractual security requirements. Determine whether appropriate security testing is required and
performed on any code, system, or service delivered under the contract.

* Outsourcrng, E-Banking, Retail Payments

Relatronshlp ManagementIOngomg Monttorlng Ongoing monitoring practlces include reviewing
- critical third-parties’ resilience plans.

Source: OT.B.19: The program should monitor the service provider environment including its
security controls, financial strength, and the impact of any external events.

OT.WF.1.3.6: Evaluate the institution's process for monitoring the risk presented by the service
provider relationship. Ascertain that monitoring addresses general control environment of the
service provider through the receipt and review of appropriate audit and regulatory reports; service
provider's disaster recovery program and testlng, information security.

Domam 5- Cyber Incident Management and Resilience

Incident Resilience Pianmng and StrategylPIanmng The institution has documented how it will
- react and respond to cyber incidents.

Source: BCP.B.4: Business continuity planning involves the development of an enterprise-wide
business continuity plan {BCP) and the prioritization of business objectives and critical operations
that are essential for recovery...focused on the impact of various threats that could potentially
disrupt operations rather than on specific events.

BCP.WP.7.5: Determine the existence of an appropriate enterprise-wide BCP.

BCP.WP.10: Determine whether the financial institution's and TSP's risk management strategies
are designed to achieve resilience, such as the ability to effectively respond to wide-scale
disruptions, including cyber attacks and attacks on multiple critical infrastructure sectors.

*E- Bankmg

Incident Resilience Planning and StrategyIPlanmng Communication channels exist to provide
employees a means for reporting information security events in a timely manner.

Source: 15.8.83: Reporting policies should address internal and external reporting, including
coordination with service providers and reporting to industry ISACs.

IS.WP.1.6.4: Obtain and evaluate the policies governing security response center functions,
including monitoring, classification, escalation, and reporting.

* Business Continur'ty F‘ianning

incndent Resilience Planning and StrategyIPIannlng Roles and responsubllltles far incident
response team members are defined.

Source: IS.B.84: Define policies and procedures that guide the response, assigning responsibilities
to individuals, providing appropriate training, formalizing information flows, and selecting, installing,
and understanding the tools used in the response effort.

1S.WP.1.6.2: 1dentify the organizational unit and personnel responsible for performing the functions
of a security response center.

* Business Continuity Planning, Operations
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FFIEC Cybersecurity Assessment Tool

Incident Resilience Planning and Strategy/Planring: The response team includes individuals with a
wide range of backgrounds and expertise, from many different areas within the institution. {e.g.,
management, legal, public relations, as well as information technology}.

Source:; 1S.B.84: Preparation — [Define] which personnel have authority to perform what actions.
This consideration affects the internal communications strategy, the commitment of personnel, and
procedures that escalate involvement and decisions within the organization.

1S.WP.11.M. 14; Determine whether an intrusion response team... contains appropriate
membership.

Incident Resilience Planning and Strategy/Planning: A formal backup and recovery plan exists for

- all critical business lines.

Source: BCP.B.4: The business continuity planning process should include the recovery,
resumption, and maintenance of all aspects of the business, not just recovery of the technology
components.

BCP.WP.3.1: Determine whether the work flow analysis was performed to ensure that all
departments and business processes are covered.

* E-Banking, Operations, Retail Payments
Incident Resilience Planning and Strategy/Planning: The insiitution plans to use business
| continuity, disaster recovery, and data back-up programs to recover operations following an incident.
Source: IS.B.71: Strategies should consider the different risk environments and the degree of risk
mitigation necessary to protect the institution in the event the continuity plans must be
implemented.

BCP.B.8: The risk assessment is the second step in the business continuity planning process. It
should include: evaluating the business impact analysis (B1A) assumptions using various threat
scenarios.

BCP.WP.I.4; Determine whether appropriate risk management over the business continuity
process is in place and if the financial institution’s and TSP's risk management strategies consider
wide-scale recovery scenarios designed to achieve industry-wide resilience.

* Retail Payments

Incident Resilience Planning and Strategy/Testing: Scenarios are used to improve incident
detection and response.

Source: 18.B.71; Risk assessments should consider the changing risks that appear in business
continuity scenarios and the different security posture that may be established.

BCP.B.J-13: Cyber threats wili continue to challenge business continuity preparedness. Financial
institutions should remain aware of emerging cyber threats and scenarios and consider their
potential impact to operational resilience.

BCP.WP.II.1.1: Determine whether the testing strategy addresses various event scenarios,
including potential issues encountered during a wide-scale disruption.

Incident Resilience Planning and Strategy/Testing: Business continuity testing involves
collaboration with critical third parties.

Source: BCP.B.J-6: Testing with third parties should disclose the adequacy of both organizations'
ability to recover, restore, resume, and maintain operations after disruptions, consistent with
businass and contractual requirements.
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F_FiEC Cybersecunty Assessment Too
BCP.WF.1.9.3: Assess whether the third-party TSP's contract provndes for the fol!owmg elements to '
ensure business resiliency. .. Testing requirements with the TSP.

* Outsourcmg, Retail Payments

Incident Resilience Planmng and Strategy/Testing: Systems appilcatlons and data recovery is
tested at least annually.

Source: BCP.B.J-7: For critical services, annual or more frequent tests of the contingency plan are
required. As with all BCP testing, the frequency should be driven by the financial institution's risk
assessment, risk rating, and any significant changes to the operating environment.

BCP.WP.1.11.4: Determine whether the testing strategy includes guidelines for the frequency of
testing that are consistent with the criticality of business functions, recovery time objectives
{RTOs}, recovery point objectives {RPOs), and recovery of the critical path, as defined in the
business impact analysis (BIA) and risk assessment, corporate policy, and regulatory guidelines.

* Retail Paymenis

Detection, Response & Mitigation/Detection: Alert parameters are set for detecting information

June 2015

security incidents that prompt mitigating actions.

Source: 18.B.43: Management has the capability to filter logs for potential security events and
provide adequate reporting and alerting capabilities.

IS.WP.i1.H.4: Evaluate whether the software acquired incorporates appropriate security controls,
audit trails, and activity logs and that appropriate and timely audit trail and log reviews and alerts
can take place.

* Business Continuity Planning

Detection, Response & Mitigation/Detection: System performance reports contain information that
can be used as a risk indicator to detect information security incidents.
Source: 15.B.86: Security personnel should monitor the information technology environment and
review performance reports to identify trends, new threats, or controi deficiencies. Specific
activities could include reviewing security and activity logs, investigating operational anomalies,
and routinely reviewing system and application access levels.

IS.WELM. 1: Identify the monitoring performed to identify non-compliance with institution security
policies and potential intrusions... Review security procedures for report monitoring to identify
unauthorized or unusual activities.

Detection, Response & M:tngatlonfDetecuon Tools and processes are in place to detect, alert, and
trigger the incident response program.

Source: 15.8.84; Define policies and procedures that guide the response, assigning responsibilities
to individuals, providing appropriate training, formalizing information flows, and selecting, instalfing,
and understandmg the tools used in the respanse effort.

Detection, Response & Mntlgatloanesponse and Mltlgatlon Appropnate steps are taken io contain

and control an incident to prevent further unauthorized access to or use of customer information.

Source: 1S.8.84: While containment strategies between institutions can vary, they typically contain
the following broad elements: isolation of compromised systems, or enhanced monitoring of
intruder activities; search for additional compromised systems; coliection and preservation of
evidence; and communication with effected parties, the primary regulator, and law enforcement.

1S WP.11.M.14: Determine whether an intrusion response team: contains appropriate membership;
s available at all imes; has appropriate training to investigate and report findings; has access o
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. FFIEC Cybersecurlty Assessment Tool : S
back up data and systems an mventory of all approved hardware and software and momtored
access to systems (as appropriate); has appropriate authority and fimely access to decision

makers for actions that require higher approvals; and have procedures for submitting appropriate
incidents to the industry

* E—Bankmg, Business Contmu.vty Plannmg, Retail Payments

Escalation and Report;ngIEscalatlon and Reportmg A process exisis to contact personnel who are
responsible for analyzing and responding to an incident.

Source: 1S.B.83; Escalation policies should address when different personnel within the
organization will be contacted about the incident, and the responsibility those personnel have in
incident analysis and response.

15.WP.1.6.4: Obtain and evaluate the policies governing security response center functions,
including monitoring, classification, escalation, and reporting.

* Business Contmurty Planmng, Operat:ons

Escalation and ReportmgIEscaiation and Reportlng Procedures exist to notlfy customers,
regulators, and law enforcement as required or necessary when the institution becomes aware of an

" incident involving the unauthorized access fo or use of sensitive customer information.

Source: IS.B.84: Key considerations that directly affect the institution's policies and procedures
include the following: when and under what circumstances to notify and involve regulators,
customers, and law enforcement. This consideration drives certain monitering decisions, decisions
regarding evidence gathering and preservation, and communications considerations.

1S.WP.HLM.21: Determine whether response policies and training appropriately address
unauthorized disclosures of customer information, including notifying customers when warranted
{and] appropriately notifying its primary federal regulator. Evaluate coordination of incident
response policies and contractual noftification requirements.

* Business Confinuity P!annmg, Retail Payments

Escalation and Reportmg!EscaEatlon and Reportmg The institution prepares an annual report of

+ security incidents or viclations for the board or an appropriate board committee.

Source: 1S.B.5: Oversight requires the board to provide management with guidance; approve
information security plans, policies and programs; and review reports on the effectiveness of the
information security program.

IS.WP.1.7.1: Review board and committee minutes and reports to determine the level of senior
management support of and commitment to security.

Escalation and Reporting/Escalation and Reporting: Incidents are classified, logged, and tracked.

Source: OPS.B.28: Event/problem management plans should cover hardware, operating systems,
applications, and security devices and should address at a minimum: event/problem identification
and rating of severity based on risk; event/problem impact and root cause analysis; documentation
and tracking of the status of identified problems; the process for escalation; event/problem
resolution; management reporting.

OPS.WP.10.1: Describe and assess the event/problem management program’s ability to identify,
anaiyze, and resolve issues and events.
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Explanation of FFIEC IT Examination Handbook References
Each statement from the FFIEC IT Examination Handbook has a unique identifier that begins
with the document, followed by the section. If it is a booklet, then the page number is listed. If it
is from a work program, the ticr, objective reference, and statement number is listed. Each
portion of the unique identificr is separated by a period.

Below is a list of the unique identifiers used to reference the documents and the section.

o _ section
" Audit (AUD) " Booklet(Bjor
. Business Continuity Planning (BCP) Work Program (WP)
: Develonménténd Acdﬁisiti.on.(D&A)

. E-Banking (EB) R

Information Security (18)

- Management (MGT)

Opsratons 0PS)

- Qutsoyrcing Technology Services
. (OT)

' Retail Payment Systems (RPS)
- Wholesale Payment Systems (WPS) ' -

Document

Therefore, if the reference is from the Audit Booklet page 15, it is referenced as “AUD.B.15.”

If the reference is from the Business Continuity Planning Work Program Tier I, Objective 4,
statement 10, it is referenced as “BCP.WP.1.4.10.”
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A clear understanding of the organization’s business Accomplished by completing the Inherent Risk Profile

Appendix B: Mapping Cybersecurity Assessment Tool to NIST
Cybersecurity Framework

In 2014, the National Institute of Standards and Technology (NIST) released a Cybersecurity
Framework for all sectors. The following provides a mapping of the FFIEC Cybersecurity
Assessment Tool (Assessment) to the statements included in the NIST Cybersecurity
Framework. NIST reviewed and provided input on the mapping to ensure consistency with
Framework principles and to highlight the complementary nature of the two resources. As the
Assessment is based on a number of declarative statements that address similar concepts across
maturity levels, the mapping references the first time the concept arises beginning with the
lowest maturity level. As such, statements at higher levels of maturity may also map to the NIST
Cybersecurity Framework.

References for the NIST Cybersecurity Framework are provided by page number and, if
applicable, by the reference code given to the statement by NIST. The Assessment declarative
statements are referenced by location in the tool. Following the mapping is the guide to the
development of the reference codes for the Assessment Tool.

The mapping is in the order of the NIST Cybersecurity Framework.

drivers and security considerations specific to use of part of the Assessment.

informational technology and industrial control systems.

(p. 4}

Describe current cybersecurity posture (p. 4) . Accomplished by completing the Cybersecurity Maturity

part of the Assessment.

Accomplished if an institution implements the
. Assessment as described in the User's Guide.

Describe target state for cybersecurity (p. 4)

i

Identify and prioritize opportunities for improvement with | Accomplished if an institution implements the

the context of a continuous and repeatable process (p. Assessment as described in the User's Guide. ;
4) ‘ :
Assess progress foward the target state (p. 4) . Accomplished if an institution implements the

Assessment as described in the User's Guide.

o enf

Communicate among internal and external stakeholders + D1.TC.Tr.B.3: Situational awareness materials are
about cybersecurity risk (p. 4) made available to employeas when prompted by highly
visible cyber events or by regulatory aleris.

D1.TC.Tr.B.4: Customer awareness materials are
readily available {e.q., DHS’ Cybersecurity Awareness
Month materials).
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Mapping Cybersecurity Assessment Tool

" Risk-based approach to managing cybersecurity risk {p.

&)

. Express a risk tolerance (p. 5)

Determine how to handle risk (mitigate, transfer, avoid,

: accept) (p 5)
Develop the orgamzat[onal understandlng to manage

. cybersecurity risk to systems, assets, data and

' capablhtles (p 8)
" Develop and lmplement the appropnate safeguards to

! ensure delivery of critical infrastructure services (p. 8)

. Develop and implement the appropriate activities to
identify the occurrence of a cybersecurity event. (p. 8)

Develop and |mp1ement the approprlate activities fo take

action regarding a detected cybersecurity event. (p. 8)

Develop and implement the appropriate activities to

maintain plans for resilience and to restore capabilities

or services that were impaired due to a cybersecurity
i event. (p. 9)

TEEE" 1: Partial

' IST C ybersecur;ty_Fr' mewor

Cybersecunty risk management is not formalized and

risks are managed in an ad hoc and sometimes reactive

- manner. (p. 10}

Prioritization of cybersecurity activities may not be
directly informed by organizational risk objectives, the
threat environment or business/mission requirements.

(P10
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to NIST Cybersecurity Framework

D1.RM.RA.B.1: A risk assessment focused on

+ safeguarding customer information identifies reasonable

and foreseeable intemal and external threats, the
i likelihood and potential damage of threats and the
sufficiency of policies, procedures and customer
: information systems.

D1.RM.RA.B.2: The risk assessment identifies intemet-
. based systems and high-risk transactions that warrant
: additional authentication controls.

' D1.RM.RA_B.3: The risk assessment is updated to
address new technologies, products, services, and
connectlons before deployment

© D1.G.Ov.Int.1: The institution has a cyber risk appetlte

' statement approved by the board or an appropriate
board commitiee.

Accomphshed by completsng the Cybersecunty Maturity
paﬂ of the Assessment Tool.

Accomphshed by comp!eting the Cybersecunty Maturlty
. Domain 1, Assessment Factor Governance.

Accompilshed by completmg the Cybersecurity Maturlty
Domaln 3, Assessmeni Factor Preventative Controls.

Accompilshed by cornpletlng the Cybersecunty Matuniy
| Domain 3, Assessment Factor Detective Controls, and

Domain 5, Assessment Factor Detection, Response and |

Mutlgatton

Accompllshed by compietlng the Cybersecunty Matunty

; Domain 5, Assessmeni Factor Detection, Response and

- Mitigation and Assessment Factor Escalation and
Reportmg

Accompl:shed by completmg the Cybersecunty Matunty
Domain 5, Assessment Factor Incident Resilience
_ Planning and Strategy.

This falls below Baseling.

¢ This falis below Baseline.
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F IECECyhersecurlt A

Limited awareness of cybersecur:ty risk at the This falls below Baseline.

organizational level. {p. 10)

Organization-wide approach to managing cybersecurity  This falls below Baseline.

risk has not been established. (p 10)

Orgamzatlon |mplements cybersecurlty risk This falls below Baseline.

- management on an irregular, case-by-case basis due to

varied experience or information gained from outside
sources. (p 10)

Organ:zatlon may not have processes that enable This falls below Baseline.
cybersecurity information to be shared within the
organlzatlon (p 10)

. Organization may not have the processes in place fo * This falls below Baseline

participate in coordination or collaboration with other

- entities. (p. 10)

Tier 2: Risk Informed

'Cybersecunty Assessment _ool

Risk management practices are approved by D1.RM.RMP.B.1: An informaticn security and business

management but may not be established as _ continuity risk management function(s) exists within the
organizational-wide pol:cy (p. 10) institution.

Prioritization of cybersecurity activities is directly Dz T1.Th.B.3: Threat information is used to enhance
informed by organizational risk objectives, the threat internal risk management and controls.

environment, or business/mission requirements. (p. 10) D1.G.0v.Int.5: The board or an appropriate board

: committee ensures management's annual cybersecurity
self-assessment evaluates the institution’s ability to
. meet its cyber risk management standards.

D1.G.SP.int.2: Management periodically reviews the
! cybersecurity strategy to address evolving cyber threats
; and changes to the institution's inherent risk profile.

There is an awareness of cybersecurity risk at the . D1.G.Ov.B.2: Information security risks are discussed in
organizational level but an organization-wide approach management meetings when prompted by highly visible
to managing cybersecurity risk has not been cyber evenis or regulatory aletts.

established. (p. 10) D1.TC.Tr.B.1: Annual information security fraining is

provided.
D1.TC.Tr.E.2: Management is provided cybersecurity
training relevant fo their job responsibilities.

Risk-informed, management-approved processes and D1.RM.RMP.E.1: The risk management program
procedures are defined and implemented, and staff has . incorporates cyber risk identification, measurament,

- adequate resources to perform their cybersecurity mitigation, monitoring and reporting.
- duties. (p. 10)

' D1.R.8t.E.3: Staff with cybersecurity responsibiliies
. have the requisite qualifications to perform the
5 necessary tasks of the posmon
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Cybersecurity information is shared within the
organization on an informal basis. (p. 10)

The organization knows its role in the larger ecosystem,

" but has not formalized its capabilities to interact and
share information externally. (p. 10)

'E‘Eer 3 Repeatable

' The organization's risk management practices are
formally approved and expressed as policy. (p. 10)

* Organizatlonal cybersecunty practrces are regularly

. updated based on the application of risk management

© processes to changes in business/mission requirements
;and a changmg threat and techno]ogy Iandscape {p- 10)

There is an orgaarzatron-wrde approach {o manage
© cybersecurity risk. Risk-informed policies, processes,
. and procedures are defined, implemented as intended,
. and reviewed. (p. 10)

Consistent methods are in place to respond effectively

t to changes in risk. (p 10)

* Personne! possess the knowledge and skills to perform
_ their appointed roles and responsibilities. (p. 10)
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- D1.G.SP.Int.4: Management links strateglc
cybersecurity objectives to tactical goals.

. D1.G.RM.Au.B.1: Independent audit or review

infarmation systems

: D4.TC.Tr.B.3: Situational awareness materials are
* made available to employees when prompted by highly
¢ visible cyber events or regulatory alerts.

D1.G.SP.A.3: The cybersecurity strategy identifies and
communicates the institution’s role as a component of
critical infrastructure in the financial services industry.

D1.G.SP.Inn.1: The cybersecurity strategy identifies and .
" gcommunicates the institution’s role as it relates to other |

critical infrastructures.

D2.7T1.Th.B.1: The institution belongs or subscribes to a
threat and vulnerability information-sharing source(s)
that provides information on threats (e.g., FS-ISAC, US-
. CERT).

‘Assessment Too

- D1.G.SP.B.2: The institution has policies commensurate
| with its risk and complexity that address the concepts of
i information technology risk management

- D1.G.SP.E.3: A formal process is in place to update
. policies as the institution’s inherent risk profile changes.

evaluates policies, procedures, and controls across the
institution for significant risks and control issues
associated with the institution's operations, including
risks in new products, emerging technologies, and

D1.G.SP.E.3: A formal process is in place fo update

pohcres as the institution’s inherent risk prof ile changes

D1.R.St.E.2: Management with appropnate knowtedge

and experience leads the insfitution’s cybersecurity
efforts.

D1.R.5t.E.3: Staff with cybersecurity responsibilities has
the requisite qualifications to perform the necessary
tasks of the position.

£
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- The organization understands its dependencies and

© partners and receives information from these partners

- that enables collaboration and risk-based management
: decisions within the organization in response to events.

(p- 10)

Tier 4— Adaptave

-FFIEC -ybersecurlty Assessment Tool _

Adapt cybersecurity practices based on lessons learned
and predictive indicators derived from previous and
current cybersecurity activities. (p. 11}

Continually incorporates advanced technologies and
practices, adapting to a changing cybersecurity
landscape. (p. 11)

Responds to evolving and sophisticated threats in a

timely manner. {p. 11)
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D4.C.Co.B.1: The critical business processes thatare .
dependent on external connectivity have been identified.

D2.TL.Th.B.1: The institution belongs or subscribes to a
threat and vulnerability information-sharing source(s)

. that provides information on threats (e.g., FS-ISAC, US- |
. CERT}).

D2.TL.Th.Int.1: A formal threat intelligence program is
implemented and includes subscription to threat feeds
from external providers and internal sources.

D4.RM.Co.E.2: Responsibility for notification of direct
and indirect security incidents and vulnerabilities is
- documenited in contracts or SLAs.

- D5.DE.Re.E.8: Analysis of events is used to improve the |

institution's security measures and policies.

D5.IR.PLInt.4: Lessons learned from real-life cyber
incidents and attacks on the institution and other
organizations are used to improve the institution's risk

- mitigation capabilities and response plan.

D1.TC.Tr.Int.1: Management incorporates lessons

- learned from social engineering and phishing exercises
ot zmprove the employee awareness prograrns

. D1.G.SP.A.5: Management is contlnuously improving
" the existing cybersecurity program to adapt as the
: desired cybersecurlty target state changes

- D5.IR.PL.B.1: The institution has documented how it will
. react and respond to cyber incidents.

. D5.IR.PLA.2: Multiple systems, programs, or processes
. are implemented into a comprehensive cyber resilience
* program to sustain, minimize and recover operations

. from an array of potentially disruptive and destructive

cyber incidents.
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to MIST Cybersecurity Framework

Manages cybersecurity risk through an organization- ' DS.IR.PI.B.1: The institution has documented how it will
wide approach using risk-informed policies, processes, ' react and respond to cyber incidents
ngn[isr:.)c(:;d ;J;?s to address potential cybersecurty * D1.TC.Cu.E.4: The institution has formal standards of

i conduct that hold all employees accountable for

* complying with all cybersecurity policies and

! procedures.

i D1.RM.RMP.Int.2: The risk management program

: specifically addresses cyber risks beyond the

i boundaries of the technological impacts {e.q., financial,
strategic, regulatory, compliance).

[ D1.G.Ov.A.5: Management and the board or an

| appropriate board committee hold business units

. accountable for effectively managing all cyber risks
3 assomated with their activities.

Encourage cybersecurity risk management as part of D1 .TC.Cu.Int.2: The risk culture requires formal
culture. (p. 11} | consideration of cyber risks in all business decisions.
1

. D1.TC.Cu.A.1: Management ensures continuous
lmprovernent of cyber risk cultural awareness.
. Evolve process from an awareness of previous D1.G.Ov.A.2: Management has a formal process to
i activities, information shared by other sources, and " continuously improve cybersecurity oversight.
i continuous awareness of activities on systems and
networks. (p 11)

: Actwely share information with partners o ensure that - D2.I8 1s.Int.3: Information is shared proactively with the

- accurate, current information is being distributed and _ industry, law enforcement, regulators, and information-
: consumed to improve cybersecurity before a | sharing forums.

cybersecurity event occurs. (p. 11)

Framework Profile

urity-'As'se's"smen't Tool

FFIE : Cybers c

. Establish a roadmap for reducing cybersecurity risk. (p Accompllshed if an institution implements the
. 11) Assessment as described in the User's Guide.

Develop a current prof le. (p 11) Accomphshed if an institution 1mplements the
Assessment as described in the User's Guide.

Develop a target profile. (p. 11) Accomplished if an institution implements the
- Assessment as described in the User's Guide.

: ldentlfy and remediate gaps in current and target Accompllshed if an institution |mp|ements the
profiles. (p. 11) Assessment as described in the User's Guide.
" Develop a risk-management approach to achieve . Discussed in the User’s Guide.

. cybersecurity goals in a cost-effective, prioritized
! manner (p. 11)

Executive leadership communicates the mission Discussed in the User's Guide and the Overview for
- priorities, available resources, and overall risk tolerance  Chief Executive Officers and Boards of Directors.
* to the business/process level. (p. 12)
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. Business/Pracess managers collaborate with the

| implementation/operations level to communicate

. business needs and create a risk profile using the input
i from the executive leadership. (p. 12)

; Business/process managers perform an impact

assessment from the implementation progress provided
by the implementation/operations group. (p. 12)

Business/process managers perform an impact
assessment from the implementation progress provided
by the lmplementailonloperatlons group (p 12)

Busmess!process managers report the outcomes of that
impact assessment to the executive level to inform the
organization’s overall risk management process. (p. 12}
Business/process managers notify the
implementation/operations level to raise awareness of
business |mpact (p 12)

Operatlons group communicates the risk Profile
implementation progress to the business/process level.
(p 12)

Create or |mprove a cybersec:unty program (p 13)

Organlzatlon identifies its business/mission objectwes
and high-levet organlzahonal priorities. (p. 14)

to NIST Cybersecurity Framework

" Discussed in the User's Guide and the Overview for
Chief Executive Officers and Boards of Directors.

Discussed in the Users Guide and the Overview for
Chief Executive Officers and Boards of Directors.

. Discussed in the User’'s Guide and the Overview for
- Chief Executive Officers and Boards of Directors.

' Discussed in the User's Guide and the Overview for
. Chief Executive Officers and Boards of Directors.

- Discussed in the User's Guide and the Overview for
. Chief Executive Officers and Boards of Directors.

D|scussed in the User's Guide and the Overview for
Chief Executive Officers and Boards of Directors.

Dlscussed in the User's gu;de

D;scussed in the User’'s guide.

Organlzatlon identifies related systems and assets,
regulatory requirements, and overall risk approach. (p.
14)

Accomplashed by comp[etmg the Inherent Risk Profile
: part of the Tool.

Organization identifies threats to, and vulnerabilities of,
identified systems and assets (p 14)

Accomplished if an institution completes the Inherent
. Risk Profile part of the Assessment.

_ Develop a current proﬂle. {p. 14)

Conduct a risk assessment. (p 14)
Create a target profile. (p. 14)

Compare the current and target profile to determine
gaps. (p. 14)

Create a prioritized action pian to address gaps. (p. 14}

Implement action plan. (p. 14)

June 2015

Accomplished if an institution |mplements the
Assessment as described in the User's Guide.

Accomphshed if an institution compietss the Inherent
. Risk Profile part of the Assessment.

Accomplished if an institution implements the
Assessment as described in the User's Guide.

Accomplished if an institution imptements the
Assessment as described in the User's Guide.

Accomp!lshed if an institution |mplements the
- Assessment as described in the User's Guide.
Accomphshed if an institution mplements the
Assessment as described in the User’s Guide.

|
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Repeat as needed to continuously assess and improve
cybersecurity. (p. 14}

Communicate cybersecurity requirements with
interdependent stakeholders responsible for the delivery
of essential critical infrastructure services. (p. 15)

identify and address individual privacy and civil liberties
implications that may result from cybersecurity
operations (p. 15}

. Governance of cybersecurity risk.
" ldentifying and authorizing access.
Awareness and fraining measures.

. Anomalous activity detection reviewed for privacy
. concerns.

" Review of the sharing of perscnal information within and
| outside of the organization.

June 2015

to MIST Cybersecurity Framework

. Accomplished if an institution implements the
i Assessment as described in the Uset's Guide.

. D4.RM.Co.B.1: Formal contracts that address relevant
i security and privacy requirements are in place for all

¢ third parties that process, store, or transmit confidential
| data or provide critical services.

D4.RM.Co.E.2: Responsibility for notification of direct
. and indirect security incidents and vulnerabilities is
| documented in contracts or SLAs.

D4.RM.Co.B.1: Formal contracts that address relevant
security and privacy requirements are in place for all
third parties that process, store, ar transmit confidential
data or provide critical services.

D1.G.Ov.E.2: Management is responsible for ensuring

i compliance with legal and regulatory requirements
I related to cybersecurity.

D2.1S.Int.2: Information-sharing agreements are used
. as needed or required to facilitate sharing threat

* information with other financial sector institutions or third

: parties.

£



Appendix A: Framework Core

: ID.AM-1: Physical devices and systerns within the
- organization arg inventoried. (p. 20)

ID.AM-2: Software platiorms and applications within the
. organization are inventoried. (p. 20}

- ID.AM-3: The organizational communication and data
flow is mapped. {p. 20)

ID.AN-4: External information systems are mapped and
 catalogued. (p. 20)

ID.AM-5: Resources are prioritized based on the
. classification / criticality f business value of hardware,
¢ devices, data, and software. (p. 20)

. ID.AM-6: Workforce roles and responsibilities for
. business functions, including cybersecurity, are
' established. (p. 20)

L,
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Mapping Cybersecurity Assessment Tool
fo NIST Cybersecurity Framework

is maintained.

D1.G.IT.B.1: An inventory of organizational assets (e.g.,
hardware, software, data, and systems hosted externally)

© D1.G.IT.B.1: An inventory of organizational assets (e.g.,
* hardware, software, data, and systems hosted externally)

. is maintained.

: D4.C.Co.B.4: Data flow diagrams are in place and
: document information flow to external parties.

! D4.C.Co.Int.1: A validated asset inventory is used to
- create comprehensive diagrams depicting data

: repositories, data flow, infrastructure, and connectivity.

D4.RM.Dd.B.2: A list of third-party service providers is
- maintained.

- D4.C.Co.B.3: A network diagram is in place and identifies
. all external connections.

" D1.G.IT.B.2: Institution assets (e.g., hardware, systems,

data, and applications) are prioritized for protection based
on the data classification and business value.

© D1.R.$t.B.1: Information security roles and

responsibilities have been identified.

; D1.TC.Cu.B.1: Management holds employees

. accountable for complying with the information security

program.

ID.BE-1: The organization's rale in the supply chain is
identified and communicated. (p. 21}

" D1.G.SP.A.3: The cybersecurity strategy identifies and

communicates the institution’s role as a compaonent of

. critical infrastructure in the financial services industry.

ID.BE-2: The crganization’s place in critical infrastructure
and their industry ecosystem is identified and
communicated. {p. 21)

ID.BE-3: Priorities for organizational mission, objectives,
and activities are established. (p. 21)

' D1.G.SP.Inn.1: The cybersecurity strategy identifies and

communicates its role as it relates to other critical

infrastructures.

D1.G.8P.E.2: The institution has a formal cybersecurity
program that is based on technology and security industry
standards or benchmarks.

- D1.G.Ov.Int.5: The board or an appropriate board

June 2015

committee ensures management’s annual cybersecurity
self-assessment evaluales ithe institution’s ability to meet
its cyber risk management standards.

D1.G.SP.Int.3: The cybersecurity strategy is incorporated
into, or conceptually fifs within, the institution’s enterprise-
wide risk management strategy.
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ID.BE-4: Dependencnes and critical functions for del:very . D4.C.Co.B.1: The critical business processes that are
. of critical services are established. (p. 21) . dependent on external connectivity have been identified.
' | D1.G.IT.B.2: Organizational assets (e.g., hardware,
* systems, data, and applications} are prioritized for

protection based on the data classification and business
vajue.

* ID.BE-5: Resilience requirements to support delivery of | D5.IR.PL.B.5: A formal backup and recovery plan exists
critical services are established. {p. 21) . for all critical business lines.

i D5.IR.PI.E.3: Alternative processes have been

. established to continue critical activity within a reasonable

% tlme penod
ID.GV-1: Organizational information security policy is * ! D1.G.Ov.SP.B.4: The institution has board- approved
i established. {p. 21) / policies commensurate with its risk and complexity that

i i address information secunty

ID.GV-2: Information security roles & responsibility are D1 G.0v.SP.B.7: All elements of the information securlty
coordinated and aligned with internal roles and external | | program are coordinated enterprise-wide.

partners. (p. 21) ' D4.RM.Co.B.2: Contracts acknowledge that the third
' ! party is responsible for the security of the institution’s
i confidential data that it possesses, stores, processes, or
i transmits.

' D4.RM.Co.B.5: Confracts establish responsibilities for
; respondlng to secunty incidents.

to NIST Cybersecunty Framework

- ID.GV-3: Legal and regulatory requirements regarding . D1.G.Ov.E.2: Management is responsibie for ensuring |
¢ cybersecurity, including privacy and civil liberties : compliance with legal and regulatory requirements related

obhgations are understood and managed (p. 21) to cybersecurlty

- ID.GV-4: Governance and risk management processes D1 G.Ov.B.1: Demgnated members of management are
. address cybersecurity risks. (p. 22) . held accountable by the beard or an appropriate board

. committee for implementing and managing the information .

- security and business continuity programs.

! D1.G.0Ov.B.3: Management provides a written report on

- the overall status of the information security and business
confinuity programs to the board or an appropriate
committee of the board at least annually.

D1.G.Ov.E.1: Al least annually, the board or an
appropriate board committee reviews and approves the
institution’s cybersecurity program.

' D1.G.SP.E.1: The instilution augmented ifs information
security strategy to incorporate cybersecurity and
resilience.

* D1.G.Ov.Int.1: The institution has a cyber risk appetite
* statement approved by the board or an appropriate board
; committee.

June 2015 10

a



AT

[
% FFIEC Cybersecurity Assessment Tool Mapping Cyhersecurity Assessment Tool
to NIST Cybersecurity Framework

NIST Cybersecurity Framewor

' ID.RA-1: Asset vulnerabilities are identified and D2.TLTi.B.2: Threat information is used to monitor threats
documented. (p. 22) and vulnerabilities.

D3.DC.Th.B.1: Independent testing (including penetration
- testing and vulnerability scanning) is conducted according .
. lo the risk assessment for the external-facing systems and
the internal network. :

D1.RM.RA.E.2: The focus of the risk assessment has
expanded beyond customer information to address all
¢ information assets.

., D3.DC.Th.E.5: Vulnerabhility scanning is conducted and
i analyzed before deployment/redeployment of newfexisting
devices.

© D3.DC.Th.A.1: Weekly vulnerability scanning is rotated
amongst environments to scan all environments

throughout the year.

. ID.RA-2: Threat and vulnerability information is received " D2.TL.Ti.B.1: The institution belongs or subscribes to a

. from information-sharing forums and sources. {p. 22) : threat and vulnerability information-sharing source(s) that
provides information on threats (e.g., FS-ISAC, US-

CERT).

i ID.RA-3: Threats to organizational assets are identified D3.DC.An.B.1: The institution is able to detect anomalous
and documented. {p. 22) ~ activities through monitoring across the environment.

© P2.MA.Ma.E.1: A process is implemented to monitor
. threat information to discover emerging threats,

D2.MA.Ma.E.4: Monitoring systems operate continuously
with adequate support for efficient incident handling.

D2.MA.Ma.Int.2: A profile is created for each threat that
; - identifies the likely intent, capability, and target of the
! i threat.
' ID.RA-4: Potential impacts are analyzed. (p. 22) D5.RE.Re.B.1: Appropriate steps are taken to contain and
‘ control an incident to prevent further unauthorized access
. to or use of customer information.

. D5.ER.Er.Ev.1: Criteria have been established for
. escalating cyber incidents or vulnerabilities to the board
. and senior management based on the potential impact
and criticality of the risk.
ID.RA-5: Threats, vulnerabilities, likelihoods, and D1.RM.RA.B.1: A risk assessment focused on
impacts are used to determine risk. (p. 22) safeguarding customer information identifies reasonable
and foreseeable internai and external threats, the
likelihood and potential damage of threats, and the
sufficiency of policies, procedures and customer
information systems.

D1.RM.RA.E.2: The focus of the risk assessment has
expanded beyond customer information to address all
information assets.

D1.RM.RA.E.1: Risk assessments are used to identify the
cybersecurity risks stermming from new products, services,
. or relationships.
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. ID.RA-6: Risk responses are identified and prioritized. D5.IR.PL.B.1: The institution has documented how it will
i {p. 22) react and respond to cyber incidents.

D5.DR.Re.E.1: The incident response plan is designed to
prioritize incidents, enabling a rapid response for
significant cybersecurity incidents or vulnerabilities.

~ D5.R.PLE.1: The remediation plan and process outlines
. the mitigating actions, resources, and time parameters.

: ID.RM-1: Risk management processes are managed . D1.G.Ov.B.1: Designated members of management are
and agreed to by organizational stakeholders. (p. 23) held accountable by the board or an appropriate board

: committee for implementing and managing the information

: secunty and business cont:nmty programs

 ID.RM-2: Organizational risk tolerance is determined and . D1.G.Ov.Int.3: The institution has a cyber risk appetlte

. clearly expressed. {p. 23) . statement approved by the board or an appropriate board
committee.
- ID.RM-3: The organization’s determination of risk " D1.G.SP.A.4: The risk appehte is mformed by the

* tolerance is informed by their role in critical infrastructure  institution’s role in critical infrastructure.
- and sector speuf ic risk analysis. (p. 23}

- PR.AC-1: Identities and credentials are managed for : D3.PC.Im.B.7: Access to make changes to systems
- authorized devices and users. (p. 23) ¢ gonfigurations (including virtual machines and
i hypervisors) is controlled and manitored.

i D3.PC.Am.B.6: Identification and authentication are
‘ required and managed for access to systems,
: appllca’uons and hardware.

PR.AC-2: Physucal access to assets is managed and D3.PC.Am.B.11: Phys:cal secur:ty controls are used fo 4
| protected. (p. 23) prevent unauthorized access to information systems and
: telecommunication systems.

D3.PC.Am.B.17: Administrative, physical, or technical

controls are in place to prevent users without

administrafive responsibilities from installing unauthorized
¢ software.

- PR.AC-3: Remote access is managed (p 23) [)3 PC.Am.B.15: Remote access to critical systems by
: employees contractors, and third parties uses encrypted
connections and multifactor authentication.

- D3.PC.De.E.7: The institution wipes data remotely on
mobile devices when a device is missing or stolen. ("N/A if
~ mobile devices are not used.)

" D3.PC.Im.Int.2: Security controls are used for remote
+ access to all administrative consoles, including restricted
- virtual systems.

June 2015 12
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PR.AC-4: Access permissions are managed,
incorporating the principles of least privilege and
- separation of duties. (p. 24)

. PR.AC-5: Network integrity is protected, incorporating
. network segregation where appropriate. (p. 24)

- PR.AT-1: All users are informed and trained. (p. 24)

PR.AT-2: Prmleged users understand roles &

. responsibilities. (p. 24)

. PR.AT-3: Third- party stakeholders (supphers

customers, partners) understand roles & responsibilities.

(p. 24)

PR.AT-4: Senior executives understand roles and
- responsibilities. (p. 24)

PR.AT-5: Physical and information security personnel
. understand roles & responsibilities. (p. 25)

June 2015

: by appropnate personnel

D3.PC.Am.B.1: Employee access is granted to systems
and confidential data based on job responsibilities and the
principles of least privilege.

D3.PC.Am.B.2: Employee access to systems and

confidential data provides for separation of duties.

D3.PC.Am.B.5: Changes to physical and logical user
access, including those that result from veluntary and
involuntary terminations, are submitted to and approved

D3.DC.Im.B.1: Network perimeter defense fools (e g.,
border router and firewall) are used.

D3.DC.Am.Int.1: The enterprise network is segmented in
multiple, separate trust/security zones with defense-in-
depth strategies (e.g., logical network segmentation, hard
backups, air-gapping) to mitigate attacks.

- D1.TC.Tr.B.2: Annual information security training

includes incident response, current cyber threats (e.g.,
phishing, spear phishing, social engineering, and mobile
secunty) and emergmg ISsUes.

D1.TC.Tr.E.3: Empioyees with perlIeged account

permissions receive additional cybersecurity training
commensurate with their levels of responsmlhty

D1.TC.Tr.B.4: Customer awareness materials are readaly
available (e.g., DH3' Cybersecurity Awareness Month
materials).

D1.TC.Tr.Int.2: Cybersecurity awareness information is
provided to retail customers and commercial clients at

. least annually.

D1.TC.Tr.E.2: Management is prowded cybersecunty
© training relevant to their job responsibilities.

D1.TC.Tr.E.3: Employees with privileged account
. permissions receive additional cybersecurity training
- commensurate with their levels of responsibility.

D1.R.St.E.3: Staff with cybersecurity responsibilities has
the requisite qualifications to perform the necessary tasks

. of the position.

13
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PR.DS-1: Data-at-rest is protected (p 25)

. PR.DS-2: Data-in-transit is protected. (p. 25)

¢ PR.DS-3: Assets are formally managed throughout
© removal, transfers, and disposition. (p. 25)

. PR.DS-4: Adequate capacity to ensure availability is
- maintained. (p. 23)

June 2015

FIEC Cyberse .urlty Ass' '::sment Tool

D1.G.IT.B.13: Confidential data is identified on the

© institution's network.

¢ P3.PC.Am.B.14: Maobile devices (e.g., laptops, tablets,
- and removable media)} are encrypted if used to store
. confidential data. (*N/A if mobile devices are not used).

fo NIST Cybersecur:ty Framework

i D4.RM.Co.B.1: Formal contracts that address relevant
. security and privacy requirements are in place for all third

parties that process, store, or transmit confidential data or
« provide critical services.

| D3.PC.AM.A.1: Encryption of select data at rest is
determined by the institution’s data classification and risk

assessment.

D3.PC.Am.B.13: Confidential data is encrypted when
transmitied across public or untrusted networks (e.g.,

. Internet).

| D3.PC.Am.E.5: Controls are in place to prevent
. unauthorized access to cryptographic keys.

D3.PC.Am.Int.7: Confidential data is encrypted in transit
. across private connections {e.g., frame relay and T1) and

~ within the institution’s trusied zones.

. D1.G.IT.E.3: The institution proactlvely manages system
' end-of-life (e.g., replacement} to [imit security risks.

‘ acqunred have appropriate security safeguards.

: D1.G.IT.E.2: The institution has a documented asset fife-
: cycle process that considers whether assets to be

. D5.IR.PLB.5: A formal backup and recovery plan exists

for all critical business lines.

- D5.IR.PLB.6: The institution plans to use business
. continuity, disaster recovery, and data backup programs
- fo recover operations following an incident.

- D5.IR.PLE.3: Alternative processes have been

. established to continue critical activity within a reasonable

. time period.

' D3.PC.Im.E.4: A risk-based solution is in place at the

institution or Internet-hosting provider to mitigate
disruptive cyber attacks (e.g., DDoS attacks).
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implemented. (p. 26)

- PR.DS-6: Integrity checking mechanisms are used to
- verify software, firmware, and information integrity. (p.
: 28)

- PR.DS-7: The development and testing environment(s)
- are separate from the production environment. (p. 26)

PR.IP-1: A baseline configuration of information

¢ technology/industrial control systems is created and
. maintained. (p. 26)

PR.IP-2: A System Development Life Cycle to manage
. systems is implemented. (p. 26)

- PR.IP-3: Configuration change control processes are in

place. (p. 27)

PR.IP-4: Backups of information are conducted,

i maintained, and tested periedically. (p. 27)

PR.IP-5: Policy and regulations regarding the physical
operating environment for organizational assets are met.

(p- 27)

June 2015

' D3.PC.Se.B.1: Developers working for the institution
. follow secure program coding practices, as part of a

. system development life cycle (SDL.C), that meet industry
' standards.

to NIST Cybersecurity Framework

D3.PC.Am.B.15: Remofe access to critical systems by
employees, contractors, and third parties uses encrypted
connecfions and multifactor authentication.

- D3.PC.Am.Int.1: The institution has implemented tools to

prevent unauthorized access to or exfiliration of
confidential data.

D3.PC.De.Int.1: Data loss prevention controls or devices
are implemented for inbound and outbound
communications (e.g., e-mail, FTP, Telnet, prevention of
large file transfers).

D3.DC.Ev.Int.1: Controls or tools (e.g., data loss

~ prevention) are in place to detect potential unauthorized or
~ unintentional transmissions of confidential data.

D3.PC.Se.Int.3: Software code executables and scripts

¢ are digitally signed to confirm the software author and

guarantee that the code has not been altered or
corrupted.

D3.PC.De.Int.2: Mobile device management includes

. integrity scanning (e.g., jailbreak/rooted detection). (*N/A if
. mobile devices are not used.)

* D3.PC.Am.B.10: Production and non-production

" environments are segregated to prevent unauthorized
. access or changes to information assets. (*N/A if no

© production environment exists at the institution or the
- institution's third party.)

D3.PC.Im.B.5: Systems configurations {for servers,
¢ desktops, routers, eic.) follow industry standards and are
; enforced.

. D3.PC.Se.E.1: Security testing oceurs at all post-design
i phases of the SDLC for all applications, including mobile
applications. (*N/A if there is no software development.)

D1.G.IT.B.4: A change management process is in place
to request and approve changes to systems
configurations, hardware, software, applications, and

. security {cols.

D5.IR.PLB.5: A formal backup and recovery plan exists

* for all critical business lines.

D5.IR.Te.E.3: Information backups are tested periodically

' to verify they are accessible and readable.

- D3.PC.Am.B.11: Physical security controls are used to

prevent unauthorized access to information systems and
telecommunication systems.
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Mapping Cybersecurity Assessiment Tool

- PR.IP-6: Data is destroyed according to policy. {(p. 27}

PR.IP-7: Protection processes are continuously
© improved. (p. 27}

to NIST Cybersecurity Framework

- D1.G.IT.B.19: Data is disposed of or destroyed according
to documented requirements and within expected time
frames.

i D1.RM.RMP.E.2: Management reviews and uses the
results of audits to improve existing policies, procedures,

and controls.

D1.G.0v.A.2: Management has a formal process to

‘ contmuously 1mprove cybersecunty oversnght

PR.IP-8: Effectiveness of protection technolfogies is
| shared with appropriate parties. (p. 28}

PR.IP-9: Response plans {Incident Response and
. Business Continuity) and recovery plans (Incident
* Recovery and Disaster Recovery) are in place and
managed (p 28)
PR.IP-10: Response and recovery p]ans are tested. (p

i 28)

D2.15.1s.B.1: Information security threats are gathered

i and shared with applicable internal employees.

D.21S.1s.E.2: A representative from the institution
participates in law enforcement or information-sharing
organlzatlon meetmgs

" D5.IR.P1.B.1: The institution has documented how it will
react and respond to cyber incidents.

‘ D5.IR.Te.B.1: Scenarios are used to improve incident
- detection and response.

" D5.IR.Te.B.3: Systems, applications, and data recovery is
. tested at least annually

" PR.IP-11: Cybersecunty is included in human resources
. practices (e.g., deprovisioning, personnel screening). {p.
28}

. D1.R.StE4: Employment candidates, contractors, and
- third parties are subject to background verification
. proportional to the confidentiality of the data accessed,

business requuremente and acceptable risk.

PR.IP-12: Avulnerabrhty management plan is developed
. and lmplemented (p 28)

PR.MA-1: Maintenance and repair of organlzatlonal
: assets is performed and logged in a timely manner, with
: approved and controlled tools (p. 28)

D3.CC.Re.Ev.2: Formal processes are in place to resolve

weaknesses identified dunng penetrahon testlng

' D3.CC.Re.nt.5: The maintenance and repair of

organizational assets are performed by authorized
individuals with approved and controlled tools.

~ D3.CC.Re.Int.6: The maintenance and repair of

j PR.MA-2: Remote maintenance of organlzatlonal assets
- is approved, logged, and performed in a manner that
- prevents unauthorized access (p. 28)

: PR.PT-1: Audit/log records are determined, documented,
. implemented, and reviewed in accordance with policy.

(D 29)

organlzatlonai assels are Iogged in a timely manner.

: D3.PC.Im.B.7: Access to make changes to systems
¢ canfigurations (including virtual machines and
. hypervisors} is controlled and monitored.

D1.G.SP.B.3: The institution has policies commensurate
: with its risk and complexity that address the concepts of
¢ threat information sharing.

P2.MA.Ma.B.1: Audit log records and other security event

" logs are reviewed and retained in a secure manner.

D2.MA.Ma.B.2: Computer event logs are used for

investigations once an event has occurred.

June 2015
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Mapping Cybersecurity Assessment Tool

' PR.PT-2: Removable media is protected and its use
¢ restricted according to a specified policy. (p. 29}

PR.PT-3: Access to systems and assets is controlled,
; incorporating the principle of least functionality. (p. 29)

| PR.PT-4: Commumcatlons networks are secured. (p 29)

: DE.AE-1: A baseline of network operattons and
- expected data flows for users and systems is established
¢ and managed. (p. 30)

DE.AE-2: Detected events are analyzed to understand

attack targets and methods. {p. 30)

DE.AE-3: Event data are aggregated and correlated

. from multiple sources and sensors. {p. 30)

June 2015

to NIST Cybersecurity Framework

D1.G.SP.B.4: The institution has board-approved policies

commensurate with ifs risk and complexity that address

i Information security.

. D3.PC.De.B.1: Controls are in place to restrict the use of
" removable media to authorized personnel.

D3.PC.Im.E.3: Technical controls prevent unauthorized
devices, including rogue wireless access devices and
removable media from connecting to the internal
network(s).

D3.PC.Am.B.7: Access controls include password
complexity and limits to password attempts and reuse.

D3.PC.Am.B.4: User access reviews are performed
periadically for all systems and applications based on the
risk to the application or system.

D3.PC.Am.B.3: Elevated privileges (e.g., administrator
privileges) are limited and tightly controlied (e.g., assigned -
to individuals, not shared, and require stronger password
conirols).

D4.RM.Om.Int.1: Third-party employee access to the
institution's confidential data is tracked actively based on
the pr|nC|pIes of least privilege.

D3.PC.im.B.1: Network perimeter defense fools (e g.,
- border router and firewall) are used.

D3.PC.Am.B.11: Physical security controls are used to
i prevent unauthorized access to information systems, and
: lelecommunication systems,

i D3.PC.Im.Int.1: The enterprise network is segmented in

. multiple, separate trust/security zones with defense-in-

. depth strategies (e.g., logical network segmentation, hard
backups alr-gappmg) to mitigate atfacks.

; D3.DC.Ev.B.1: A normal network actlwty baseline is

established.

' D4.C.Co.B.4: Data flow diagrams are in place and
: document information flow to external part;es

D5.R.PLInt.4: Lessons learned from real-life cyber risk

- incidents and attacks on the institution and other

organizations are used to improve the institution’s risk

mltlgat:on capab:lltles and response p[an

D3.DC.Ev.E.1: A process is in place to correlate event

. information from muitiple sources (e.g., network,
application, or firewall).
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FIEC Cyb _rsecurzty Asses me_nt Tool

. DE.AE-4: Impact of event is determined. (p. 30) D5.IR.Te.E.1: Recovery scenarios include plans to
recover from data destruction, and impacts to data
integrity, data loss, and system and data availability.

D5.ER.Es.E.1: Criteria have been established for
escalating cyber incidents or vulnerabilities to the board
and senior management based on the potential impact
and criticality of the risk.

D1.RM.RMP.A.4: A process is in place to analyze the
financial impact cyber incidents have on the insfitution’s

capztai
i DE.AE-5: Incident alert thresholds are established. {p. D5.DR.De.B.1: Alert parameters are set for detecting
; 30) . information security incidents that prompt mitigating
: actions.

! D3.DC.AN.E.4: Thresholds have been established to
. determine activity within logs that would warrant
; management response.

! D3.DC.AN.Int.3: Tools actively monitor security logs for
; anomalous behavior and alert within established
| parameters.
© DE.CM-1: The network is monitored to detect potential D3.DC.An.B.2: Customer transactions generating
cybersecurity events. (p. 30} . anomalous activity alerts are monitored and reviewed.

' D3.DC.An.B.3: Logs of physical and/for logical access are
I reviewed fol!owmg events.

. DE.CM-2: The physical environment is monitored to - D3.PC.Am.E.4: Physical access to hlgh -risk or
i detect potential cybersecurity events. (p. 30} : confidential systems is restricted, logged, and
: . unauthorized access is blocked.

D3.Dc.Ev.B.5: The physical environment is manitored to
: detect potentlai unauthonzed access.

DE.CM-3: Personnel activity is monitored to detect ' D3.DC.AN.A3: A system is in place fo monitor and

. potential cybersecurity events. {p. 31) - analyze employee behavior {network use patterns, work
hours, and known devices) to alert on anomalous
| activities.
DE CM-4: Malicious code is detected. (p 31) ' D3.DC.Th.B.2: Antivirus and anti-malware tools are used

- to detect allacks.

. DE.CM-5: Unauthorized mobile code is detected. (p. 31} : D3.PC.De.E.5: Antivirus and anti-malware tools are
. deployed on end-point devices (e.g., workstations,
laptops, and mobile devices).

. DE.CM-6: External service provider activity is monitored D4.RM.Om.Int.1: Third-party employee access to the
| to detect potential cybersecurity events. (p. 31 . institution's confidential data is tracked actively based on
: the principles of least privilege.

: DE.CM-7: Monitoring for unauthorized personnel, D3.DC.Ev.B.3: Processes are in place to monitor for the
‘ connections, devices and software is performed. {p. 31) presence of unauthorized users, devices, connections,
and software.

June 2015 18
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Mapping Cybersecurify Assessment Tool

DE.CM-8: Vuinerability scans are performed. (p. 31)

DE.BP-1: Roles and responsibilities for detection are

well defined to ensure accountability. (p. 31)

DE.DP-2: Detection activities comply with all applicable
requirements. (p. 32)

DE.DP-3: Detection processes are tested. (p 32)

DE.DP-4: Event detection information is communicated
to appropriate parties. (p. 32}

DE.DP-5: Detection processes are continuously
improved. (p. 32)

RS.RP-1: Response plan is executed during or after an

- event. (p 33)

RS.CO-1: Personnel know their roles and order of
operations when a respense is needed. (p. 33)

RS.CO-2: Events are reported consistent with
established criteria. {p. 33)

RS.CO-3: Infermation is shared consistent with
established criteria. (p. 33)

June 2015

fo NIST Cybersecurity Framework

D3.DC.Th.E.5: Vulnerability scanning is conducted and

analyzed before deployment/redeployment of new/existing °
devices.

D3.DC.Ev.B.4: Responsibilities for monitoring and

reporting suspicious sysiems activity have been assigned. .

D1.G.Ov.E.2: Management is responsible for ensuring
compliance with legat and regulatory requirements related

to cybersecurlty

D3.DC.Ev.Int.2: Event detection processes are proven

~ reliable.

D3.DC.Ev.B.2: Mechanisms (e g., antivirus alerts, Iog
event alerts) are in place to alert management to potential
attacks.

- D5.ER.Is.B.1: A process exists fo contact personnel who
- are responsible for analyzing and responding to an
incident.

D5.ER.Is.E.1: Criteria have been established for

¢ escalating cyber incidents or vulnerabilities to the board

and senior management based on the potential impact

 and crltlcahty of the risk.

. D5.IR.PLInt.3: Lessons learned from real-life cyber

© incidents and attacks on the institution and other

i organizations are used to improve the institution's risk
; mmgat[on capabllltles and response pian

; D5.IR.PLB.1: The institution has documented how it will
; reactand respond to cyber incidents.

. D5.R.PLB.3: Roles and responsmlllties for incident
. response feam members are defined.

D5.IR.P1.B.2: Communication channels exist to provide
employees a means for reporting information security
events in a timely manner.

D5.DR.Re.B.4: Incidents are classified, logged and
tracked.

D5.DR.Re.E.6: Records are generated to support incident
investigation and mitigation.

D5.ER.Es.B.4: Incidents are detected in real time through
automated processes that include instant alerts to

appropriate personnel who can respond.

D5.ER.Es.B.2: Procedures exist to notify customers,
regulators, and law enforcement as required or necessary
when the institution becomes aware of an incident
involving the unauthorized access to or use of sensitive
customer information.
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Mapping Cybersecurity Assessment Tool

. RS.CO-4: Coordination with stakeholders occurs
. consistent with response plans. (p. 33)

RS.CO-5: Voluntary information sharing accurs with
. external stakeholders to achieve broader cybersecurity
¢ situational awareness. (p. 33)

. RS.AN-1: Notifications from the detection system are
| investigated. (p. 33)

' RS.AN-2: The impact of the incident is understood. (p.
| 34}

. RS.AN-3: Forensics are performed. (p. 34)

RS.AN-4: Incidents are categorized consistent with
. Tesponse plans. (p- 34)

June 2015

_ and criticality of the risk.

to NIST Cybersecurity Framework

D5.ER.Is.B.1: A process exists to contact personnel who

are responsible for analyzing and responding to an
incident.

- D5.IR.PLInt.1: A strategy is in place o coordinate and

communicate with internal and external stakeholders

during or following a cyber attack.

D2.1S.1s.B.3: Information about threats is shared with law
enforcement and regulators when required or prompted.

D2.iS.Is.E.2: A representative from the institution

: participates in law enforcement or information-sharing
: organization meetings.

D5.DR.De.B.3: Tools and processes are in place to
detect, alert, and trigger the incident response program.

- D5.DR.De.Int.3: Incidents are detected in real time
. through automated processes that include instant alerts to
¢ appropriate personnel who can respond.

D1.RM.RMP.A.4: A process is in place to analyze the

financial impact cyber incidents have on the institution's
capital.

: D5.IR.Te.E.1: Recovery scenarios include plans to
. recover from data destruction, impacts to data integrity,
- data loss, and system and data availability.

D5.ER.Es.E.1: Criteria have been established for

: escalating cyber incidents or vulnerabilities to the board

and senior management based on the potential impact

- D3.CC.Re.Int.3: Security investigations, forensic analysis,

and remediation are performed by qualified staff or third
parties.

D3.CC.Re.lnt.4: Generally accepted and appropriate
forensic procedures, including chain of custody, are used

¢ to gather and present evidence to support potential legal
! action.

. D5.ER.Es.B.4: Incidents are classified, logged and

tracked.

D5.DR.Re.E.1: The incident response plan is designed to
prioritize incidents, enabling a rapid response for

significant cybersecurity incidents or vulnerabilities.
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Mapping Cvybersecurity Assessment Tool

Framework'

' RS.MI-1: Incidents are contained. (p. 34)

to NIST Cybersecurity Framework

D.5.DR.Re.B.1: Appropriate steps are taken to contain
and control an incident to prevent further unauthorized
access to or use of customer information.

D5.DR.Re.E.4: Procedures include containment strategies

. and notifying potentially impacted third parties.

D5.DR.Re.E.2: A process is in place to help contain
incidents and restore operations with minimal service
disruption.

- D5.DR.Re.E.3: Containment and mitigation strategies are

developed for multiple incident types {e.g., DDoS,

. malware).

- RS.MI-2: Incidents are mitigated. (p. 34)

D5.DR.De.B.1: Alert parameters are set for detecting
information security incidents that prompt mitigating

. actions.

. D5.DR.Re.E.3: Containment and mitigation strategies are

developed for multiple incident types (e.g., DDoS,

. malware).

. D3.PC.Im.E.4: A risk-based solution is in place at the

institution or Internet-hosting provider to mitigate

. disruptive cyber attacks (e.g., DDoS attacks).

. RS.MI-3: Newly identified vulnerabilities are documented
as accepted risks. (p. 34)

- RE8.IM-1: Response plans incorporate lessons learned.
- {p- 34)

: R8.IM-2: Response strategies are updated. (p. 34)

D1.RM.RA_E.1: Risk assessments are used to identify the
cybersecurity risks stemming from new products, services, :

- or relationships.

D5.IR.PLInt.4: Lessans learned from real-life cyber

incidents and attacks on the institution and other

- organizations are used to improve the institution’s risk

mitigation capabilities and response plan.

D5.IR.PlInt.4: Lessans learned from real-life cyber
incidents and attacks on the institution and other
organizations are used to improve the institution’s risk
mitigation capabilities and response plan.

. D5.IR.Te.Int.5: The results of cyber event exercises are
. used to improve the incident response plan and
i automated triggers.

. RC.RP-1: Recovery plan is executed during or after an
- event. (p. 34)

" RG.IM-1: Recovery plans incorporate lessons learned.
- (p-35)

June 2015

¢ D5.IR.PL.B.6: The institution plans to use business

continuity, disaster recovery, and data backup programs
to recover operations following an incident.

. D5.IR.PLInt.4: Lessons learned from real-life cyber
- incidents and attacks on the institution and other

organizations are used to improve the institution’s risk
mitigation capabilities and response plan.
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Mapping Cybersecurity Assessment Tool
to NIST Cybersecurlty Framework

ramework

RC IM-2: Recovery strategles are updated (p. 35)

RC CO-1: Public Relations are managed (p 35)

-

RC.CO-2: Reputation after an event is repaired. {p. 35)

' RC.CO-3: Recovery activities are communicated to
- internal stakeholders and executive and management
: teams. (p. 35)

June 2015

sses ment Tool

--FFIEC Cybersecu_rlt

DE IR.PLInt.4: Lessons learned from real-life cyber
incidents and attacks on the institution and other
" organizations are used to improve the institution’s risk
_ mitigation capabilities and response plan.

- D5.IR.Te.Int.5: The results of cyber event exercises are
used to improve the incident response plan and
automated trlggers
~ D5.ER.Es.Int.3: An external communication pian is used

' for nofifying media regarding incidents when applicable.

. D5.IR.PLInt.1: A strategy is in place to coordinate and
. communicate with internal and external stakeholders
¢ during or following a cyber attack.

' D5.ER.Is.B.1: A process exists to contact personnel who
; are responsible for analyzing and responding to an
. incident.

! D5.IR.PLInt.1: A strategy is in place to coordinate and
: communicate with internal and external stakeholders
! dunng or followmg a cyber attack.
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Mapping Cybersecurity Assessment Tool
to NIST Cybersecurity Framework

Explanation of Cybersecurity Assessment Tool References

To reference the Cybersecurity Assessment Tool declarative statements, each has a unique
identifier that comprises the Domain, Assessment Factor, Component, Maturity Level, and
statement number. Each portion is separated by a period.

The following table provides the codes used in the above references for the Cybersecurity
Assessment Tool. For example, “D1.G.Ov.B.1” refers to Domain: 1, Assessment Factor:
Governance, Component: Over31ght Maturlty Level: Basehne and statement 1.

Domain 1; Cyber Risk
Management and
Oversight (D1}

ik
Domain 2: Threat
. Intelligence and
: Collaboration (D2)
. Domain 3: Cybersecurity
¢ Controls (D3}
(
L

June 2015

Threat Intelligence (T1)

Information Sharmg (ES)

" Baseline {B)

_ Oversight {Ov)

Governance (G)

: £ . E
Strategy!Pohmes (Sp) volving (E)

e NREMMEdEALE (INE)
IT Asset Management (IT) Advanced (A)

* Innovative (Inn)

Risk Management (RM) Risk Management Program (RMP)

Risk Assessment (RA)
Audlt (Au)

Staff ng (St)

Resources (R)

Training and Culture (TC) Tra:nlng (Tr)

- Culture (Cu)

- Threat Intelligence and Information
(TI)

Monitoring and Analyzing Monltonng and Analyzmg (Ma)

(MA)

[nformattonal Sharlng (ls)

Preventative Controls (PC)

infrastructure Management (Im)

Access and Data Management
(Am)

Device/End-Point Security (De}
Secure Coding {Se)

Detective Controls (DC) Threat and Vulnerability Detection

(Th)

Anomalous Actwuty (An)

Event Detection (Ev)

Corrective Controls (CC) Patch Management (Pa)
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Mapping Cybersecurity Assessment Tool

 Domain Assessment

' Domain 4: External " Connections (C)
{ Dependency :
- Management (D4) " Relationship Management

- (RM)

Incident Resilience Planning
and Strategy (IR}

- Domain 5: Cyber Incident
Management and
Resilience {D5)

Detection, Response and
Mitigation (DR)

Escalation and Reporting
| (ER)

June 2015

Component

- Remediation {Re)

to NIST Cybersecurity Framework

 Maturity Level -

Connections (Co)

Due DBiligence {Dd)

Contracts (Co)

~ Ongoing Monitoring (Om)
Planmng (_PI) ,

T"estin.g (Te)

Détec;tion. (bé)

: Résponse and Mitigation (Re)

Escalation and Reparting (Es})
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Executive Leadership of Cybersecurity
ELOC Best Practices

Questions Community Bank Directors Should Ask:
{Cybersecurity has to be on the agenda.)

1)

2)

3)
4)
5)

6)

7)

8)

9)

Can you put that in laymen's terms? Can you explain what that means?
¢ This is a serious question. Technology has a language of its own that few of us
can be 100% fluent in. Directors must insist on briefings in plain language.

Are we getting into the weeds?
e Again, a serious question. Cyber is not an IT issue, but a risk management issue.

Do we need a cybersecurity committee to have the time to become educated?
How do we determine how much to spend on cybersecurity?

What are our greatest weaknesses and what events are most likely to happen?
¢ Do we have incident response plans for these and when were they last tested /
updated?
e Explain the legal implications and financial risks if XYZ should happen to us?
e What are the most sophisticated types of cyber threats that you are monitoring
against?

How would the latest threat reported in the news (such as a DDoS attack, an ATM Cash
Out, Open SSL Vulnerability, Cryptolocker) attack affect us? And, what steps have been
taken to minimize those risks?

What incidents require customer notification and which ones don’t?

What are we looking for when we run penetration tests and perform vulnerability scans?
How often are we scanning?

How do we move away from security checklists and focus on addressing the risk
identified in our risk assessment?

10) What are some contract terms you (CEO) look for in contracts (cyber security practiced by

the vendor, requirement to be notified of a vendor breach, restrictions on vendor’s use of
subcontractors, requirement’s for vendor’s security testing, access to vendor audits, etc.)?

11) Do we have an education / training incentive program for our IT security professionals?



Executive Leadership of Cybersecurity
ELOC Best Practices

Leadership Steps Every CEO Should Take:

1) Commit to establish a Cybersecurity strategy and give it broad staff and
Board visibility.

Put cyber on agendas at least monthly for staff and quarterly for Board meetings.

2) Commit to develop a corporate culture of security and cyber literacy.

Evaluate where you spend your time, as that conveys what you value;

Protecting your customers and your bank’s reputation is everyone’s responsibility;
Shift focus to security and away from compliance checklists;

Use Safety & Soundness reasons to protect your bank; don’t focus on GLBA
requirements, as that is a compliance mentality;

Incorporate cybersecurity into routine and recurring bank-wide training; and
Establish continuing education hours for directors, similar to BSA training.

3) Adopt sound management practices.

Practices to prevent cyber incidents are not enough. Regularly update your cyber
incident response plans, as threats change regularly;

Personally study the cyber elements of your risk assessment and understand:
» How are you protecting your high value assets?
»  Where are your soft spots?
Establish a reliable method (or person) to prioritize incoming cyber issues;
Obtain regular threat updates (and provide to Board) to help stay engaged;
Be willing to write the check for protection, especially if you want to roll out cutting
edge technology. Acquisition is just the down payment;
Don't rely on contracts with borrowers and depositors - it doesn't work;
Actively work with trade associations and groups to identify trusted vendors and other
third-party providers in your market(s); and
File SARs to help law enforcement build a large case to shut down an operation.

4) Cybersecurity messages must regularly come from the CEO / Executive
management. The tone is set at the top; not from the “IT guy.”

But, the IT security officer must also be an upper level employee to demonstrate to
your entire organization how importantly you view this issue;
Carry the message to your community. Lead cyber education in your community,
especially for small/midsize businesses or industries:
o Talk about threats they are unaware of and that they need to protect against at
their own business; and
¢ Put on short training session during a "lunch & learn" for the Chamber of
Commerce or other civic organizations, such as Rotary Clubs, churches,
nonprofits, schools, etc.
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2)

3)

4)

3)

6)

7

Executive Leadership of Cybersecurity
ELOC Action Planning
“Next” Steps — Near Term Action

Have we defined a culture that values and emphasizes cybersecurity?
e If yes — how to strengthen and to sustain?
e Ifno—how do we begin (1% steps)?

What 2 cybersecurity-related points do I want to raise / have discussed at the next
board meeting? (And beyond.....)

What are the first 2 cyber topics I {or our board) should learn more about or focus on?

What are the first 2 questions I want to ask our IT officer (staff or consultant)?

What 2 low/no cost steps can our board take immediately to improve oversight of
cyber?

What are 2 steps I can take as an Executive Officer to communicate the importance of
cybersecurity to our staff throughout all of 2015?

What are 2 things we should do so that our cybersecurity initiative doesn’t lose
momentum in 90 to 180 days after we leave here?
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> CYBERSECURITY

Checklist

BOILING DOWN WHAT really matters concerning cybersecurity is a tough but worthy exercise. During recent remarks,
Deputy Treasury Secretary Sarah Bloom Raslkin offered a checklist of what the Treasury Department thinks are the
essential elements of cybersecurity. Here we examine how your bank can answer her challenge,
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Managing FS-ISAC Alerts

Streamline Your FS-ISAC Threat Intelligence Feeds
FS-ISAC strives to provide relevant and actionable threat and vulnerability information to thousands of
member organizations worldwide. We want to make sure you get the exact information you need, when
you need it. There are some best practices in terms of email management of FS-ISAC alerts that you may
find useful. We’ve summarized some of these recommendations below. If you have best practices for
alert management that you’d like to share, let us know!

Portal Alerts

Using the FS-ISAC portal members can decide which types of alerts they would like to receive.
Depending on your role, you may not need to follow every update, but FS-ISAC recommends following
at least four key reports: Announcements, Cyber Threats, Cyber Incidents, and Collective Intelligence.
Doing so will [imit alerts to about 10 per day. Other alert types can also be followed depending on each
individual’s role. To make changes to the Portal Alerts you receive access the “Alert Profile” tab in the
Portal and select/deselect your desired alerts.

Email Listservers

FS-ISAC also shares information through both broadly and narrowly focused email listservers. While
members must request 1o join a listserver from admin@fsisac.us, not every member in your
organization needs to be on every listserver. In order to maximize efficiency within your organization FS-
ISAC recommends that each organization makes this determination based on each staff member’s role.
For example, as community bankers you may want to participate on the Community Institution Council
listserv, however this information may not be relevant to everyone on staff. Popular CIC topics include:

e Cybersecurity Definition and Policy
Board Cybersecurity and Training
Regulator Network Access

Cyber Insurance

Delegate, Filter, and Sort
In order to take full advantage of the Portal Alerts and Email Listservers while maximizing your daily
productivity, consider establishing rules within your email client to:

1. Delegate. Establish rules for emails to be sent to your staff.

2. Filter. Create Outlook filters by subject(s). Scan topics that are of concern/interest to you.

3. Sort Alerts by Criticality. Create rules to segregate alerts by risk level.

For additional help or information please contact FS-ISAC Member Services at 571-252-8517,
option 1 or admin@fsisac.us

Or the Community Institution Council at 360-449-0102

Financial Services Information Sharing and Analysis Center | Sharing Critical, Specific, Meaningful, Accurate, Reliable and Timely Information

©2015 Financial Services Information Sharing and Analysis Center. All rights reserved.
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